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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:
e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

This guide describes how to deploy and configure the Veeam Cloud Connect infrastructure and use cloud
repositories and cloud hosts to store data in the cloud. The document applies to version 10 of Veeam Backup &
Replication and all subsequent versions until it is replaced by a new document.

Intended Audience

This document is intended for Service Providers who want to use the Veeam Cloud Connect functionality to
provide Backup as a Service and/or Disaster Recovery as a Service to their customers, and Service Provider
customers who want to store their data in the cloud.

The document provides a general overview of the Veeam Cloud Connect functionality and should be regarded as
a supplement to existing technical documentation. The complete set of documentation for Veeam Backup &
Replication can be found at https://www.veeam.com/documentation-guides-datasheets.html.
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Overview

Service providers (SP) can use Veeam Backup & Replication to offer cloud repository as a service and disaster
recovery as a service to their customers (tenants). Veeam Backup & Replication lets SPs set up the cloud
infrastructure so that tenants can send their data to the cloud and store it there in an easy and secure way.

Veeam Backup & Replication does not offer its own cloud for storing tenant data. Instead, it uses SP computing,
storage and network resources to configure Veeam Cloud Connect Backup and Veeam Cloud Connect
Replication infrastructure components:

e Cloud repositories — storage locations in the cloud that store backups of tenant machines. Cloud
repositories can be used as primary storage locations and secondary storage locations to meet the 3-2-1
backup best practice.

e Replication resources — dedicated computing, storage and network resources in the SP virtualization
environment. To set up replication resources, the SP configures hardware plans and subscribes tenants to
one or several hardware plans. For tenants, hardware plans appear as cloud hosts. Tenants can create VM
replicas on cloud hosts and fail over to VM replicas in the cloud in case of a disaster on the production site.

Tenants who want to store their data in the cloud can connect to the SP and write their backups to cloud
repositories and/or replicate their VMs to cloud hosts.
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Veeam Cloud Connect Infrastructure

To expose cloud resources to tenants, the SP must configure the Veeam Cloud Connect infrastructure.
NOTE

The SP must not share Veeam Backup & Replication components (backup server, backup proxies, backup
repositories, and so on) between the Veeam Cloud Connect infrastructure and regular Veeam backup
infrastructure used to protect the SP virtualization environment.

Veeam Cloud Connect Backup

To expose cloud repository resources to tenants, the SP must configure the Veeam Cloud Connect Backup
infrastructure. The Veeam Cloud Connect Backup infrastructure comprises the following components:

Components on the SP side

e SP Veeam backup server

e One or several cloud gateways

e One or several cloud repositories

e [Optional] One or several target WAN accelerators
Components on the tenant side

e Tenant Veeam backup server

e [Optional] Source WAN accelerator

Tenant Side SP Side

Cloud gateways
Aln] gl
(O . D — o
Tenant 1 SP backup server
Veeam |
backup server JD:Di !
i
]
]
Mgl :
(L=RN — .
—
L
Tenant 2 Source Target Cloud
Veeam WaMN accelerator WAM accelerator repository

backup server
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Veeam Cloud Connect Replication

To expose cloud host resources to tenants, the SP must configure the Veeam Cloud Connect Replication
infrastructure. The Veeam Cloud Connect Replication infrastructure comprises the following components:

Components on the SP side

e SP Veeam backup server

e One or several cloud gateways

e One or several hardware plans

e [Optional] One or several network extension appliances

e [Optional] Veeam Cloud Connect Portal

e [Optional] One or several target WAN accelerators

Components on the tenant side

e Tenant Veeam backup server

e One or several network extension appliances

e [Optional] Source WAN accelerator

Tenant Side SP Side |
=K
Veeam Cloud
Web browser Connect Portal
I
Cloud gateways i
Tenant 1
backup server NE' NEI
=R o] =K
‘ — M — l SP backup server
) Tenant 1 !
£ £ 3 B docd ost |
1
Tenant 1 i
host ILEEARBGET-TIA" !
source hos v v v o :
[Ediores] |
S ———— !
1 1
1 1
[ : |
= Hardware ! !
plan 1 ' I
e  Dmmm
Backup server NEI Source WANM TargetWAN i
|19y accelerator accelerator i
i
i
Tenant 2 H
doud host !
m VM m ! E (s — |
m m m m H 5P wirtualization
Tenant 2 i host
el ESXil Hyper-V Production YMs YM replicas m | ___ I
Metwark Metwaork
extension extension
appliance appliance [ — ]
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SP Veeam Backup Server

The Veeam Cloud Connect infrastructure is organized around the Veeam backup server running on the SP side.
The SP Veeam backup server is a configuration and control center of the Veeam Cloud Connect infrastructure.
The SP uses the Veeam backup server to set up the Veeam Cloud Connect infrastructure and deliver Backup as a
Service and Disaster Recovery as a Service to tenants.

The SP Veeam backup server runs the Veeam Cloud Connect Service — a Microsoft Windows service that is
responsible for the following operations:

e Providing tenants with access to cloud repositories and cloud hosts
e Controlling transport services that work with tenant cloud repositories and cloud hosts
e Communicating with the Veeam Backup & Replication database

The Veeam Cloud Connect Service is deployed on every Veeam backup server. However, Veeam Backup &
Replication uses this service only for work with Veeam Cloud Connect infrastructure components.

Limitations for SP Veeam Backup Server

The SP Veeam backup server is intended to be used exclusively for configuring Veeam Cloud Connect
infrastructure and providing cloud resources to tenants. The SP cannot perform the following operations on the
SP Veeam backup server:

e Perform restore tasks, for example, to restore to the SP virtual environment VM data from tenant backups
stored in a cloud repository. To perform data restore tasks, the SP must deploy a separate backup server in
its backup infrastructure. The SP can use its existing Veeam Cloud Connect license on this backup server.

e Add itself as an SP in the Veeam Backup & Replication console, for example, to address specific scenarios
that were supported in previous versions of Veeam Backup & Replication. For such scenarios, the SP must
deploy a separate backup server in its backup infrastructure. The SP can use its existing Veeam Cloud
Connect license on this backup server.

e Run backup, backup copy or replication jobs, for example, to back up VMs in the SP virtual environment.
To create and run jobs, the SP must deploy a separate backup server (and other Veeam Backup &
Replication components) and also obtain a separate license key and install it on this backup server.

e If the SP has used such scenario with a previous version of Veeam Backup & Replication, they should
follow the SP Veeam backup server split procedure. To learn more, see this Veeam KB article.
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NOTE

Using the same Veeam backup server for Veeam Cloud Connect and to run backup, backup copy and
replication jobs is supported only for Veeam Cloud Connect for the Enterprise. For more information, see

this Veeam webpage.

Tenant Side

Services: Veesam Cloud
Connect Service

Configured Cloud gateway
components: Cloud repository
Hardware plans
User accounts
551 certificate

Maintenance Mode

SP Side

ES

Sp
backup server

In some cases, the SP may need to perform service actions with the SP backup infrastructure, for example,
upgrade a server whose resources are consumed by tenant VM backups and replicas. Such operations may
require that the SP cloud resources become temporarily unavailable to tenants and tenant activities are
temporarily put on hold. To make the SP environment ready for maintenance, the SP can put its backup server

to the Maintenance mode.

The Maintenance mode functionality is supported in the following Veeam products:

e Veeam Backup & Replication
e Veeam Agent for Microsoft Windows
e Veeam Agent for Linux

e Veeam Agent for Mac
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The Maintenance mode functionality allows the SP to do the following:

1. Gracefully stop currently running tenant jobs targeted at a cloud repository of the SP. The following types
of jobs are supported:

o Veeam Backup & Replication jobs:

= VMware vSphere, Microsoft Hyper-V and vCD backup jobs

= Veeam Agent backup jobs configured in Veeam Backup & Replication

= VMware vSphere, Microsoft Hyper-V and vCD backup copy jobs

= Backup copy jobs for Veeam Agent backups created in the Veeam backup repository
o Veeam Agent backup jobs (configured on a Veeam Agent computer)

After the SP puts the SP backup server to the Maintenance mode, Veeam Backup & Replication checks the
status of tenant jobs targeted at the SP cloud infrastructure and does the following:

o If a Veeam Backup & Replication job is performing, Veeam Backup & Replication allows the currently
running task of the job to complete. All subsequent tasks in the job will fail. This helps make sure that
backed-up data pertaining to a certain VM or VM disk is successfully transferred to the cloud
repository before the SP starts service actions in the Veeam Cloud Connect infrastructure.

o If a Veeam Agent backup job is performing, Veeam Backup & Replication allows the job to complete.
This helps make sure that backed-up data of the Veeam Agent computer is successfully transferred to
the cloud repository.

2. Prevent tenant jobs from starting.

If a tenant starts a new job session at the time when the SP backup server is operating in the Maintenance
mode, the job will fail.

3. Notify tenants about maintenance in the cloud infrastructure.

In the statistics window of a tenant job that completes with the Failed status at the time when the SP
backup server is operating in the Maintenance mode, an error message will be displayed informing that
the SP backup server is under maintenance. By default, an error message contains the following
Maintenance mode notification: Service provider is currently undergoing scheduled maintenance. The SP
can choose to use the default notification or create a custom message. To learn more, see Customizing
Maintenance Mode Notification.

NOTE
Consider the following:

e When the SP backup server is operating in the Maintenance mode, the tenant can access backups
created in the cloud repository, for example, restore data from such backups. Thus, the SP should not
use the Maintenance mode functionality to cease tenant activities before moving tenant backups to
another cloud repository. The SP should disable a tenant prior to performing operations with tenant
backups.

e Toinform tenants about maintenance on the SP backup server, Veeam Backup & Replication uses the
Veeam Cloud Connect Service. As a result, Veeam Backup & Replication does not display the
Maintenance mode notification at the time when the Veeam Cloud Connect Service is not running on
the SP backup server or when the SP backup server is shut down.

15 | Veeam Cloud Connect | Administrator Guide



The Maintenance mode does not affect other data protection and recovery tasks available in Veeam Backup &
Replication and Veeam Agents.

e InVeeam Backup & Replication, a tenant can successfully perform the following tasks targeted at the SP
cloud resources at the time when the SP backup server is operating in the Maintenance mode:

o Run areplication job targeted at a cloud host provided by the SP.

o Perform any data restore task with a backup created in a cloud repository provided by the SP (for
example, entire VM, VM files, VM disks or file-level restore, and so on).

o Perform any task with a VM replica on a cloud host provided by the SP (for example, partial or full-site
failover, failback to production, and so on).

e In Veeam Agent for Microsoft Windows and Veeam Agent for Linux, a tenant can successfully restore data
from backups in the SP cloud repository at the time when the SP backup server is operating in the
Maintenance mode.
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Tenant Veeam Backup Server

To work with Veeam Cloud Connect backup and replication resources, the tenant must deploy the Veeam
backup server on the tenant side.

The Veeam backup server on tenant's side is a client machine. The tenant who plans to store VM data in the
cloud must connect to the SP using Veeam Backup & Replication. When the tenant connects to the SP, cloud
repository and cloud replication resources configured on the SP side become visible in the tenant backup
infrastructure. The tenant can create necessary jobs, target them at the cloud repository and/or cloud host and
run these jobs to protect tenant VMs.

All data protection and disaster recovery tasks targeted at the cloud repository are performed by tenants
themselves. The SP only sets up the Veeam Cloud Connect infrastructure and exposes storage resources on the
cloud repository to tenants.

Some disaster recovery tasks with cloud host can be performed not only by tenants but also by the SP. To learn
more, see SP and Tenant Roles.
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Cloud Gateway

The Veeam Cloud Connect infrastructure configured at the SP side is hidden from tenants. Tenants know only
about cloud repositories and/or cloud hosts and can work with them as with locally deployed backup
repositories and target hosts. Veeam backup servers on tenants' side do not communicate with cloud
repositories and cloud hosts directly. Data communication and transfer in the cloud is carried out through cloud
gateways.

The cloud gateway is a network appliance that resides on the SP side. The cloud gateway acts as communication
point in the cloud: it routes commands and traffic between the tenant Veeam backup server, SP Veeam backup
server and other Veeam Cloud Connect infrastructure components.

The cloud gateway is a Microsoft Windows server running the Cloud Gateway Service — a Microsoft Windows
service responsible for establishing a connection between parties in the Veeam Cloud Connect infrastructure.

To deploy a cloud gateway, the SP must assign the cloud gateway role to a necessary server in the SP backup
infrastructure. The SP can configure a dedicated cloud gateway or install this role on the SP Veeam backup
server. If traffic between the SP and tenants is significant, it is recommended that the SP deploys a dedicated
cloud gateway to reduce the workload on the SP Veeam backup server.

The server performing the role of a cloud gateway must meet the following requirements:
1. The cloud gateway can be a physical or virtual machine.

2. The cloud gateway must run Microsoft Windows OS.

Tenant Side SP Side
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Cloud Gateway Deployment Scenarios

Depending on the size of the Veeam Cloud Connect infrastructure, the SP can deploy one or several cloud
gateways. Veeam Backup & Replication supports many-to-one, one-to-many and many-to-many deployment
scenarios:

In the many-to-one deployment scenario, the SP deploys one cloud gateway that works with several
tenants. Data flows for different tenants are securely fenced off on the cloud gateway, which eliminates
the risk of data interference and interception.

In the one-to-many and many-to-many scenarios, the SP deploys several cloud gateways that work with
one or several tenants. Several cloud gateways can be used for scalability purposes if the amount of traffic
going between the SP side and tenants' side is significant.

Veeam Backup & Replication supports automatic failover between cloud gateways configured in the
Veeam Cloud Connect infrastructure. When a tenant connects to the SP using a DNS name or IP address of
a cloud gateway, the Veeam backup server on the tenant side obtains a list of all configured cloud
gateways. If the primary cloud gateway is unavailable, the Veeam backup server on the tenant side fails
over to another cloud gateway from the list.

The SP can use regular cloud gateways or organize cloud gateways into cloud gateway pools to provide
dedicated cloud gateways to the tenant. To learn more, see Cloud Gateway Pool.

o Regular cloud gateways deployed in the Veeam Cloud Connect infrastructure are intended for use by
an unlimited number of tenants. Such cloud gateways are available to tenants to whom the SP does
not assign a cloud gateway pool. For a tenant with no cloud gateway pool assigned, communication
between the tenant Veeam backup server and the SP Veeam Cloud Connect infrastructure is carried
out through cloud gateways that are not added to any cloud gateway pool.

o Cloud gateways operating as a part of a cloud gateway pool are intended for use by specific tenants.
Such cloud gateways are available to tenants to whom the SP assigns the cloud gateway pool. For the
tenant with the cloud gateway pool assigned, communication between the tenant Veeam backup
server and the SP Veeam Cloud Connect infrastructure is carried out through cloud gateways added to
this cloud gateway pool.
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Cloud Gateway Pool

In large-scale Veeam Cloud Connect infrastructures with multiple cloud gateways, the SP may want to restrict
access to some of the cloud gateways or allocate a dedicated cloud gateway to a specific tenant. For example,
this may be required in the following situations:

e To comply with regulations requiring that traffic between the tenant backup server and the SP Veeam
Cloud Connect infrastructure components goes only through cloud gateways located in a specific region.

e To provide a tenant with a quicker communication channel to the SP Veeam Cloud Connect infrastructure
components.

For such scenarios, Veeam Backup & Replication offers the concept of a cloud gateway pool. The cloud gateway
pool is a logical entity that groups cloud gateways intended for use by a specific tenant. The SP can organize
cloud gateways deployed in the Veeam Cloud Connect infrastructure into cloud gateway pools and provide
separate cloud gateway pools to different tenants.

The SP can configure the desired number of cloud gateway pools in the Veeam Cloud Connect infrastructure.
Each cloud gateway pool can comprise one or more cloud gateways.

To let the tenant use the cloud gateway pool, the SP must assign the cloud gateway pool to the tenant in the
properties of the tenant account. The SP can assign a separate cloud gateway pool to each tenant, assign
multiple cloud gateway pools to a single tenant or assign the same cloud gateway pool to multiple tenants.

Tenants to whom the SP does not assign a cloud gateway pool can use only those cloud gateways that are not a
part of any cloud gateway pool.

Cloud gateways in a cloud gateway pool operate in the similar way as regular cloud gateways. As well as regular
cloud gateways, cloud gateways operating as a part of the pool support automatic failover. If the primary cloud
gateway is unavailable, Veeam Backup & Replication fails over to another cloud gateway in the same pool.
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By default, in case all cloud gateways in the cloud gateway pool are unavailable for some reason, the tenant
Veeam backup server cannot communicate with the Veeam Cloud Connect infrastructure components on the SP
side. However, the SP can allow a specific tenant to fail over to cloud gateways that are not a part of a cloud
gateway pool.
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Cloud Repository

The cloud repository is a storage location in the cloud where tenants can store their VM data. Tenants can utilize
the cloud repository as a target for backup and backup copy jobs and restore data from the cloud repository.

The cloud repository is a regular backup repository configured in the SP backup infrastructure. The SP can use
the following types of backup repository as a cloud repository:

e Microsoft Windows-based server
e Linux-based server (including hardened backup repository)
e Shared folder

e Deduplicating storage appliance: Dell EMC Data Domain, ExaGrid and Quantum DXi

NOTE

Hardened (immutable) backup repository is not supported for tenants that run Veeam Backup &
Replication versions earlier than version 11.

e If storage quotas are allocated for such tenants on the cloud repository, the SP cannot enable
immutability in the backup repository settings.

e Backup repositories with enabled immutability are not displayed in the Edit Tenant wizard for such
tenants.

The SP can expose cloud repository resources to one or several tenants. For each tenant, the SP allocates some
storage space on the cloud repository. This storage space is consumed when the tenant runs data protection
tasks targeted at the cloud repository.

The amount of space allocated to the tenant on the cloud repository is limited by a storage quota. If tenants
must be able to use storage resources on the cloud repository for a limited period of time, the SP can also define
a lease period for every tenant.

Being a multi-tenant storage resource, the cloud repository still appears as a logically separate backup
repository to every tenant. Data in the cloud repository is segregated and isolated. Every tenant has its own
folder on the cloud repository where tenant VM data is stored. Tenants do not know about other tenants who
work with the cloud repository, and have no access to their data.

The tenant can have quotas on one or several cloud repositories configured by the SP. Several cloud repositories
for one SP do not make up a pool of storage resources; they are used as separate backup infrastructure
components. For example, if the tenant configures a backup job, the tenant can target it at only one cloud
repository. All restore points created by this backup job will be stored on this cloud repository and will not be
spread across several cloud repositories, even if the tenant has storage quotas on several cloud repositories.

Support for Scale-Out Backup Repository

Along with a simple backup repository, the SP can use a scale-out backup repository as a cloud repository. In
this scenario, the SP can use the Capacity Tier functionality to offload tenant backups to a cloud-based object
storage. To learn more, see Support for Capacity Tier.
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The SP can also use the archive tier functionality to keep backups of rarely accessed tenant data in an additional
tier of storage. To let tenants restore archived data, the SP must retrieve the data from the archive tier. To learn
more, see Retrieving Tenant Data from Archive Tier.
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Hardware Plan

The hardware plan is a set of resources that the SP allocates in their Veeam Cloud Connect infrastructure to set
up a target for tenant VM replicas. For a tenant, a hardware plan appears as a cloud host. A tenant can utilize a
cloud host as a regular target host to perform VM replication and failover tasks.

A hardware plan comprises the following resources in the SP virtualization infrastructure:

e CPU — limit of CPU that can be used by all replicated VMs of a tenant subscribed to a hardware plan
(amount of CPU on the tenant cloud host).

e Memory — limit of RAM that can be used by all replicated VMs of a tenant subscribed to a hardware plan
(by all tenant VMs on the cloud host).

e Storage — a quota on a datastore (for VMware hardware plans) or a volume (for Hyper-V hardware plans)
that a tenant can utilize for storing replicated VMs data.

e Network — specified number of networks to which tenant VM replicas can connect. When the SP
subscribes a tenant to a hardware plan, Veeam Backup & Replication creates the same number of network
adapters (vNICs) on the network extension appliance that is deployed on the SP side. To learn more, see
Network Extension Appliance.

The SP can configure hardware plans for VMware vSphere and Microsoft Hyper-V platforms. Replication
resources that will be provided to tenants through hardware plans can be allocated on standalone hosts and/or
clusters.

If the SP configures a hardware plan using resources allocated on a cluster, Veeam Backup & Replication
automatically distributes the workload between the components of the cluster:

e Selects a host on which to register a VM replica.
e Selects a datastore/volume on which to store VM replica files.

The SP can configure one or several hardware plans. For example, the SP may configure in advance multiple
hardware plans for different categories of customers or create custom hardware plans that match production
environment of particular tenants.

To let a tenant work with a cloud host based on the hardware plan, the SP must subscribe the tenant to this
hardware plan. The SP can subscribe one or several tenants to the same hardware plan. Each tenant subscribed
to the hardware plan can use the whole set of resources specified in the hardware plan.

The SP can subscribe a tenant to one or several hardware plans that utilize resources on the same SP host or
cluster or different hosts or clusters. When the SP subscribes a tenant to a hardware plan, the hardware plan
appears in the tenant Veeam Backup & Replication infrastructure as a cloud host. Tenants do not know about
other tenants who work with cloud hosts, and have no access to their data. As a result, the SP can expose
virtualization resources to several tenants and store tenants' data in the cloud in an isolated and segregated
way.

When the SP configures the first VMware hardware plan, Veeam Backup & Replication creates on the host
allocated for replication target a parent resource pool for Cloud Connect Replication resources. When the SP
subscribes a tenant to a hardware plan, Veeam Backup & Replication creates in this parent resource pool a
resource pool that represents a tenant's cloud host. On the datastore that the SP exposes as a storage for tenant
VM replicas, Veeam Backup & Replication creates for every tenant a folder in which VM replica files are stored.

For example, when the SP subscribes the tenant ABC Company to the hardware plan VMware Silver, the
resource pool VMware Silver ABCwill be created in the parent Cloud Connect Replication resource pool on the
SP's virtualization host where cloud replication resources are allocated. Tenant VM replicas will be created in the
ABC Company folder on the selected datastore.
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For Microsoft Hyper-V hardware plans, a tenant's cloud host appears in the SP virtualization environment as a
dedicated folder on the storage where tenant VM replicas are created.

Tenant Side SP Side

Platforms: =  YMware vSphere
*  MicrosoftHyper-y

Hardware
Resources: = CPU plan
v RAM

+  Storage

Metwork (VLANs)

25 | Veeam Cloud Connect | Administrator Guide



Network Extension Appliance

To enable communication between production VMs on the tenant side, VM replicas on the cloud host, backup
infrastructure components and external network nodes, Veeam Backup & Replication uses network extension

appliances. The network extension appliance is a Linux-based auxiliary VM created on virtualization hosts where
tenant VMs and their replicas reside.

For every tenant who plans to replicate VMs to the cloud host and use all built-in cloud networking and failover
capabilities (perform both full site failover and partial site failover), at least two network extension appliances
should be deployed — one on the SP side and the other on the tenant side.

e The network extension appliance on the SP side is deployed on the virtualization host in the SP
environment that acts as a replication target. The network extension appliance VM is assigned an IP
address from the SP production network and placed to the Cloud Connect Replication folder and resource
pool created on the ESXi host or a dedicated folder on the Hyper-V host.

e The network extension appliance on the tenant side is deployed on the source virtualization host where
production VMs reside. The network extension appliance VM is assigned an IP address from a tenant's
production network and placed to the selected folder and resource pool created on the ESXi host or a
selected folder on the Hyper-V host.
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The SP specifies network settings for the provider-side network extension appliance when subscribing a tenant
to a hardware plan. A tenant specifies network settings for the tenant-side network extension appliance when
connecting to the SP or rescanning resources available from the SP. Veeam Backup & Replication automatically
deploys and configures the network extension appliance VM using the specified settings.
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NOTE

The network extension appliance is an obligatory component if you want to use built-in cloud networking
and failover capabilities of Veeam Cloud Connect Replication. If the SP or a tenant does not specify
network extension appliance settings or if the network extension appliance fails during the failover
process, a tenant will not be able to fail over to a VM replica. To learn more about cloud failover, see Cloud
Replica Failover and Failback.

Tenant Network Extension Appliance

Veeam Backup & Replication uses the network extension appliance on the tenant side to route requests between
production VMs on the source host and VM replicas on the cloud host after partial site failover.

The network extension appliance connects to a production network using a network adapter. On the tenant side,
a separate network extension appliance must be deployed for every production IP network. For example, if
there are two networks on the tenant production site, the tenant should configure two network extension
appliances. The network adapter of every network extension appliance on the tenant side gets an IP address
from the production network for which this appliance is configured.

When the tenant connects to the SP, Veeam Backup & Replication configures on the tenant side one network
extension appliance with default settings. To do this, Veeam Backup & Replication detects the production
network, connects the appliance to this network and tries to assign an IP address to the appliance using DHCP.
The tenant should check and, if necessary, edit settings for the default preconfigured appliance.

The tenant can specify settings for the required number of network extension appliances that will be deployed
on the source host. If the tenant does not plan to perform partial site failover, he or she may omit the network
extension appliance deployment when connecting to the SP.
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SP Network Extension Appliance

For every tenant subscribed to a hardware plan, Veeam Backup & Replication deploys a dedicated network
extension appliance on the SP virtualization host that acts as a replication target. With the network extension
appliance, the SP does not need to reconfigure production network in their Veeam Cloud Connect infrastructure.
The SP network extension appliance acts as a gateway between the production network and tenant VM replica
networks.

Veeam Backup & Replication uses the network extension appliance on the SP side for the following purposes:

e Routing requests between VM replicas on the cloud host and production VMs on the source host after
partial site failover.

All traffic that comes from tenant VM networks to cloud hosts on the SP side is encapsulated in individual
VPN tunnels opened between a pair of network extension appliances.

e Separating traffic of the SP production network(s) and tenant VM networks (by connecting to different
VLANSs in the SP network infrastructure).

e Providing VM replicas with public IP addresses after full site failover.

e Routing requests between VM replicas on the cloud host and network hosts in the internet after full site
failover.

The network extension appliance connects to the SP production network and to virtual networks (VLANs)
provided to a tenant through a hardware plan using vNIC adapters. Veeam Backup & Replication does not deploy
a separate network extension appliance on the SP side for every IP network in a hardware plan. Instead, it adds
to the appliance one vNIC adapter per each VLAN in all hardware plans to which the SP subscribes the tenant.

For example, the SP can configure on the same host one hardware plan with 2 networks and another hardware
plan with 3 networks. When the SP assigns both hardware plans to the same tenant, Veeam Backup &
Replication will add 6 vNIC adapters to the network extension appliance — 1 vNIC adapter for the SP production
network and 5 vNIC adapters for all networks (VLANSs) provided to a tenant through hardware plans configured
on the SP host.
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If the SP assigns to a tenant several hardware plans that utilize resources on different hosts, Veeam Backup &
Replication will deploy network extension appliances for this tenant on every host that acts as a replication

target.
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The SP and tenant network extension appliances use a set of networking technologies to automatically establish
and maintain a secure connection between a VM network on the tenant side and VM replica network on the SP

side. A pair of network extension appliances acts as gateways between the two networks, routing requests from
the tenant's production site to VM replicas on the cloud host and vice versa.

When a tenant performs the partial site failover operation, a production VM and a failed-over VM replica on the
cloud host begin to communicate to each other using network extension appliances in the following way:

1. Veeam Backup & Replication powers on a VM replica on the cloud host.

2. Veeam Backup & Replication powers on a network extension appliance VM on the SP host where the
replication target is configured and starts a VPN server on the appliance.

3. Onthe tenant side, Veeam Backup & Replication powers on a network extension appliance VM, starts a
VPN client on the appliance and connects to the VPN server on the SP network extension appliance to
establish a secure VPN tunnel between two appliances through the cloud gateway.

4. The network extension appliance on the tenant side receives requests from a production VM that are
addressed to a failed-over VM and transmits them to the appliance on the SP side through the VPN tunnel.

5. The network extension appliance on the SP side accepts requests from the tenant appliance and transmits
them to the VM replica.
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6. VM replica receives a request from the SP network extension appliance.
7. VM replica sends a request to the production VM in the similar order.

8. Production VM and VM replica continue communication through a secure VPN tunnel.

Limitations for Network Extension Appliance

The network extension appliance deployed on the SP side has the following limitations:

e The network extension appliance supports one failover operation type at a time. A tenant cannot perform
partial site failover and full site failover simultaneously.

e The network extension appliance does not support usage of port 22 as a port for a public IP address in
public IP addressing rules. Veeam Backup & Replication uses this port for communication with the network
extension appliance. To learn more about public IP addressing settings, see Specify Public IP Addressing
Rules.

e You cannot deploy a network extension appliance on the following types of storage:
o VMware Virtual Volumes (VVol)

o Datastore Cluster
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Veeam Cloud Connect Portal

Veeam Cloud Connect Portal is a web tool for performing full site failover. With Cloud Connect Portal, tenants
can run cloud failover plans to switch to VM replicas in the cloud DR site in an easy and secure way.

Veeam Cloud Connect Portal is deployed by the SP in the SP backup infrastructure as part of the Veeam Backup
Enterprise Manager installation process. To learn more about Veeam Backup Enterprise Manager deployment,
see the Installing Veeam Backup Enterprise Manager section in the Veeam Backup Enterprise Manager User
Guide.

Veeam Cloud Connect Portal is available to every tenant for whom the SP has registered a tenant account. To
provide tenants with access to Veeam Cloud Connect Portal, the SP must add to Veeam Backup Enterprise
Manager all Veeam backup servers on which tenant accounts are registered.

A tenant can access Veeam Cloud Connect Portal with a web-browser using URL address and credentials of the
tenant account provided by the SP. With Veeam Cloud Connect Portal, a tenant can perform the following
operations:

e Start a full site failover by a cloud failover plan
e Retry a full site failover by a cloud failover plan
e Undo a full site failover by a cloud failover plan

e Monitor full site failover process and view historical data on cloud failover plan sessions
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WAN Accelerators

WAN accelerators are optional components in the Veeam Cloud Connect infrastructure. Tenants may use WAN
accelerators:

e For backup copy jobs targeted at the cloud repository
e Forreplication jobs targeted at cloud hosts

WAN accelerators in the Veeam Cloud Connect infrastructure run the same services and perform the same role
as WAN accelerators in a regular backup infrastructure. When configuring backup copy or replication jobs,
tenants can choose to exchange data over a direct channel or communicate with the cloud repository or cloud
host through WAN accelerators. To pass VM data through WAN accelerators, the SP and tenants must configure
WAN accelerators in the following way:

e The source WAN accelerator is configured on tenant's side.
e The target WAN accelerator is configured on the SP side.

The SP can configure several target WAN accelerators and assign them to different tenants. Each target WAN
accelerator is strictly associated with tenant's quota on the cloud repository and the hardware plan to which the
tenant is subscribed (cloud host). This way, tenant's data always go through the assigned target WAN
accelerator and Veeam Backup & Replication can use the global cache on the target WAN accelerator more
efficiently.

Tenants do not know about target WAN accelerators on the SP side: they can only see whether Veeam Cloud
Connect resources can use WAN acceleration or not. When tenants create backup copy or replication jobs that
transfer data through WAN accelerators, they define only the source WAN accelerator in the job properties. The
target WAN accelerator is not selected. During the backup copy or replication job, the Veeam Cloud Connect
Service on the SP Veeam backup server automatically assigns the necessary target WAN accelerator on the SP
side for the job.
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Limitations for WAN Accelerators in Veeam Cloud Connect
Infrastructure

Veeam Backup & Replication does not use tenant backups to populate global cache on the service provider side.
For more information about global cache population, see Population of Global Cache.
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SP and Tenant Roles

Communication in the cloud is carried out between two parties: SP on one side and tenants on the other side.
e The SPis an organization that provides cloud services to tenants:
o Backup as a Service (Veeam Cloud Connect Backup)
o Disaster Recovery as a Service (Veeam Cloud Connect Replication)

e The tenantis an SP customer who wants to copy data offsite, store backups in a cloud repository or create
VM replicas on a cloud host on the SP side.

SP Tasks

In the cloud, the SP is responsible for performing the following tasks:
Veeam Cloud Connect Backup Tasks

e Configuring the Veeam Cloud Connect Backup infrastructure — environment needed to expose cloud
repository resources to tenants. As part of this process, the SP takes the following steps:

o Decides what backup repositories must be used as cloud repositories.

o Sets up TLS certificates to enable secure communication in the Veeam Cloud Connect infrastructure.
o Configures cloud gateways.

o Registers tenant accounts.

e Managing tenant accounts and tenant data to ensure flawless work of the Veeam Cloud Connect
infrastructure.

Veeam Cloud Connect Replication Tasks

e Configuring the Veeam Cloud Connect Replication infrastructure — environment needed to expose SP's
virtualization resources as cloud hosts to tenants. As part of this process, the SP takes the following steps:

o Sets up TLS certificates to enable secure communication in the Veeam Cloud Connect infrastructure.
o Configures cloud gateways.

o Allocates VLANSs for cloud networking.

o Allocates public IP addresses for tenant VM replicas.

o Configures hardware plans to provide tenants with computing, storage and network resources to
create VM replicas in the cloud and perform failover tasks with VM replicas on the cloud host.

o Registers tenant accounts.

e Managing tenant accounts and tenant data to ensure flawless work of the Veeam Cloud Connect
infrastructure.

e Running tenant cloud failover plans to perform full site failover and managing tenant VM replicas upon
tenant requests.
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Tenant Tasks

Tenants, on their hand, are responsible for performing the following tasks:
e Connecting to the SP to be able to use Veeam Cloud Connect resources (cloud repository and cloud host).

e Configuring and running backup, backup copy and replication jobs targeted at cloud repositories and cloud
hosts.

e Configuring cloud failover plans to perform full site failover.

e Performing restore and failover tasks with VM backups and replicas created by backup and replication
jobs.

e Configuring subtenant accounts to allow tenant-side users to create Veeam Agent backups in a cloud
repository. To learn more, see Subtenants.

e Performing restore tasks with Veeam Agent backups created by subtenants in a cloud repository.

NOTE
Consider the following:

e A set of tasks available to the tenant depends on the type of the tenant account. To learn more, see
Tenant Account Types.

e Itis recommended that the tenant enables the encryption option for backup jobs targeted at the
cloud repository. Data encryption helps tenants protect sensitive VM data from unauthorized access
while this data is stored in the cloud repository.

On the SP side, the SP should ensure integrity of tenant backups. It is not recommended that the SP
uses tenant backups to perform operations that go beyond the scope of regular Veeam Cloud
Connect tasks. For example, importing a tenant backup in the Veeam Backup & Replication console
on the SP backup server and performing recovery verification of this backup with a SureBackup job
may result in failure of the tenant backup job and corruption of the configuration database on the SP
backup server.

SP and Tenant Roles in Managed Service Scenario

In addition to Backup as a Service (Veeam Cloud Connect Backup) and Disaster Recovery as a Service (Veeam
Cloud Connect Replication), the SP can use Veeam Backup & Replication to offer the Managed Service (MSP
Backup and Disaster Recovery as a Service) to tenants. In this scenario, the tenant may not take part in
deploying and managing backup infrastructure. The SP takes responsibility for configuring backup infrastructure
on the tenant side and performing all data protection and disaster recovery tasks. To learn more, see Managed
Service.
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Tenant Account Types

To work with the cloud resources provided by the SP, the tenant uses a tenant account. Veeam Backup &
Replication offers the following types of tenant accounts:

e Standalone tenant account — a regular tenant account for Veeam Cloud Connect Backup and Veeam Cloud
Connect Replication scenarios. When the SP creates an account of this type, the SP specifies a name and
password for the account, assigns a quota on the cloud repository to the tenant and subscribes the tenant
to a hardware plan. To learn more, see Veeam Cloud Connect Backup and Veeam Cloud Connect
Replication.

e Active Directory tenant account — a tenant account for Microsoft Active Directory (AD) users. Tenants with
accounts of this type can connect to the SP using their AD credentials and use Veeam Agent operating in
the standalone mode to back up data to a cloud repository. To learn more, see Active Directory Tenant
Account.

e  vCloud Director tenant account — a tenant account used to provide Veeam Cloud Connect backup and
replication resources to vCloud Director organizations. When the SP creates an account of this type, the SP
specifies a vCD organization, assigns a quota on the cloud repository to the tenant and specifies an
organization VDC that will be used as a cloud host for tenant VM replicas. To learn more, see vCloud
Director Support.

Active Directory Tenant Account

Veeam Backup & Replication lets the SP provide Active Directory users with access to a cloud repository. This
functionality can be useful for large organizations that have Microsoft Active Directory and Veeam Cloud
Connect infrastructure deployed and want to allow their users to create off-site backups with Veeam Agent.

Using the the Active Directory tenant account functionality, a backup administrator of the organization can
allocate quotas on a cloud repository directly for AD users without the need to configure subtenant accounts.
For Veeam Agent users, the functionality helps to avoid maintaining additional set of tenant account
credentials. Instead, users can connect to the SP using credentials of their user account in AD.

Active Directory tenant accounts utilize the secondary password functionality. To learn more, see Secondary
Password for Tenant Account.

How It Works

Data backup to a cloud repository using an Active Directory tenant account works in the following way:

1. The SP creates an Active Directory tenant account. In the properties of the tenant account, the SP
specifies settings to connect to the AD domain controller, selects an AD user account and assigns backup
resources to the tenant account. To learn more, see Configuring Active Directory Tenant Account.

2. A Veeam Agent user creates a backup job targeted to a cloud repository. In the properties of the Veeam
Agent backup job, the user specifies credentials of their user account in Active Directory.

3. Veeam Agent connects to the SP backup server. Veeam Backup & Replication on the SP backup server
authenticates the user in Active Directory.

4. Veeam Backup & Replication creates a secondary password for the tenant account and passes this
password to Veeam Agent. Veeam Agent saves the secondary password to its database.

5. During subsequent backup job sessions, Veeam Agent uses the secondary password to connect to the SP.
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Considerations and Limitations

Consider the following:

You can create an Active Directory tenant account for a user account registered in any domain to which
you have access.

You cannot assign replication resources to an Active Directory tenant account.
You cannot configure subtenant accounts for an Active Directory tenant account.

To connect to the SP using an Active Directory tenant account, you must use Veeam Agent for Microsoft
Windows version 5.0 or later.

The Active Directory tenant account functionality is intended for Veeam Agent backup only. You cannot
use an Active Directory tenant account to connect to the SP in the Veeam backup console.
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Tenant Account Credentials

To connect to the SP, the tenant uses credentials of the tenant account provided by the SP. Credentials of the
tenant account depend on the account type. The following table contains information about credentials for
different tenant account types.

Standalone tenant ~ Name specified by the SP in the Password specified by the SP in the
account properties of the tenant account. properties of the tenant account.
vCloud Director Name of the vCD organization to which Password of the vCD organization
tenant account the tenant is granted access in VMware administrator account.

vCloud Director.

To connect to the SP, the tenant specifies
the user name of the vCD organization
administrator account. To learn more, see
Connecting to Service Providers.

Active Directory Name of the user account in Microsoft Password of the user account in Microsoft
tenant account Active Directory. Active Directory.

To connect to the SP, the tenant specifies
credentials of their AD user account in the
Domain|Username format.

' Primary password for the tenant account. Veeam Backup & Replication can also use secondary passwords generated
automatically by the product. To learn more, see Secondary Password for Tenant Account.

Secondary Password for Tenant Account

In addition to a primary password of the tenant account used to connect the tenant to the SP, Veeam Backup &
Replication can use secondary passwords for backup operations. A secondary password is an additional
password automatically generated by Veeam Backup & Replication for the tenant account. Veeam Backup &
Replication uses secondary passwords for Veeam Agent backup.

Veeam Backup & Replication uses secondary passwords in the following scenarios:

e Scenario 1. The SP backup server is managed by Veeam Service Provider Console version 5.0 or later. The
SP creates Veeam Agent backup jobs and/or backup policies in Veeam Service Provider Console. To learn
more, see How It Works.

e Scenario 2. The SP provides users with access to a cloud repository through Active Directory tenant
accounts. A user connects to the SP in Veeam Agent using an Active Directory tenant account. To learn
more, see Active Directory Tenant Account.

The secondary password functionality helps to provide an individual unique password for each Veeam Agent
connected to the SP. It also helps to avoid passing the primary password outside of Veeam Backup & Replication
and saving tenant password to the Veeam Service Provider Console or Veeam Agent configuration database.

Secondary passwords are used by the product in the background and are not displayed to users.
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How It Works

In the scenario where the SP backup server is managed by Veeam Service Provider Console, Veeam products
work with secondary passwords in the following way:

1.

A backup administrator on the SP side configures a backup job or backup policy in Veeam Service Provider
Console. Once a backup job or backup policy is added, Veeam Service Provider Console requests a
secondary password in Veeam Backup & Replication.

Veeam Backup & Replication generates a secondary password for Veeam Agent added to the backup job.
For a backup policy, Veeam Backup & Replication generates an individual secondary password for each
Veeam Agent added to the backup policy.

Veeam Backup & Replication passes secondary passwords to Veeam Service Provider Console.

Veeam Service Provider Console applies backup job or backup policy settings to Veeam Agent. These
settings include credentials to connect to the SP.

When the backup job starts in Veeam Agent, Veeam Agent connects to the SP backup server using the
secondary password.
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Veeam Cloud Connect Backup

SP can use Veeam Backup & Replication to offer cloud repository as a service to their customers.

Cloud repositories have a multi-tenant architecture. Veeam Backup & Replication creates a storage abstraction
layer and virtually partitions storage resources of a cloud repository. As a result, the SP can expose cloud
repository resources to several tenants and store tenants' data in the cloud in an isolated and segregated way.
Veeam Backup & Replication establishes a secure channel to transfer tenant data to and from the cloud
repository and offers data encryption capabilities to protect tenant data at rest.
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All data protection and disaster recovery tasks targeted at the cloud repository are performed by tenants on

their own. Tenants can set up necessary jobs themselves and perform tasks on Veeam backup servers deployed
on their side. Tenants can perform the following operations:

e Back up virtual and physical machines to the cloud repository
e Copy backup files to the cloud repository

e Restore data from the cloud repository

e Perform file copy operations between the tenant side and the cloud repository (Manual operations only.
Scheduled file copy jobs are not supported.)
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How Cloud Repository Works

Tenants who plan to store their data in the cloud must configure backup or backup copy jobs on their Veeam
backup servers and target them at the cloud repository. When a job starts, Veeam Backup & Replication
performs the following actions:

1. The tenant starts a backup or backup copy job. The Veeam backup server on tenant's side sends a request
to the cloud gateway to access the cloud repository.

2. The cloud gateway passes this request to the SP Veeam backup server.

3. The SP Veeam backup server provides a TLS certificate and establishes a secure connection between the
SP Veeam backup server and tenant Veeam backup server.

4. VM data from tenant's side is transported through the cloud gateway to the cloud repository. If the SP has
several cloud gateways, VM data is transported through the least loaded cloud gateway being online.

The restore process from the cloud repository is performed in a similar manner. Tenant's Veeam backup server
creates a communication channel with the cloud repository through the cloud gateway and retrieves VM data
over this channel.
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Tasks with Cloud Repository

Tenants can configure the following jobs and perform the following tasks against the cloud repository:
e VM backup
e vCD backup (for VMware vSphere platform)
e Veeam Agent backup
e Backup copy (To a cloud repository only. Backup copy from the cloud is not supported.)
e Restore:
o Entire VM restore
o VCD restore (for VMware vSphere platform)
o VM files restore
o VM disks restore (for VMware vSphere platform)
o VM guest OS files restore (Microsoft Windows FS only. Multi-OS restore is not supported.)
o Application items restore
o Volume restore (for backups created with Veeam Agent for Microsoft Windows)
o Disk export (for backups created with Veeam Agent for Microsoft Windows)
o Guest OS files restore (for backups created with Veeam Agent for Microsoft Windows)
e Backup export

e File copy (manual operations)
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Limitations for Veeam Cloud Connect Backup

Veeam Backup & Replication has the following limitations for cloud repository usage:

Backup, Backup Copy and Restore

1. Veeam Backup & Replication does not support backup copy jobs if the cloud repository is used as a source
backup repository. The backup copy job must use a backup repository configured locally on the tenant
side as a source one.

2. Transaction log backup is not supported for backup jobs targeted at the cloud repository. You can back up
transaction logs only with backup copy jobs in the immediate copy mode.

3. Instant VM Recovery, multi-0OS file-level restore, restore to Microsoft Azure, Amazon EC2 and Nutanix
AHV from backups in the cloud repository are not supported.

4. Removed GFS restore points might remain displayed in the Veeam Backup & Replication Ul on the tenant
side. To refresh the list of restore points, disable the job that created the restore points and rescan the SP
in the tenant Veeam backup console.

NOTE

Veeam Cloud Connect does not support NAS backup.

File Operations

Tenants can manually copy backup files to and from the cloud repository using the Files view in the Veeam
Backup & Replication console. Scheduled file copy jobs are not supported.

Scale-Out Backup Repositories Used as Cloud Repositories

1. The SP cannot expose a scale-out backup repository as a cloud repository if unlimited number of
concurrent tasks is specified for at least one extent added to this scale-out backup repository.

2. Tenants cannot use the Files view in the Veeam Backup & Replication console to copy backup files to and
from a scale-out backup repository exposed as a cloud repository. Such cloud repositories are displayed in
the tenant Veeam Backup & Replication console in the read-only mode.

Deduplicating Storage Appliances Used as Cloud Repositories

It is not recommended to use deduplicating storage appliances as cloud repositories. To protect VM data that is
backed up to the cloud repository, tenants are likely to use data encryption. For deduplicating storage
appliances, encrypted data blocks appear as different though they may contain duplicate data. Thus,
deduplicating storage appliances will not provide the expected deduplication ratio. To learn more, see the Data
Encryption section in the Veeam Backup & Replication User Guide.

If the SP uses a deduplicating storage appliance as a cloud repository, the SP must consider the following
limitations.
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Dell EMC Data Domain

The length of forward incremental and forever forward incremental backup chains that contain one full backup
and a set of subsequent incremental backups cannot be greater than 60 restore points. To overcome this
limitation, the tenant can do the following:

e For backup jobs, the tenant can schedule full backups (active or synthetic) to split the backup chain into
shorter series. For example, to perform backups at 30-minute intervals, 24 hours a day, the tenant must
schedule synthetic full backups every day. In this scenario, intervals immediately after midnight may be
skipped due to duration of synthetic processing.

e For backup copy jobs, the tenant can specify the necessary number of restore points in the backup copy
job settings. The number of restore points in the backup chain must be less than 60.

If the SP plans to use Dell EMC Data Domain as a cloud repository, it is strongly recommended that the SP
informs tenants about limitations for the backup chain length.

HPE StoreOnce

Veeam Backup & Replication does not support usage of HPE StoreOnce deduplicating storage appliances as
cloud repositories.

If the SP plans to use a scale-out backup repository as a cloud repository, he or she should consider the
following limitations:

1. The SP cannot add an HPE StoreOnce appliance as an extent to a scale-out repository that is used as a
cloud repository.

2. The SP cannot use a scale-out backup repository as a cloud repository if an HPE StoreOnce appliance is
added as an extent to this scale-out backup repository.
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Insider Protection

In some situations, keeping primary or additional backups in a cloud repository may be not enough to ensure
data security for a tenant. The backed-up data may become unavailable because of an insider attack. For
example, a hacker can gain access to the tenant Veeam Backup & Replication console and delete all tenant
backups, including off-site backups stored in the cloud repository. Or a backup administrator on the tenant side
can accidentally or intentionally delete backups from a cloud repository. Veeam Backup & Replication allows the
SP to protect tenant data against attacks of this kind.

Veeam Backup & Replication offers the insider protection functionality for the following types of tenant
backups:

e VM backups and Veeam Agent backups created by backup jobs configured in Veeam Backup & Replication

e Backups of physical or virtual machines created by Veeam Agent backup jobs configured in Veeam Agent
for Microsoft Windows or Veeam Agent for Linux

e Backup copies of VM backups or Veeam Agent backups created by backup copy jobs configured in Veeam
Backup & Replication

The SP can enable the insider protection option individually for a specific tenant. To enable the option, the SP
must select the Keep deleted backup files for <N> days check box in the properties of the tenant account. With
this option enabled, when a backup or a specific restore point in the backup chain is deleted from the cloud
repository, Veeam Backup & Replication does not immediately delete the actual backup files. Instead, Veeam
Backup & Replication moves backup files to the "recycle bin".

Technically, a "recycle bin" is a folder on the backup repository in the SP backup infrastructure whose storage
resources are exposed to tenants as cloud repositories. Veeam Backup & Replication automatically creates this
folder at the time when a tenant backup file is moved to the "recycle bin" for the first time.

Backup files in the "recycle bin" do not consume the tenant quota. However, these backup files consume disk
space on the SP storage where the cloud repository is configured. Thus, if the SP plans to offer insider
protection to tenants, they should consider allocating sufficient storage resources in the Veeam Cloud Connect
infrastructure.

For the tenant, backup files moved to the "recycle bin" appear as actually deleted. The tenant cannot access
backup files in the "recycle bin" and perform operations with them. If a tenant needs to restore data from a
deleted backup whose backup files still reside in a "recycle bin", the tenant must contact the SP to obtain the
necessary backup file(s). To learn more, see Data Restore from Deleted Backups.

NOTE
Consider the following:

e If atenant renames a job targeted at the cloud repository, and then deletes a backup, Veeam Backup
& Replication will move the backup file(s) to a folder with the initial name of the job. As a result, it
may become difficult for the SP to find the necessary backup files in case the tenant needs to restore
data from backup files in the "recycle bin". To overcome such situations, the SP should recommend
tenants who use the insider protection functionality to avoid renaming jobs targeted at the cloud
repository of the SP.

e After the SP enables insider protection for the tenant account, the tenant can use the Files view in
the Veeam Backup & Replication console only to delete backup files from the cloud repository. Other
operations with backup files in the Files node are unavailable.

Veeam Backup & Replication keeps tenant backup files in the "recycle bin" for a specific number of days defined
by the SP. After this period expires, Veeam Backup & Replication completely deletes tenant backup files from
the "recycle bin".
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How Insider Protection Works

Veeam Backup & Replication performs protection of tenant backup files against accidental or intentional
deletion in the following way:

1. The SP enables the Keep deleted backup files for <N> days option in the properties of the tenant account.
2. The tenant creates a backup in the cloud repository in one of the following ways:

o InVeeam Backup & Replication, runs a VM backup job, Veeam Agent backup job or backup copy job
targeted at the cloud repository.

o InVeeam Agent for Microsoft Windows or Veeam Agent for Linux, runs a Veeam Agent backup job
targeted at the cloud repository.

3. When a backup or restore point is deleted from the cloud repository, Veeam Backup & Replication moves
the backup file(s) to the _RecycleBin folder on the SP backup repository whose storage resources are
exposed to tenants as cloud repositories. Veeam Backup & Replication performs this operation in the
following cases:

o When the tenant performs the Delete from disk operation with a backup on a cloud repository.
In this case, Veeam Backup & Replication performs the following operations:

i.  On the tenant side, Veeam Backup & Replication removes the backup from the tenant Veeam
Backup & Replication console and database.

ii. On the SP side, Veeam Backup & Replication moves backup files pertaining to the deleted
backup to the "recycle bin".

o When the tenant performs the Delete operation with a backup file on a cloud repository in the Files
node of the Veeam Backup & Replication console.

o When one or more backup files are automatically deleted from the backup chain in a cloud repository
according to the retention policy defined in the job settings. This does not include incremental backup
files of forever forward incremental backup chains that are merged to a full backup file during backup
chain transform.

Veeam Backup & Replication moves to the "recycle bin" only backup files of the VBK, VIB and VRB types.
VBM backup files are deleted from disk immediately.

NOTE

If the tenant plans to create off-site backups with a backup copy job, they should enable GFS
retention settings in the job properties. This way, Veeam Backup & Replication will be able to protect
backups created with the job against an attack when a hacker reduces the job's retention policy and
creates a few incremental backups to remove backed-up data from the backup chain.

With GFS retention settings enabled, the backup chain will contain a sequence of full backups that
will not merge according to a retention policy. After such a backup is moved to the "recycle bin", the
tenant will be able to use it for data restore.

If the tenant does not enable GFS retention settings for the backup copy job, the job will complete
with a warning. In the job statistics window, Veeam Backup & Replication will display a notification
advising to use the GFS retention scheme for the job.

4. Veeam Cloud Connect Service running on the SP backup server checks the configuration database to get
the date when the backup file was moved to the "recycle bin" and compares it to the current date. This
operation is performed regularly with an interval of 20 minutes.
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5. When the time interval between the date when the backup file was moved to the "recycle bin" and the
current date exceeds the number of days specified in the Keep deleted backup files for <N> days setting,
Veeam Backup & Replication deletes the backup file from the _RecycleBin folder.

Data Restore from Deleted Backups

In contrast to backups that reside on the cloud repository, backup files in the "recycle bin" are not intended for
regular data restore. However, in a situation where an attacker manages to delete tenant backup(s) from a cloud
repository, or if the tenant deletes a backup from a cloud repository by mistake, the tenant may need to restore
data from a backup file that was moved to the "recycle bin". Data restore directly from a backup file in the
"recycle bin" is not supported in Veeam Backup & Replication. To restore data from such a backup, the tenant
needs to obtain backup file(s) from the "recycle bin" first.

Veeam Backup & Replication moves to the "recycle bin" only backup files of the VBK and VIB type. VBM files are
deleted from disk immediately when a tenant deletes a backup or a backup file is automatically deleted from the
backup chain according to the retention policy. As a result, the SP cannot simply move a backup file back to the
folder with tenant backups on the cloud repository. Instead, the SP and tenant need to complete the following
tasks:

1. The tenant contacts the SP informing that they want to restore data from a deleted backup.

IMPORTANT

Before restoring data from a deleted backup, the tenant must make sure that a VBM file with
metadata of this backup does not remain on the cloud repository. If a tenant needs to restore data
from a deleted backup file pertaining to a backup that still exists on the cloud repository, the tenant
must delete this backup prior to importing a VBK file in the tenant backup console.

For assistance with data restore from a deleted backup, consider submitting a support case to the
Veeam Support Team.

2. The SP finds one or more backup files required for data restore in the "recycle bin" and passes them to the
tenant, for example, over the network or on a portable drive.

NOTE

If the SP uses the capacity tier functionality, and deleted backups reside in capacity tier, the SP must
locate the necessary backup files and download them from capacity tier using Windows PowerShell
scripts. For details, contact the Veeam Support Team.

3. The tenant imports the VBK file(s) in the Veeam Backup & Replication console on the tenant backup
server.

4. After successful import of a backup, the tenant can restore data from the backup in a regular way.

5. [Optional] The tenant may want to continue the backup chain started with the obtained backup file(s).
This operation can be available depending on multiple conditions. For details, consider submitting a
support case to the Veeam Support Team.
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Support for Capacity Tier

SPs who use a scale-out backup repository as a cloud repository can use the Capacity Tier functionality. This
functionality allows the SP to offload backup chains created by tenant jobs from an on-premises extent of a
scale-out backup repository to a cloud-based object storage repository. This helps the SP free up disk space on
the on-premises extent and make this space available for new backup files created by tenants. Whereas
offloaded tenant data is kept in a less expensive object storage.

For more information, see the Capacity Tier section in the Veeam Backup & Replication User Guide.

Veeam Backup & Replication supports offload to capacity tier for backups created by tenant VM backup jobs,
Veeam Agent backup jobs and backup copy jobs.

For the tenant, backups in capacity tier are displayed in the Veeam backup console in the same way as regular
cloud backups. The tenant is unaware where their actual backup files reside — in performance tier or capacity
tier — and cannot copy backup data between the capacity tier and performance tier. The tenant can perform the
same data restore operations with backups in capacity tier as with backups in performance tier.

The SP can download tenant data that was offloaded to the capacity tier back to the performance tier. To learn
more, see Downloading Tenant Data from Capacity Tier.
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Veeam Cloud Connect Replication

With Veeam Backup & Replication, SP can offer Disaster Recovery as a Service (DRaaS) to their customers.

Veeam Backup & Replication provides disaster recovery through image-based VM replication. The SP can expose
resources of their virtualization environment to tenants as cloud hosts.

Tenants can utilize cloud hosts provided by the SP to create VM replicas offsite. In case of a disaster on the
production site, tenants can quickly and easily switch to VM replicas in the cloud and use the SP infrastructure as
a remote disaster recovery site.

The SP can provide Veeam Cloud Connect Replication resources for the following virtualization platforms:
e VMware vSphere
e Microsoft Hyper-V

As well as a cloud repository, the Veeam Cloud Connect Replication infrastructure has a multi-tenant
architecture. The SP allocates computing, storage and network resources for a replication target and provides
them to tenants through hardware plans. For the SP, a hardware plan is an abstraction layer that lets the SP
virtually partition a virtualization host or cluster into multiple replication targets. As a result, the SP can expose
replication resources to several tenants and store tenants’ data in the cloud in an isolated and segregated way.

For a tenant, a hardware plan appears as a cloud host that can be used as a regular target host for off-site
replication.

To make VM replicas on the cloud host accessible over the network after failover, Veeam Backup & Replication
provides every tenant with network resources — network extension appliances and dedicated VLANs. The tenant
can fail over a group of production VMs (full site failover) or individual VMs (partial site failover) to VM replicas
on the cloud host. Veeam Backup & Replication establishes a secure channel between VM replicas in the cloud
and VMs on the production site and offers traffic encryption capabilities.
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NOTE

The SP can also use vCloud Director to allocate replication resources to tenants. To learn more, see vCloud
Director Support.
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Data protection and disaster recovery tasks targeted at the cloud host are performed by tenants. Tenants can
set up necessary replication jobs and perform failover operations on Veeam backup servers deployed on their
side. Tenants can perform the following operations:

e Replicate VMs to the cloud host.
e Perform failover tasks with VM replicas on the cloud host:

o Full site failover, when all critical production VMs fail over to their replicas on the cloud host in case
the whole production site becomes unavailable.

o Partial site failover, when one or several VMs become corrupted and fail over to their replicas on the
cloud host.

e Perform failback tasks with VM replicas on the cloud host.

Tasks associated with full site failover can be performed either by a tenant or by the SP. This lets the SP test the
full site failover process and switch tenant's production site to the cloud host upon tenant's request if the
tenant has no access to the backup infrastructure after a disaster.
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How Veeam Cloud Connect Replication Works

Tenants who plan to replicate their VMs to the cloud must configure replication jobs on their Veeam backup
servers and target them at the cloud host. When a job starts, Veeam Backup & Replication performs the
following actions:

1. The tenant starts a replication job. The Veeam backup server on tenant's side sends a request to the cloud
gateway to access the cloud host.

2. The cloud gateway passes this request to the SP Veeam backup server.

3. The SP Veeam backup server provides a TLS certificate and establishes a secure connection between the
SP Veeam backup server and tenant Veeam backup server.

4. VM data from tenant's side is transported through the cloud gateway to the cloud host. If the SP has
several cloud gateways, VM data is transported through the least loaded cloud gateway being online.

In case of a disaster on the tenant production site, when one or several VMs become corrupted, a tenant can fail
over to VM replicas on the cloud host. To learn more, see Cloud Replica Failover And Failback.
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Tasks with Cloud Host

Tenants can configure the following jobs and perform the following tasks against the cloud host:
e Replication
e Failover:
o Full site failover (failover by cloud failover plan)
o Partial site failover
e Failback
e Restore from replica
o VM guest OS files restore (Microsoft Windows FS only. Multi-OS restore is not supported.)

o Application items restore
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Limitations for Veeam Cloud Connect
Replication

Veeam Backup & Replication has the following limitations for cloud host usage:

1.

Veeam Cloud Connect Replication does not support DHCP. To allow a VM replica on the cloud host to be
accessible over the network after failover, a replicated VM must have a static IP address.

Automatic network settings detection is supported for Microsoft Windows VMs only. For cloud replication
of non-Windows VMs, a tenant should specify network mapping settings and public IP addressing rules
manually.

A tenant cannot specify Re-IP rules for VM replicas on the cloud host. At the process of the replication job
configuration, if a tenant selects the Re-IP option and then selects the cloud host as a replication target,
Veeam Backup & Replication will disable the Re-IP option.

Pick datastore option is not supported for replication jobs targeted at the cloud host.

A tenant can restore VM guest OS files from a VM replica on the cloud host only to a Microsoft Windows
file system.

[For Microsoft Hyper-V VMs] Cloud replication of Shielded VMs is not supported. Replicas of such VMs can
run only on guarded Hyper-V hosts that have access to Host Guardian Service deployed on the tenant side.

Replication of encrypted VMs to a cloud host is not supported.
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Cloud Replica Failover and Failback

In case of software or hardware malfunction on the production site, a tenant can quickly recover a corrupted VM
by failing over to its replica in the cloud. When you perform cloud failover, a replicated VM on the cloud host
takes over the role of the original VM. A tenant can fail over to the latest state of a replica or to any of its good
known restore points.

Veeam Cloud Connect Replication supports failover and failback operations for one VM and for several VMs. In
case one or several hosts fail, you can use batch processing to restore operations with minimum downtime.

Depending on the scale of the disaster that affects the production site, a tenant can choose one of the following
cloud failover scenarios:

e Full site failover — the whole production site becomes unavailable and all critical VMs that run
interdependent applications fail over to their replicas on the cloud host.

e Partial site failover — one or several VMs become corrupted and fail over to their replicas on the cloud
host.

In Veeam Backup & Replication, the actual failover is considered a temporary stage that should be further
finalized. While the replica is in the Failoverstate, you can undo failover, perform failback or perform permanent
failover.

NOTE

This and subsequent sections describe failover and failback aspects that are specific for Veeam Cloud
Connect Replication. To get a detailed description of all failover and failback options supported in Veeam
Backup & Replication, see the Replica Failover and Failback section in the Veeam Backup & Replication User
Guide.

Full Site Failover

If the whole tenant production site becomes unavailable because of a software or hardware malfunction, the
tenant can perform full site failover. In the full site failover scenario, all critical VMs fail over to their replicas on
the cloud host one by one, as a group.

Full site failover is in many regards similar to regular failover by a failover plan. To perform full site failover,
Veeam Backup & Replication uses a cloud failover plan that lets Veeam Backup & Replication automatically start
VM replicas on the cloud host in the specified order with the specified time delay. To learn more, see Cloud
Failover Plan.

Full site failover is performed in the similar way as regular failover with a failover plan. The main difference is
that the full site failover process contains additional steps regarding the use of the provider-side network
extension appliance.

Full site failover is performed in the following way:

1. The tenant starts a cloud failover plan using Veeam Cloud Connect portal (or asks the SP to start full site
failover using the SP Veeam Backup & Replication console).

2. Foreach VM in the cloud failover plan, Veeam Backup & Replication detects its replica. If some VMs in the
cloud failover plan have replicas that are already in Failoveror Failback state, Veeam Backup & Replication
suggests that they are processed with the cloud failover plan.

3. Thereplica VMs are started in the order they appear in the cloud failover plan within the set time
intervals.
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4. Veeam Backup & Replication starts the network extension appliance on the SP side.

5. Veeam Backup & Replication configures the network extension appliance so that it acts as a gateway
between the VM replica network and external networks allowing VM replicas to communicate to the
internet.

NOTE

The full site failover process differs for the scenario where tenant VM replicas are created in VMware
vCloud Director. To learn more, see Full Site Failover for vCloud Director Replicas.
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Cloud Failover Plan

If a tenant production site goes offline after a disaster, a tenant can perform full site failover by running a cloud
failover plan.

The cloud failover plan is in many respects similar to the regular failover plan. In the cloud failover plan, you
specify VMs that have replicas on the cloud host, set the order in which VMs must be processed and time delays
for VMs. The time delay is an interval of time for which Veeam Backup & Replication must wait before starting
the failover operation for the next VM in the list. It helps to ensure that some VMs, such as a DNS server, are
already running at the time the dependent VMs start. The time delay is set for every VM in the failover plan
except the last VM in the list.

The cloud failover plan must be created in advance by a tenant. The created cloud failover plan is stored in the
Veeam Backup & Replication database on the SP Veeam backup server. This way, the SP can run a tenant cloud
failover plan in case the tenant Veeam backup server is unavailable along with the production site (for example,
a tenant Veeam backup server is deployed on a VM that resides on the same host as production VMs).
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A tenant can configure one or several cloud failover plans for VMs that have replicas on the same or different
cloud hosts. In case a group of production VMs goes offline, a tenant can run the cloud failover plan in one of
the following ways:

e Start a cloud failover plan using Veeam Cloud Connect Portal.

e Contact the SP so that the SP starts a tenant cloud failover plan using the Veeam Backup & Replication
console on the SP Veeam backup server.

e Start a cloud failover plan using the Veeam Backup & Replication console (in case the tenant Veeam
backup server is not affected by a disaster).

When the tenant or the SP starts the failover operation, he or she can choose to fail over to the latest state of a
VM replica or to any of its good known restore points.

Limitations for Cloud Failover Plans

e Veeam Backup & Replication supports one failover operation type at a time due to limitations for the
network extension appliance:

o If the tenant or the SP runs a cloud failover plan during partial site failover, Veeam Backup &
Replication will prompt to stop the ongoing partial failover operation or wait for the operation to
complete before the full site failover operation start.

o If the tenant or the SP starts partial site failover during full site failover, the partial site failover
operation will fail.

e The maximum number of VMs that can be started simultaneously when you run a failover plan is 10. If you
have added more VMs to the failover plan and scheduled them to start simultaneously, Veeam Backup &
Replication will wait for the first VMs in the list to fail over and then start the failover operation for
subsequent VMs. This limitation helps reduce the workload on the production infrastructure and Veeam
backup server.

For example, if you have added 14 VMs to the failover plan and scheduled them to start at the same time,
Veeam Backup & Replication will start the failover operation for the first 10 VMs in the list. After the 1st
VM is processed, Veeam Backup & Replication will start the failover operation for the 11th VM in the list,
then for the 12th VM and so on.

Finalizing Cloud Failover Plans

Failover is a temporary intermediate step that needs to be finalized. The finalizing options for a cloud failover
are similar to a regular failover: undoing failover, permanent failover or failback.

If you decide to perform permanent failover or failback to production, you need to process every VM in the
cloud failover plan individually. However, you can undo failover for the whole group of VMs using the undo
cloud failover plan option.

Undoing full site failover switches the replica back to the production VM discarding all changes that were made
to the replica while it was running. When you undo full site failover, Veeam Backup & Replication detects VMs
for which the failover operation was performed during the last cloud failover plan session and switches them
back to production VMs. If you perform the failback operation for some of the VMs before undoing the group
failover, failed-over VMs are skipped from processing.

Veeam Backup & Replication starts the undo failover operation for a group of 5 VMs at the same time. The time
interval between the operation starts is 10 seconds. For example, if you have added 10 VMs to the failover plan,
Veeam Backup & Replication will undo failover for the first 5 VMs in the list, then will wait for 10 seconds and
undo failover for the remaining 5 VMs in the list. Time intervals between the operation starts help Veeam
Backup & Replication reduce the workload on the production environment and Veeam backup server.
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Partial Site Failover

If one or several production VMs become corrupted, but the rest of the production site, including the most
critical VMs and Veeam Backup & Replication infrastructure, remain operative, the tenant can perform partial
site failover. With partial site failover, the tenant can quickly recover a corrupted VM by failing over to its replica
on the cloud host.

To establish a secure connection and enable communication between production VMs and VM replicas on the
cloud host after partial site failover, Veeam Backup & Replication uses paired network extension appliances
deployed on the tenant side and SP side. To learn more, see Network Extension Appliance.

Partial site failover is performed in the similar way as regular failover. However, the partial site failover process
contains several additional steps regarding the use of network extension appliances on the tenant side and SP
side:

1. The tenant starts the partial site failover process for a VM in the tenant Veeam Backup & Replication
console.

2. Veeam Backup & Replication rolls back the VM replica on the cloud host to the required restore point. To
do this, it reverts the VM replica to the necessary snapshot in the replica chain.

3. Veeam Backup & Replication powers on the VM replica. The state of the VM replica is changed from
Normalto Failover. If the original VM still exists and is running, the original VM remains powered on.

4. Veeam Backup & Replication powers on the network extension appliance VM on the cloud host and
configures network settings on the appliance:

o Starts a VPN server on the network extension appliance to establish a secure VPN tunnel through the
cloud gateway to the appliance on the tenant side.

o Configures Proxy ARP daemon on the appliance so that the appliance can receive from the VM replica
ARP requests addressed to production VMs on the source host and send them to the tenant's network
extension appliance through the VPN tunnel.

5. Veeam Backup & Replication temporarily puts replication activities for the original VM on hold (until the
VM replica returns to the Normal state).

6. Veeam Backup & Replication powers on the network extension appliance on the tenant side and
configures network settings on the appliance:

o Starts a VPN client on the network extension appliance and connects to the VPN server on the
network extension appliance on the SP side to establish a secure VPN tunnel through the cloud
gateway.

o Configures Proxy ARP daemon on the network extension appliance so that it can receive ARP requests
from production VMs addressed to the VM replica and send them to the network extension appliance
on the SP side through the VPN tunnel.

7. All changes made to the VM replica while it is running in the Failover state are written to the delta file of
the snapshot, or restore point, to which you have selected to roll back.
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8. VMs on the tenant side communicate to the VM replica on the cloud host through the secure VPN tunnel
that is set between network extension appliances.
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Limitations for Partial Site Failover

Partial site failover has the following limitations:

e Veeam Backup & Replication supports one failover operation type at a time. If a tenant or the SP runs a
cloud failover plan during partial site failover, Veeam Backup & Replication will suggest that the VM
involved in the partial site failover process is processed with the cloud failover plan.

e The tenant can perform partial site failover only for those VMs that have a static IP address.
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Network Mapping for Cloud Replicas

To establish a connection between a production VM and a VM replica on the cloud host after partial site failover,
Veeam Backup & Replication maps the production network and the virtual network provided to tenant replicas
through the hardware plan. As a part of this process, Veeam Backup & Replication applies network settings of
the replicated VM to the dedicated SP network extension appliance.

For Windows-based VMs, Veeam Backup & Replication detects network settings of replicated VMs automatically
during every run of a replication job targeted at the cloud host. Veeam Backup & Replication can detect network
settings of replicated VMs in the following ways:

o If application-aware processing is enabled for a replication job targeted at the cloud host, Veeam Backup
& Replication collects network settings of a replicated VM with the runtime process deployed on this VM
for performing guest processing tasks. The runtime process collects network settings of a VM along with
information required for VSS-aware restore. To learn more, see the Application-Aware Processing section
in the Veeam Backup & Replication User Guide.

e For replication jobs targeted at the cloud host, Veeam Backup & Replication collects network settings of
replicated VMs within additional step in the replication process. After all VM data is transferred from the
source host to the cloud host, Veeam Backup & Replication mounts the system disk of a VM replica to the
SP Veeam backup server and collects network settings from the registry of the replica. This method helps
detect network settings of a replica in case application-aware processing is not enabled for the job.
However, application-aware processing is a more consistent and reliable method to collect network
settings of replicated VMs.

e For VM replicas created from backup files (remote replica from backup scenario), Veeam Backup &
Replication applies to the replica network settings that were collected from a VM during the backup
process.

If the tenant creates replicas of Windows-based VMs and the number of production networks equals the number
of virtual networks on the cloud host, the tenant does not need to specify network mapping settings. Veeam
Backup & Replication maps production and virtual networks automatically. After failover, a VM replica in a cloud
virtual network will act as if it is connected to the original production network.

For more advanced scenarios, the tenant can create a network mapping table for the replication job targeted at
the cloud host. For example, this may be required when the cloud host has fewer networks than the number of
networks in the production infrastructure.

Specifying network mapping settings is also obligatory if non-Windows VMs are included into the replication
job. Automatic network mapping for non-Windows VMs is not currently supported in Veeam Cloud Connect
Replication.

Permanent Failover

To finalize the failover process, a tenant can permanently fail over to the VM replica on the cloud host. A tenant
can perform the permanent failover operation if they want to permanently switch from the original VM to a VM
replica on the cloud host and use this replica as the original VM. As a result of permanent failover, the VM
replica takes on the role of the original VM.

In the cloud replication scenario, you can perform permanent failover after full site failover. The permanent
failover operation can be started from the Veeam Backup & Replication console by a tenant on the tenant side or
by the SP on the SP side. To perform permanent failover for all VMs in the cloud failover plan, a tenant or the SP
needs to process every VM in the cloud failover plan individually.
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Permanent failover in the Veeam Cloud Connect Replication scenario practically does not differ from the regular
permanent failover operation. The operation is performed in the following way:

1. Veeam Backup & Replication removes snapshots (restore points) of the VM replica from the snapshot
chain and deletes associated files from the storage (datastore or volume depending on the virtualization
platform). Changes that were written to the snapshot delta file or differencing disk are committed to the
VM replica disk files to bring the VM replica to the most recent state.

2. Veeam Backup & Replication removes the VM replica from the Veeam Backup & Replication console and
database on the tenant side and SP side.

3. To protect the VM replica from corruption after permanent failover is complete, Veeam Backup &
Replication reconfigures the replication job and adds the original VM to the list of exclusions. When the
replication job starts, the original VM is skipped from processing. As a result, no data is written to the
working VM replica.

Failback

If a tenant wants to resume operation of a production VM, he or she can fail back to it from a VM replica on the
cloud host. When you perform failback, you get back from the VM replica to the original VM, shift your I/O and
processes from the cloud host to the source production host and return to the normal operation mode.

A tenant can perform failback to a production VM after partial site failover or full site failover. If a tenant
performs the failback operation after full site failover, he or she needs to process every VM in the cloud failover
plan individually.

If a tenant managed to restore operation of the source host at the production site, a tenant can switch from the
VM replica to the original VM on the source host. If the source host is not available, a tenant can restore the
original VM to a new location and switch back to it. To learn more, see the Replica Failback section in the Veeam
Backup & Replication User Guide.

Failback to production is a temporary stage that should be further finalized. After a tenant tests the recovered
original VM and make sure it is working without problems, he or she should commit failback. A tenant also has
an option to undo failback and return the VM replica back to the Failoverstate.
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TLS Certificates

Communication between components in the Veeam Cloud Connect infrastructure is carried out over a TLS
connection secured with a TLS certificate. The TLS certificate is used for verification of trust. It helps the SP and
tenants identify themselves and make sure that parties taking part in data transfer are really the ones that they
claim to be.

Veeam Backup & Replication does not use TLS certificates to encrypt data traffic in the Veeam Cloud Connect
infrastructure. For data encryption, Veeam Backup & Replication uses the same encryption methods and
algorithms as in a regular backup infrastructure.
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Types of TLS Certificates

Veeam Backup & Replication can work with the following types of TLS certificates:

e TLS certificate verified by a Certificate Authority (CA). If the SP already has a TLS certificate verified by a
CA, the SP can import this TLS certificate and use it to establish a secure connection between Veeam
Cloud Connect infrastructure components.

o Self-signed certificates. If the SP does not have a TLS certificate verified by a CA, the SP can generate a
self-signed TLS certificate with Veeam Backup & Replication. For TLS certificate generation, Veeam

Backup & Replication employs the RSA Full cryptographic service provider by Microsoft Windows installed
on the Veeam backup server.

The SP can also generate a self-signed certificate with any third-party solution and import it to Veeam
Backup & Replication.
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TLS Certificates Handshake

TLS certificates are installed on the following components in the Veeam Cloud Connect infrastructure:

e The TLS certificate with a public key and private key is installed on the SP Veeam backup server. The
tenant account under which the Veeam Cloud Connect Service runs must have permissions to access this
TLS certificate.

e The TLS certificate with a public key is installed on all tenants' Veeam backup servers (in case of self-
signed certificates).

When the tenant starts a job or task targeted at the cloud repository or the cloud host, the parties perform a TLS
handshake to authenticate themselves:

1. To connect to Veeam Cloud Connect resources (cloud repository and/or cloud host), the Veeam backup
server on the tenant side sends a request to the cloud gateway.

2. The cloud gateway passes this request to the SP Veeam backup server.

3. The SP Veeam backup server exposes a TLS certificate installed on it to tenant Veeam backup server
through the cloud gateway.

4. Tenant Veeam backup server checks if the exposed TLS certificate is trusted or matches the TLS certificate
saved in the Veeam Backup & Replication database.

5. The SP Veeam backup server establishes a secure communication channel in the Veeam Cloud Connect
infrastructure, and VM data from tenant's side is transported to the cloud repository or cloud host.
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Veeam Backup & Replication supports both wildcard certificates and certificates that have multiple FQDNs listed
in the Subject or Subject Alternative Name field.

If you use a wildcard certificate (like *.domain.com), cloud gateways having DNS names that do not include

.domain.com will not be trusted, and Veeam Backup & Replication will not use these cloud gateways for
communication with the cloud repository.
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TLS Certificate Thumbprint Verification

When the tenant adds a SP to the Veeam Backup & Replication console, Veeam Backup & Replication retrieves
the TLS certificate with a public key from the SP Veeam backup server and saves it to the database with which
tenant Veeam backup server communicates.

To make sure that the obtained TLS certificate is really the TLS certificate used by the SP, tenants can verify the
TLS certificate with a thumbprint. Verification with the thumbprint helps tenants protect against the "man-in-
the middle" attack when the eavesdropper provides a false TLS certificate to tenants and makes tenants believe
that they communicate directly with the SP.

To enable thumbprint verification, the SP must pass the TLS certificate thumbprint to the tenant over a secure
channel, for example, by email. When the tenant adds the SP, Veeam Backup & Replication offers the tenant to
enter the TLS certificate thumbprint to verify if this TLS certificate is the original SP certificate.
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Rights and Permissions to Access TLS
Certificates

The Windows account under which the Veeam Cloud Connect Service on the SP Veeam backup server runs must
have the following permissions:

1.

The Windows account must have access to the private key in the non-interactive mode (without having to
enter a password).

The Windows account must have access to the TLS certificate store folder where the private key is kept
and must have read rights for this folder. To learn more about key directories and files, see Microsoft
Docs.

A self-signed TLS certificate generated with Veeam Backup & Replication is placed to the Shared
certificate store. The following Windows accounts have access to this certificate:

o User who created the TLS certificate
o LocalSystem Windows account
o Local Administrators group

The Windows account must have access to the TLS certificate itself (stored in the registry) and permissions
on corresponding registry folders.

A self-signed TLS certificate generated with Veeam Backup & Replication is placed to Local
Machine|Trusted Root and Local Machine|My registry folders. These folders do not contain any private
information and all users have access to these folders by default.
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Tenant Lease and Quota

To let the tenant work with the cloud repository and/or the cloud host, the SP must create a tenant account.
When the SP configures a tenant account, the SP assigns quota and, optionally, lease settings for the tenant.
Lease and quota settings help the SP control how tenants consume storage resources on the cloud repository.

Quota

Veeam Cloud Connect Backup

For Veeam Cloud Connect Backup, quota is the amount of space assigned to one tenant on one cloud repository.
It is a chunk of storage resources that the tenant can consume for storing backups on the cloud repository. The
SP can assign quotas on different cloud repositories to one tenant.

NOTE

To allow tenants to use all backup scenarios available in Veeam Backup & Replication, the SP should
consider assigning the sufficient storage quota to the tenant. For example, for the compact full backup file
operation, the storage quota must have enough space to store a file of the full backup size in addition to
the existing backup chain. To create active full and synthetic full backups, additional space for creating full
backup files on the cloud repository is required as well.

Veeam Backup & Replication tracks quota consumption and updates information about the amount of free and
used space within the tenant quota on the cloud repository. This information is updated automatically when the
following actions are performed in Veeam Backup & Replication:

e A VM backup job, Veeam Agent backup job or backup copy job targeted at the cloud repository runs on the
tenant Veeam backup server.

e The tenant performs a file copy operation with a file stored on the cloud repository using the Files view in
Veeam Backup & Replication.

e Veeam Agent performs a backup job targeted at the cloud repository.

NOTE

Veeam Backup & Replication does not track operations with files stored on the cloud repository that are
performed from outside of the product. Information on quota usage cannot be updated by rescanning the
cloud repository after such changes.

A tenant can share their quota with subtenants — tenant-side users who back up data stored on physical devices.
To learn more, see Subtenant Quota.

Veeam Cloud Connect Replication

For Veeam Cloud Connect Replication, quota is the amount of CPU, RAM and storage space in the SP
virtualization environment provided to one tenant through a hardware plan. It is a chunk of compute and
storage resources that the tenant can consume for creating and processing VM replicas on the cloud host. The
SP can assign quotas on different cloud hosts to one tenant by subscribing a tenant to several hardware plans.

Storage quota size is specified in GB or TB (GB is considered as 2*30 bytes, and TB is considered as 2"40 bytes).
CPU and RAM limits are specified in GHz and GB.
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A quota can be valid for indefinite time or can be restricted in time. To limit the quota lifetime, the SP must set a
lease for the tenant.

Lease

Lease is a period of time for which the tenant has access to tenant's quotas on the cloud repository and cloud
host. The lease settings help the SP restrict for how long tenants should be able to work with cloud resources.

Lease settings apply to all quotas assigned to the tenant. The SP can specify the lease period for the tenant or
create a tenant account without a lease.

o |If lease settings are specified, the tenant has access to backup and replication resources in the cloud until
the lease period expires. When the lease period expires, the tenant cannot perform backup, backup copy
and replication tasks, restore and copy VM data from the cloud repository or cloud host.

o |If lease settings are not specified, the tenant can work with cloud resources for an indefinite period of
time.
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Subtenants

Veeam Backup & Replication supports creating Veeam Agent backups on the cloud repository. Tenants can back
up to the cloud not only their VM data but also data stored on physical devices — servers, desktops, laptops, and
so on. To let the tenant provide different Veeam Agent users with access to the cloud repository, Veeam Backup
& Replication offers the concept of subtenants.

In terms of Veeam Backup & Replication, a subtenant is a user on the tenant side who connects to the SP on
their own account and uses their own individual quota on the cloud repository. To learn more, see Subtenant
Account and Subtenant Quota.

Communication between the subtenant and the SP is carried out in the similar way as between the tenant and
the SP. The subtenant connects to the SP, configures a backup job targeted at the cloud repository and
transmits backed-up data to the SP side. The difference is that the data is transmitted to the cloud repository
from the Veeam Agent computer, and not from a VM on a tenant virtualization host.

The tenant can view properties of Veeam Agent backups created by subtenants on the cloud repository and
delete such backups from the cloud repository. To recover data from Veeam Agent backups, the tenant can
perform the following operations:

e Export computer disks as virtual disks

e Restore guest OS files

TIP

In the scenario where the SP and tenant have access to the same Microsoft Active Directory infrastructure,
the SP can also provide Veeam Agent users with access to a cloud repository through Active Directory
tenant accounts. To learn more, see Active Directory Tenant Account.
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Subtenant Account

To work with the cloud repository, a subtenant uses the subtenant account. Veeam Backup & Replication offers
two types of subtenant accounts:

e Standalone subtenant account — accounts of this type are used to back up data to the cloud repository
with Veeam Agent operating in the standalone mode.

e Managed subtenant account — accounts of this type are used in the Veeam Agent management scenario.

NOTE

In the scenario where the SP and tenant belong to the same organization that has Microsoft Active
Directory deployed, the SP can allow AD users to create Veeam Agent backups in a cloud repository. To do
this, the SP must configure Active Directory tenant accounts instead of subtenant accounts. Veeam Agent
users will be able to connect to the SP using credentials of their accounts in AD without the need to
remember additional credentials.

To learn more, see Active Directory Tenant Account.

Standalone Subtenant Account

In the scenario where users on the tenant side back up data to the cloud repository with Veeam Agent operating
in the standalone mode, the tenant or SP must create subtenant accounts. The number of subtenant accounts
created per tenant is not limited in Veeam Backup & Replication.

Typically, the tenant is the party responsible for creating and managing subtenant accounts. However, the SP
can perform the same operations with subtenant accounts as the tenant. This allows the SP to create, edit or
delete subtenant accounts upon tenant requests, for example, if the tenant has no access to the Veeam Backup
& Replication console.

Veeam Backup & Replication saves information about subtenant accounts in the Veeam Backup & Replication
database. Every time the tenant or SP performs an operation with the subtenant account, Veeam Backup &
Replication updates the subtenant data and replicates this data between the tenant side and SP side.

NOTE
Mind the following:

e End users on the tenant side can use subtenant accounts only to connect to the SP in Veeam Agent
for Microsoft Windows and Veeam Agent for Linux. The tenant cannot use credentials of a subtenant
account to add a SP in the Veeam backup console.

e Veeam Agent users on the tenant side can connect to the SP and create backups on the cloud
repository under the tenant account. However, it is recommended to provide every user with a
separate subtenant account. In this case, the tenant or SP can allocate storage resources on the cloud
repository individually for every subtenant so that subtenants' data is stored in the cloud in an
isolated and segregated way.
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Managed Subtenant Account

In the Veeam Agent management scenario where Veeam Agent is deployed and managed remotely from Veeam
Backup & Replication, the tenant or SP does not need to create subtenant accounts to back up Veeam Agent
machines to the cloud repository. In this scenario, Veeam Backup & Replication creates subtenant accounts
automatically. Such accounts are considered as managed subtenant accounts.

Veeam Backup & Replication creates a managed subtenant account for each machine added to a backup policy.
A machine uses this account to connect to the SP during the backup process.

Veeam Backup & Replication automatically generates names, passwords and descriptions for managed
subtenant accounts. In contrast to standalone subtenant accounts, passwords for managed subtenant accounts
are saved in the Veeam backup database on the tenant backup server only. Passwords for managed subtenant
accounts are not passed to the SP side.

The tenant or SP can manually edit a managed subtenant account, if necessary. The following operations are
available:

e Change the password for the subtenant account. This operation is required if you want to perform bare-
metal recovery from a Veeam Agent backup created by a backup policy in a cloud repository. Keep in mind
that this operation is available only for the tenant in the tenant Veeam backup console. The SP cannot
change the password for a managed subtenant account.

e Limit subtenant quota. By default, Veeam Backup & Replication creates managed subtenant accounts with
unlimited subtenant quota. The tenant or SP can limit storage quotas individually for each created
subtenant account.

e Disable and enable the subtenant account. By default, Veeam Backup & Replication creates managed
subtenant accounts in the enabled state. After you disable a managed subtenant account, Veeam Agent
managed by Veeam Backup & Replication will not be able to connect to the SP and back up data to the
cloud repository.

e Specify a custom description for the managed subtenant account instead of the default description
generated by Veeam Backup & Replication.

To learn more about Veeam Cloud Connect support for Veeam Agent managed by Veeam Backup & Replication,
see the Backup to Veeam Cloud Connect Repository section in the Veeam Agent Management Guide.
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Subtenant Quota

When the tenant or SP creates a subtenant account, they provide to the created account a subtenant quota. A
subtenant quota is an amount of storage space within the tenant quota on the cloud repository. The subtenant
can consume storage resources provided through the subtenant quota for storing Veeam Agent backups on the
cloud repository.

The tenant or SP can allocate only one quota on one cloud repository for each subtenant account. If the tenant
or SP wants to provide to a user multiple quotas on the same or different cloud repositories, they must create
different subtenant accounts for this user.

The tenant or SP can specify the size of the subtenant quota or create unlimited subtenant quota. With
unlimited subtenant quota, subtenant can use all storage space within the tenant quota on the cloud repository.
In this case, the tenant should monitor tenant quota consumption to make sure that the amount of free space
on the cloud repository is sufficient for storing backups created by this tenant and its subtenants.

NOTE
For managed subtenant accounts, consider the following:

e By default, Veeam Backup & Replication creates managed subtenant accounts with unlimited
subtenant quota. The tenant or SP can edit the necessary subtenant account and specify the desired
subtenant quota limit for the account.

e Managed subtenant accounts support multiple subtenant quotas. This allows Veeam Backup &
Replication to use the same subtenant account to back up the same machine with multiple Veeam
Agent backup jobs targeted at different cloud repositories.
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Data Encryption and Throttling

Data Encryption

By default, Veeam Backup & Replication encrypts data traffic going to and from the cloud repository.
Additionally, tenants can encrypt backups created with backup jobs and backup copy jobs. To do this, tenants
must enable the data encryption option in the job properties.

Network Traffic Throttling

The SP can select to throttle traffic going to and from the cloud repository. Data throttling rules are specified in
the same manner as for regular backup infrastructure components.

By default, the Veeam backup server shares available bandwidth equally between all tenants who work with
cloud backup and replication resources simultaneously. The bandwidth available to one tenant is equally split
between all tasks performed by this tenant.

For example, the cloud repository is used by two tenants simultaneously:
e Tenant Truns 2 tasks, backup and restore.
e Tenant 2runs 1 task.

In this situation, 7enant 7will get 50% of bandwidth and this bandwidth will be equally split between 2 tasks:
25% of the initial bandwidth per task. The task performed by 7enant 2 will get 50% of the initial bandwidth.

To adjust network bandwidth consumption individually for each tenant, the SP can specify the bandwidth limit
when assigning cloud backup and replication resources to a tenant. In this case, tenant's backup and replication
jobs will split the specified bandwidth regardless bandwidth consumption by other tenants.

Parallel Data Processing

Veeam Cloud Connect supports parallel data processing. The SP can specify the maximum number of concurrent
tasks that can be performed within tenant jobs targeted at the cloud repository and cloud host. Task limitation
settings are specified individually for each tenant at the process of the tenant account registration. To learn
more, see Specify Bandwidth Settings.

When multiple concurrent tasks are allowed for the tenant, the tenant can process in parallel the specified
number of VMs and/or VM disks within a single backup or replication job targeted at the cloud repository or
cloud host. Parallel data processing also lets the tenant perform multiple jobs targeted at the cloud
simultaneously.

NOTE

For backup copy jobs targeted at the cloud repository, Veeam Backup & Replication allows to process
multiple jobs or multiple VMs in the job in parallel. VM disks are always processed subsequently, one by
one.

The maximum number of concurrent tasks specified for a tenant should not exceed the maximum number of
concurrent tasks specified for backup proxies and backup repositories deployed by the SP as a part of the Veeam
Cloud Connect infrastructure. Ignoring this rule can lead to overload of backup infrastructure components that
take part in processing tenant data.
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For example, the tenant has included 1 VM with 4 disks into a backup job targeted at the cloud repository. On
the SP side, the following task limitation settings are specified:

e The tenant can process 4 concurrent tasks.
e The cloud repository can process 2 concurrent tasks.

In this situation, Veeam Backup & Replication on the tenant backup server will start 4 concurrent tasks.
Limitation for the allowed number of concurrent tasks set for the cloud repository will be ignored.

Resource limitation settings for backup proxies and backup repositories deployed as a part of the Veeam Cloud
Connect infrastructure are specified in the same manner as for regular backup infrastructure components. To
learn more, refer to the Veeam Backup & Replication User Guide.
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Product Versions in Veeam Cloud Connect
Infrastructure

SP and tenants can run different versions of Veeam Backup & Replication on their Veeam backup servers. Veeam
products on the SP and tenant side must meet the following requirements:

e Veeam Backup & Replication versions must support the Veeam Cloud Connect functionality.

e The SP Veeam backup server must run the same or later version of Veeam Backup & Replication than the
tenant Veeam backup server.

This applies to major product versions. Within Veeam Backup & Replication version 11, the SP and tenant
can use any product build. It is recommended, however, that the SP and tenant install latest hotfixes and
updates on the backup server.

e Veeam Backup & Replication 11 running on the SP backup server is compatible with the following versions
of Veeam products running on the tenant side:

o Veeam Backup & Replication 9.5 Update 4b (build 9.5.4.2866) and later
o Veeam Agent for Microsoft Windows 4.0 (build 4.0.0.1811) and later

o Veeam Agent for Linux 4.0 (build 4.0.0.1961) and later

o Veeam Agent for Mac 1.0 (build 1.0.0.713) and later

If the SP or tenant plan to upgrade Veeam Backup & Replication, the upgrade process must start on the SP side.
The upgrade process should be performed in the following way:

1. The SP upgrades Veeam Backup & Replication on the SP backup server. The upgrade procedure does not
differ from a regular one. To learn more, see the Upgrading to Veeam Backup & Replication 11 section in
the Veeam Backup & Replication User Guide.

2. After Veeam Backup & Replication on the SP side is upgraded, the tenant can perform the same upgrade
procedure on the tenant backup server.

Tenants who run earlier versions of Veeam Backup & Replication can continue using cloud resources provided to
them by the SP who has upgraded Veeam Backup & Replication. However, some Veeam Cloud Connect
functionality introduced in the current version of Veeam Backup & Replication may be not available to these
tenants. For example, tenants who run Veeam Backup & Replication 9.5 Update 4 cannot create backups on an
NFS share that is used as a backup repository and exposed as a cloud repository.
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Remote Connection to Tenant Backup
Server

The SP can use the Veeam Backup & Replication console to connect to the tenant backup server. This may be
helpful, for example, if the tenant encounters a problem with managing its backup infrastructure and asks the
SP to change settings in Veeam Backup & Replication deployed on the tenant side. The remote connection
functionality allows the SP to manage tenant backup servers without the need to configure additional network
connections, thus reducing security risks and network management overhead.

The remote connection functionality is available to the SP and tenant if the following conditions are met:

e The tenant connected to the SP using credentials of a standalone tenant account.

Remote connection to a backup server of a tenant with a vCloud Director tenant account is not supported.
To overcome this limitation, the SP can create a separate standalone account for this tenant, and the
tenant can connect to the SP using credentials of this account.

The remote connection functionality is not available to Active Directory tenants as well, because such
tenants do not have a tenant backup server and can use their tenant account to connect to the SP in
Veeam Agent only.

e The tenant enabled the Allow this Veeam Backup & Replication installation to be managed by the service
provider option at the process of connecting to the SP. To learn more, see Specify Cloud Gateway
Settings.

Veeam Backup & Replication offers two types of connection to the tenant backup server:

e With the Remote Access Console — in this case, the SP can log on to the tenant backup server and perform
the required operations in Veeam Backup & Replication. For example, the SP can use the Remote Access
Console to change configuration options in Veeam Backup & Replication, run jobs or perform available
restore tasks.

e With the Remote Desktop Connection client — in this case, the SP can launch a remote session over the
RDP protocol and log on to the Microsoft Windows OS running on the tenant backup server.

To establish and keep remote connections between the tenant backup server and Veeam Cloud Connect
infrastructure components on the SP side, Veeam Backup & Replication uses network redirectors. Network
redirectors communicate through the cloud gateway allowing Veeam Backup & Replication components
deployed on the SP side to access the tenant backup server. To learn more, see Network Redirectors.
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Network Redirectors

To open and keep a communication channel between the tenant backup server and SP backup infrastructure,
Veeam Backup & Replication uses network redirectors. Network redirectors route requests between Veeam
Backup & Replication components of the two parties allowing Veeam Backup & Replication to pass commands
from the SP side to the tenant side. As a result, the SP can remotely access the tenant backup server and
perform data protection and disaster recovery tasks in Veeam Backup & Replication deployed on the tenant side.

Technically, a network redirector is an executable file residing in the Veeam Backup & Replication installation
folder. A network redirector is deployed on every Veeam backup server or dedicated machine on which you
install the Veeam Backup & Replication console. However, Veeam Backup & Replication uses network redirectors
only on those machines that take part in establishing a remote connection to the tenant backup server.

Depending on what Veeam Backup & Replication component is deployed on the machine, a network redirector
can perform one of the following roles:

e  (loud network redirector — a network redirector that runs on the SP backup server (a backup server on
which the Veeam Cloud Connect license is installed). Cloud network redirector accepts connections from
Tenant network redirectors and Remote Access Console and routes requests between these components.

e Tenant network redirector — a network redirector that runs on the tenant backup server. The Veeam
Backup Service running on the tenant backup server starts this network redirector when the tenant
enables the Allow this Veeam Backup & Replication installation to be managed by the service provider
option in the Service Provider wizard. Tenant network redirector opens a control connection to the cloud
network redirector and runs in the background enabling remote access to the tenant backup server from
the SP side.

e Remote network redirector — a network redirector that runs on the machine where Remote Access
Console is installed (the SP backup server of a dedicated machine). Veeam Backup & Replication uses this
network redirector only to open a remote desktop session to the tenant backup server. The Remote Access
Console starts the Remote network redirector when the SP selects the tenant in the Open Remote Access
Console window. After the SP closes the Remote Access Console, Veeam Backup & Replication stops the
Remote network redirector, too.

Veeam Backup & Replication components involved in remote connection scenarios communicate differently
depending on the type of connection to the tenant backup server — with the Remote Access Console or over the
Remote Desktop Protocol. To learn more, see How Remote Access Console Works and How Remote Desktop

Connection to Tenant Works.
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Remote Access Console

The Remote Access Console is a Veeam Cloud Connect infrastructure component that provides access to the
tenant backup server. With the Remote Access Console, the SP can connect to the tenant backup server, log on
to Veeam Backup & Replication deployed on the tenant side and perform required data protection, disaster
recovery or administration tasks.

The Remote Access Console is in many ways similar to the reqgular Veeam Backup & Replication console: it is a
client-side component that communicates to the backup server. However, the Remote Access Console does not
connect directly to the tenant backup server. Instead, it communicates to the Veeam Backup Service and Cloud
network redirector running on the SP backup server. Veeam Backup & Replication passes commands from the
Remote Access Console to the tenant backup server through network redirectors. To learn more, see How
Remote Access Console Works.

NOTE

For further information about the regular Veeam backup console, refer to the Veeam Backup & Replication
User Guide.

The Remote Access Console is available on every machine where the regular Veeam backup console is installed.
You can open the Remote Access Console from the Microsoft Windows Start menu. On the SP backup server,
Veeam Backup & Replication additionally creates a desktop icon for the Remote Access Console.

To connect to the tenant backup server, the SP needs to specify the following settings:

e The name or IP address of the SP backup server or cloud gateway (depending on the location of the
Remote Access Console. To learn more, see Deployment Scenarios for Remote Access Console).

e Credentials to connect to the SP backup server.

e Credentials to connect to the tenant backup server.

NOTE

The process of establishing a connection to the SP and tenant backup servers with the Remote Access
Console may require longer time depending on the distance between these components and quality of the
network connection.

The SP can use the same Remote Access Console to connect to different tenant backup servers. For
convenience, the SP can save several shortcuts for these connections.
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Deployment Scenarios for Remote Access Console

Veeam Backup & Replication offers the following scenarios of the Remote Access Console usage:

e The SP can use the Remote Access Console installed on the SP backup server or dedicated machine that is
connected to the SP backup infrastructure network. In this scenario, the Remote Access Console will
connect directly to the SP backup server to communicate to the Veeam Backup Service and Cloud network

redirector.
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e The SP can use the Remote Access Console on any machine that resides outside of the SP backup
infrastructure and has access to the cloud gateway. In this case, the Remote Access Console will connect
to the SP backup server over the internet through the cloud gateway.

By default, Veeam Backup & Replication does not accept connections from the Remote Access Console
over the internet. The SP can enable this functionality in the in the Veeam Backup & Replication settings if
necessary. To learn more, see Enabling Access to Cloud Gateway.
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How Remote Access Console Works

To open and keep a remote connection to the tenant backup server with the Remote Access Console, Veeam
Backup & Replication components communicate in the following way:

1.

After the tenant adds the SP in its Veeam Backup & Replication console, the Veeam Backup Service
running on the tenant backup server starts the Tenant network redirector.

The Tenant network redirector establishes the control connection to the Cloud network redirector that
runs on the SP backup server waiting for connections from tenants.

The Cloud network redirector accepts the control connection from the Tenant network redirector and
reports information about the connected tenant to the Veeam Backup Service running on the SP backup
server. The control connection remains open.

The Remote Access Console connects to the Veeam Backup Service running on the SP backup server and
retrieves information about tenants who have opened control connections to the SP.

When the SP starts using the Remote Access Console to connect to the tenant backup server, the Remote
Access Console connects to the Cloud network redirector. The Remote Access Console provides to this
network redirector information about the tenant to whose backup server the SP wants to connect.

The Cloud network redirector puts on hold the connection from the Remote Access Console and notifies
the Tenant network redirector over the control connection that the Remote Access Console has requested
to connect to the tenant backup server.

After the Tenant network redirector accepts the request over the control connection, the Tenant network
redirector opens the new connection to the Cloud network redirector and provides to this network
redirector information about the Remote Access Console that has requested to connect to the tenant
backup server.

The Cloud network redirector accepts the connection from the Tenant network redirector, opens the
awaiting connection from the Remote Access Console and starts redirecting requests between these
connections.

The Tenant network redirector connects to the Veeam Backup Service running on the tenant backup server
and starts redirecting requests between opened connections. The Remote Access Console starts
communicating to the Veeam Backup Service running on the tenant backup server.
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NOTE

In this scenario, the Remote Access Console is deployed in the SP Veeam Cloud Connect infrastructure and
communicates directly to the SP backup server. If the Remote Access Console is deployed on a remote
machine in an external network, the described steps remain the same. The only difference is that the
Remote Access Console will communicate to the SP backup server through the cloud gateway.
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Limitations for Remote Access Console

The Remote Access Console has the following limitations:

e The Remote Access Console must be of exactly the same version as Veeam Backup & Replication installed
on the tenant backup server.

In case versions differ, the Remote Access console will display a notification offering to establish a remote
desktop connection to the tenant backup server. To learn more, see Remote Desktop Connection to
Tenant.

e The SP cannot perform the following operations with the Remote Access Console:
o Perform file-level restore
o Perform application items restore with Veeam Explorers

o Perform file copy operations using the Files view of the Veeam Backup & Replication console

To overcome this limitation, the SP can establish a remote desktop connection to the tenant backup
server. After that, the SP can perform necessary operations in the Veeam Backup & Replication console
deployed locally on the tenant backup server.
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Remote Desktop Connection to Tenant

The SP can use the Remote Access Console functionality to connect to the tenant backup server over the
Remote Desktop Protocol. In this case, the SP can log on to the Microsoft Windows OS running on the tenant
backup server and open the Veeam Backup & Replication console locally on this backup server. This may be
required if the SP needs to perform operations that are not supported in the Remote Access Console, such as
file-level or application items restore.

To connect to the tenant backup server, Veeam Backup & Replication uses the Remote Desktop Connection
client (mstsc.exe). Veeam Backup & Replication opens the Remote Desktop Connection client locally on the
machine where the Remote Access Console is installed. The Remote Desktop Connection client connects to
Remote Desktop Services running on the tenant backup server. The connection is held over the communication
channel opened between network redirectors. To learn more, see How Remote Desktop Connection to Tenant
Works.

The SP can launch a remote desktop session to the tenant backup server in one of the following ways:

e From the Cloud Connect view of the Veeam Backup & Replication console connected to the SP backup
server. In this case, the SP can select the necessary tenant and its backup server in the Tenants node of
the Cloud Connect view.

e From the Open Remote Access Console window on any machine where the Remote Access Console is
installed. After the SP specifies settings to connect to the tenant backup server, it can press and hold the
[CTRL] key and click Connect. Instead of connecting to the tenant backup server with the Remote Access
Console, Veeam Backup & Replication will launch the Remote Desktop Connection client.

e If the SP and tenant run different versions of Veeam Backup & Replication on their backup servers, Veeam
Backup & Replication will display a warning in the Open Remote Access Console window notifying that the
Remote Access Console is unable to connect to the tenant backup server. In the warning, Veeam Backup &
Replication will display a link to launch the Remote Desktop Connection client.

NOTE

You can also launch the Remote Desktop Connection client from the main menu of the Veeam Backup &
Replication console. In this case, Veeam Backup & Replication will open a remote desktop session to the
backup server to which the Veeam backup console is connected.

How Remote Desktop Connection to Tenant Works

To open and keep a remote connection to the tenant backup server over the Remote Desktop Protocol, Veeam
Backup & Replication components communicate in the following way:

1. After the tenant adds the SP in its Veeam Backup & Replication console, the Veeam Backup Service
running on the tenant backup server starts the Tenant network redirector.

2. The Tenant network redirector establishes the control connection to the Cloud network redirector that
runs on the SP backup server waiting for connections from tenants and Remote network redirectors.

3. The Cloud network redirector accepts the control connection from the Tenant network redirector and
reports information about the connected tenant to the Veeam Backup Service running on the SP backup
server. The control connection remains open.

4. The Remote Access Console connects to the Veeam Backup Service running on the SP backup server and
retrieves information about tenants who have opened control connections to the SP.
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5. When the SP starts using the Remote Access Console to connect to the tenant backup server over the RDP
protocol, the Remote Access Console starts the Remote network redirector. The Remote Access Console
provides to this network redirector information about the cloud gateway and information about the tenant
to whose backup server the SP is connecting.

6. The Remote Access Console starts locally the Remote Desktop Connection client (mstsc.exe) that is set
up to connect to the Remote network redirector.

7. The Remote network redirector accepts connection from Remote Desktop Connection client and connects
to the Cloud network redirector. The Remote network redirector provides to the Cloud network redirector
information about the tenant to whose backup server the SP is connecting over the RDP protocol. After
that, the Remote network redirector starts redirecting requests between the Remote Desktop Connection
client and the Cloud network redirector.

8. The Cloud network redirector puts on hold the connection from the Remote Desktop Connection client
and notifies the Tenant network redirector over the control connection that the Remote Access Console
has requested to connect to the tenant backup server over the RDP protocol.

9. After the Tenant network redirector accepts the request over the control connection, the Tenant network
redirector opens the new connection to the Cloud network redirector and provides to this network
redirector information about the Remote Access Console that has requested to connect to the tenant
backup server over the RDP protocol.

10. The Cloud network redirector accepts the connection from the Tenant network redirector, opens the
awaiting connection from the Remote Desktop Connection client and starts redirecting requests between
these connections.

11. Tenant network redirector connects to Remote Desktop Services running in the tenant backup server OS
and starts redirecting requests between opened connections. The SP gains access to the tenant backup
server OS over the RDP protocol.
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In this scenario, the Remote Access Console is deployed in the SP Veeam Cloud Connect infrastructure and
communicates directly to the SP backup server. If the Remote Access Console is deployed on a remote
machine in an external network, the described steps remain the same. The only difference is that the
Remote Access Console will communicate to the SP backup server through the cloud gateway.
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Tenant Backup to Tape

The SP can write backups created by a tenant in a cloud repository to a tape media. This allows the SP to offer
additional tier of data protection to their tenants: the tenant will have one copy of the backed-up data in a cloud
repository, and another copy of the backed-up on a tape media on the SP side. In case some important data in
the cloud repository becomes unavailable, the tenant can ask the SP to restore the necessary data from tape.

The SP can also use the tenant backup to tape functionality to offer a separate data protection scenario — Tape
as a Service. If a tenant is required to keep backups of their data on a tape media, they can request to copy their
backups to tape and obtain the tape media from the SP without the need to deploy and maintain their own tape
infrastructure.

The ability to archive tenant backups to tape can also help the SP protect their own infrastructure against
disasters that may result in loss of tenant data.

Veeam Backup & Replication supports backup to tape for all types of tenant backups: backups created by VM
backup jobs, Veeam Agent backup jobs and backup copy jobs that process VM backups and Veeam Agent
backups.

All tasks within the tenant backup to tape scenario are performed by the SP. The tenant is unaware of the tape
infrastructure deployed on the SP side. The tenant cannot view or manage backup to tape jobs configured by
the SP, and perform operations with backups created by these jobs.
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Getting Started with Tenant Backup to Tape

To back up tenant data to tape, the SP must complete the following steps:

1.

Configure the Veeam Cloud Connect Backup infrastructure. For details, see Getting Started with Veeam
Cloud Connect Backup.

Connect tape devices and add a tape server to the backup infrastructure on the SP backup server. For
details, see Connecting Tape Devices and Adding Tape Server sections in the Veeam Backup & Replication
User Guide.

Create one or more GFS media pools that will be used as targets for tenant backup to tape jobs. For
details, see the Creating GFS Media Pools section in the Veeam Backup & Replication User Guide.

Configure and run a tenant backup to tape job. For details, see Creating Tenant Backup to Tape Job.

In case some tenant data in a cloud repository becomes missing or corrupted, you can restore the
necessary data from tape. For details, see Restoring Tenant Data from Tape.
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Tenant Backup to Tape Job

To back up tenant data to tape, you must create and run tenant backup to tape jobs. Technically, a tenant
backup to tape job is a variant of a backup to tape job targeted at a GFS media pool. For more information about
GFS media pools, see the GFS Media Pools section in the Veeam Backup & Replication User Guide.

As a source for a tenant backup to tape job, you can specify the following types of objects:
e All tenants
e One or more specific tenants
e One or more cloud repositories of the same tenant or different tenants

Backups created by tenant backup to tape jobs become available in the Backups > Tape node of the SP Veeam
backup console. Such backups are not displayed in the tenant Veeam backup console.

NOTE
Consider the following:

e Tenant backup to tape jobs process only backups created by jobs or mapped to jobs configured on
tenant backup servers. Imported backups are skipped from processing.

e If you use the Capacity Tier functionality to offload tenant data to an object storage repository, keep
in mind that backup to tape jobs copy to tape active backup chains only (that is, backup chains that
reside in performance tier). Inactive backup chains offloaded to an object storage repository are not
processed by backup to tape jobs. To learn more about Capacity Tier support in Veeam Cloud
Connect, see Support for Capacity Tier.
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Data Restore from Tenant Backups on Tape

Veeam Backup & Replication offers the following scenarios for restore of tenant data from tape:

e Restore to the original location. In this scenario, Veeam Backup & Replication restores tenant backups to
the original cloud repository. The existing backups are overwritten. After restore, Veeam Backup &
Replication maps tenant jobs to the restored backup chains.

e Restore to a new location. In this scenario, Veeam Backup & Replication restores tenant backups to
another cloud repository specified by the SP. This option may be useful if you do not want to overwrite all
tenant backups in the original cloud repository.

e Export backup files to disk. In this scenario, Veeam Backup & Replication restores tenant backups to a
specified folder located on a server in the SP Veeam backup infrastructure.

NOTE

If the tenant backup resides in capacity tier, and immutability is enabled for data blocks in capacity tier, you
cannot use this backup to restore data to the original location. If you restore data from this backup to a
new location, and specify the same original repository and new repository, Veeam Backup & Replication

will automatically keep the original tenant data. You cannot choose to overwrite the original data with
backed-up data from tape.

The SP can restore data of one tenant or several tenants simultaneously. The SP can restore all tenant data

backed-up by a tenant backup to tape job or choose what data to restore. To do this, the SP can select for
restore the following objects:

e Tenant
e Cloud repository

e Tenant job that created backup in the cloud repository

TIP

To restore tenant data from tape, the SP can also pass the tape media that contains tenant data to the
tenant. In this case, the tenant can add the tape media to their Veeam backup infrastructure and use the
Veeam backup console to perform regular restore operations from tape. To learn more, see the Tape
Devices Support section in the Veeam Backup & Replication User Guide.
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vCloud Director Support

SPs who have vCloud Director deployed in their infrastructure can expose vCloud Director resources as cloud
hosts for tenant VM replicas. This allows such SPs to offer Disaster Recovery as a Service (Veeam Cloud Connect
Replication) to tenants without the need to deploy additional VMware vSphere hosts in their virtual
infrastructure. Whereas SPs who already provide cloud services based on the vCloud Director technology can
now offer new data protection and recovery scenario to their tenants.

To support replication of tenant VMs to vCloud Director, Veeam Backup & Replication does not introduce
additional Veeam Cloud Connect infrastructure components. The SP does not need to configure cloud
replication resources, such as hardware plans, in Veeam Backup & Replication. Instead, the SP configures
replication target resources directly in vCloud Director and provides the tenant with access permissions to these
resources.

e The SP allocates one or more organization VDCs to an organization in vCloud Director. Each organization
VDC provides CPU, RAM, storage and network resources for tenant VM replicas. To grant access to vCloud
Director resources to the tenant, the SP creates for this tenant a tenant account of a specific type — the
vCloud Director tenant account. In the properties of this account, the SP selects the organization whose
organization VDCs will act as cloud hosts for tenant VM replicas. To learn more, see vCloud Director
Tenant Account.

e The tenant can add the SP in the Veeam backup console using credentials of the organization
administrator account. After the tenant connects to the SP, organization VDCs allocated to the
organization appear in the tenant Veeam backup console as cloud hosts. The tenant can configure
replication jobs targeted at these cloud hosts and create VM replicas in vCloud Director.

The tenant can perform the same tasks with VM replicas in vCloud Director as with VM replicas on a
regular cloud host provided to the tenant through a hardware plan. To learn more, see Tasks with Cloud
Host.
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Getting Started with Replication to vCloud
Director

Within the Veeam Cloud Connect Replication to vCloud Director scenario, the SP and tenant perform the
following tasks.

Tasks on SP Side

To let the tenant create VM replicas on a cloud host that uses vCloud Director resources as a back end, the SP
must complete the following steps:

1. Configure replication target resources in vCloud Director:

d.

b.

Create a vCloud Director organization.

Create a user account with administrative rights in the organization. The tenant will use credentials of
this account connect to the SP. To learn more, see vCloud Director Tenant Account.

Create one or more organization VDCs that will be used as cloud hosts for tenant VM replicas.

Configure an NSX Edge gateway and/or IPsec VPN connection to enable network access to tenant VM
replicas.

An NSX Edge gateway provides network access to VM replicas in vCloud Director after partial site
failover and full site failover.

An IPsec VPN connection may be used to provide network access to tenant VM replicas after partial
site failover. Alternatively, the SP can choose to use the network extension appliance for partial site
failover.

To learn more, see Network Resources for vCloud Director Replicas.

For information about how to perform these tasks, refer to the VMware vCloud Director documentation.

NOTE

The SP must disable VM discovery in VMware vCloud Director that is used to allocate replication
resources for tenants.

2. Configure Veeam Cloud Connect infrastructure in Veeam Backup & Replication:

d.

b.

Deploy the SP backup server. For details, see Deploying SP Veeam Backup Server.
Set up a TLS certificate. For details, see Managing TLS Certificates.

Deploy one or more cloud gateways or cloud gateway pools. For details, see Adding Cloud Gateways
and Configuring Cloud Gateway Pools.

Add the vCloud Director server to the backup infrastructure on the SP backup server. For details, see
the Adding VMware vCloud Director section in the Veeam Backup & Replication User Guide.

Create vCloud Director tenant account and assign to this tenant account replication resources that use
organization VDC as a back end. For details, see Configuring vCloud Director Tenant Account.
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NOTE

Steps a-c are not required if the SP already uses Veeam Backup & Replication to provide cloud
services to tenants, and the Veeam Cloud Connect infrastructure is set up on the SP side.

Tasks on Tenant Side

To work with VM replicas on a cloud host that uses vCloud Director resources as a back end, the tenant must
complete the following steps:

1. Set up the Veeam Cloud Connect infrastructure. To learn more, see Deploying Tenant Veeam Backup
Server and Connecting Source Virtualization Hosts.

This step is not required if the Veeam Cloud Connect infrastructure is already configured on the tenant
side.

2. Add the SP in the tenant Veeam backup console using credentials of the vCD organization administrator
account. For details, see Connecting to Service Providers.

3. Create a replication job targeted at a cloud host that uses an organization VDC as a back end. For details,
see Creating Replication Jobs.

4. In case one or more VMs in the production site become unavailable, the tenant can perform failover tasks
with VM replicas on the cloud host. To learn more, see Performing Full Site Failover and Performing Partial
Site Failover.
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Considerations and Limitations

Before you start using VMware vCloud Director in the Veeam Cloud Connect infrastructure, consider the
following prerequisites and limitations for vCloud Director support:

e Veeam Cloud Connect supports VMware vCloud Director versions 9.5 to 10.2.0.

e If you plan to add more than one vCloud Director server to the Veeam Cloud Connect infrastructure, make
sure that names of vCD organizations and organization user accounts are unique within all vCloud Director
servers. Configurations with multiple vCloud Director servers that have identical organization and
organization user account names are not supported.
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vCloud Director Tenant Account

To let the tenant create VM replicas in vCloud Director, the SP must register for this tenant a tenant account of
a specific type — a vCloud Director tenant account. When the SP registers a vCloud Director tenant account, the
SP permits the tenant to access vCloud Director organization resources from Veeam Backup & Replication. To
provide replication resources to an account of this type, in the properties of the account, the SP selects an
organization and its organization VDCs that will be available to the tenant as cloud hosts. This contrasts to the
similar scenario for a regular, or standalone, tenant account, for which replication resources are provided
through hardware plans.

The tenant with a registered vCloud Director tenant account has access to organization VDCs allocated to the
organization in vCloud Director. The tenant can use these organization VDCs as cloud hosts for VM replicas.
Tenants without vCloud Director accounts cannot create VM replicas on cloud hosts that utilize vCloud Director
resources of the SP.

One vCloud Director tenant account can use resources of one vCD organization only. The SP can allocate to the
tenant one or more organization VDCs of the same organization.

The tenant with a registered vCloud Director tenant account connects to the SP in the Veeam backup console
using credentials of the organization user account that has administrative rights in the organization. The SP
must create this user account in advance in the properties of the organization in vCloud Director. The account
must have the following permissions:

e General: Administrator Control
e General: Administrator View

e Group / User: View
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Cloud Repository for vCloud Director Tenant Accounts

As well as replication resources, the SP can allocate backup resources to a vCloud Director tenant account. For
accounts of this type, the Veeam Cloud Connect Backup scenario is the same as for standalone tenant accounts.
To learn more, see Veeam Cloud Connect Backup.

Tenants with vCloud Director tenant accounts can create the following types of backups in a cloud repository:
e VM backups.

e Machine backups created by Veeam Agent operating in the standalone mode. To learn more, see
Subtenant Accounts for vCloud Director Tenant Accounts.

Subtenant Accounts for vCloud Director Tenant Accounts

The SP can allow users on the tenant side to connect to the SP in Veeam Agent for Microsoft Windows or Veeam
Agent for Linux and create Veeam Agent backups in a cloud repository. To do this, the SP must create one or
more subtenant accounts for the vCloud Director tenant account.

The process of creating a subtenant account for a vCloud Director tenant account is similar to the same process
for a standalone tenant account. The only difference is that the SP selects from vCD organization user accounts
configured in vCloud Director instead of creating a new account. To create a subtenant account, the SP can use
any vCD organization user account that is not granted administrative rights in the organization.

NOTE

Veeam Backup & Replication does not support creating managed subtenant accounts for a vCloud Director
tenant account. Thus, a vCloud Director tenant cannot add Veeam Agent machines to backup policies
targeted at the cloud repository.
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Network Resources for vCloud Director Replicas

To allow tenant VM replicas created in vCloud Director to communicate to each other after partial site failover
or full site failover, the SP must configure the necessary number of networks in the properties of the
organization VDC that will be used as a target for tenant VM replicas. The tenant will be able to map source and
target networks in the properties of the replication job that creates VM replicas in vCloud Director.

In addition, the SP must provide tenant VM replicas in vCloud Director with network resources that enable
access to VM replicas over the network:

e From the production environment on the tenant side after partial site failover. To learn more, see Network
Resources for Partial Site Failover.

e From the internet after full site failover. To learn more, see Network Resources for Full Site Failover.

NOTE
Consider the following:

e The process of allocating network resources for VM replicas in vCloud Director differs from the same
process for VM replicas created on a cloud host provided to a tenant through a hardware plan. In the
regular Veeam Cloud Connect Replication scenario, network resources for tenant VM replicas are
provided through VLANs and public IP addresses reserved in the Veeam Cloud Connect
infrastructure. For more information, see Veeam Cloud Connect Replication.

e Veeam Backup & Replication does not map source networks to which production VMs are connected
to isolated vApp networks in vCloud Director.

Network Resources for Partial Site Failover

There are three scenarios for enabling communication between production VMs on the tenant source host and
VM replicas in vCloud Director after partial site failover:

e Using the NSX Edge gateway. In this scenario, the SP deploys the NSX Edge gateway on the SP side and
tenant side and configures the NSX edge gateway in vCloud Director. This scenario does not require
additional actions in Veeam Backup & Replication.

e Using an IPsec VPN connection. In this scenario, the SP configures an IPsec VPN connection between the
tenant side and SP side. This operation is performed in vCloud Director. This scenario does not require
additional actions in Veeam Backup & Replication.

e Using network extension appliances. In this scenario, the SP does not use vCloud Director resources to
enable network access to tenant VM replicas. Instead, the SP and tenant deploy network extension
appliances on their sides in the similar way as in the regular Veeam Cloud Connect Replication scenario:

o The SP deploys the SP-side network extension appliance at the process of creating a vCloud Director
tenant account. To learn more, see Configuring vCloud Director Tenant Account.

o The tenant deploys the tenant-side network extension appliance at the process of adding the SP in
the Veeam backup console. To learn more, see Connecting to Service Providers.
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For the scenario where production VMs and VM replicas in vCloud Director communicate through network
extension appliances after partial site failover, consider the following:

o To provide network resources to tenant VM replicas, the SP should use isolated organization VDC
networks.

o The Enable DHCP option must be disabled for organization VDC networks that will be used by tenant
VM replicas. This operation can be performed by the SP or tenant in vCloud Director.

o Incase Veeam Backup & Replication fails to detect a static IP address of a tenant VM during the
replication process, the SP or tenant must manually specify the IP address for the replica of this VM in
vCloud Director. In particular, Veeam Backup & Replication cannot detect an IP address of a Linux-

based VM.

Network Resources for Full Site Failover

To allow tenant VM replicas in vCloud Director to be accessed over the internet, the SP must configure an NSX
Edge gateway in vCloud Director.

To assign public IP addresses to tenant VM replicas after full site failover, the SP can create SNAT and DNAT
rules on the NSX Edge gateway. Alternatively, the SP can assign public IP addresses to tenant VM replicas using
pre-failover and/or post-failover scripts. To do this, the SP must create the scripts in advance and specify these
scripts in the cloud failover plan settings.

NOTE

In contrast to the regular Veeam Cloud Connect Replication scenario, the SP cannot use network extension
appliances to enable access to VM replicas in vCloud Director after full site failover.
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Partial Site Failover for vCloud Director Replicas

If one or more tenant VMs become corrupted, but the rest of the production site, including the most critical VMs
and Veeam Backup & Replication infrastructure, remain operative, the tenant can perform partial site failover.
With partial site failover, the tenant can quickly recover a corrupted VM by failing over to its replica on the cloud
host.

To establish a secure connection and enable communication between production VMs and VM replicas in vCloud
Director after partial site failover, the SP can use capabilities of vCloud Director or Veeam Backup & Replication.
To learn more, see Network Resources for vCloud Director Replicas.

Partial site failover for VM replicas created in an organization VDC is performed in the similar way as partial site
failover for VM replicas created on a cloud host provided through a hardware plan. The difference is that Veeam
Backup & Replication does not start network extension appliances on the SP and tenant sides if network
connectivity for tenant VM replicas is provided using an NSX Edge gateway or IPsec VPN connection.

Veeam Backup & Replication performs partial site failover for a VM replica created in vCloud Director in the
following way:

1. The tenant starts the partial site failover process for a VM in the tenant Veeam Backup & Replication
console.

2. Veeam Backup & Replication rolls back the VM replica on the cloud host to the required restore point. To
do this, it reverts the VM replica to the necessary snapshot in the replica chain.

3. Veeam Backup & Replication powers on the VM replica. The state of the VM replica is changed from
Normalto Failover. If the original VM still exists and is running, the original VM remains powered on.

4. [Optional] If the SP network extension appliance was deployed in the organization VDC that acts as a
cloud host, Veeam Backup & Replication powers on the network extension appliance VM in the
organization VDC and configures network settings on the appliance:

o Starts a VPN server on the network extension appliance to establish a secure VPN tunnel through the
cloud gateway to the appliance on the tenant side.

o Configures Proxy ARP daemon on the appliance so that the appliance can receive from the VM replica
ARP requests addressed to production VMs on the source host and send them to the tenant's network
extension appliance through the VPN tunnel.

5. Veeam Backup & Replication temporarily puts replication activities for the original VM on hold (until the
VM replica returns to the Normal state).
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6. [Optional] If the tenant network extension appliance was deployed on the source host, Veeam Backup &
Replication powers on the network extension appliance on the tenant side and configures network
settings on the appliance:

o Starts a VPN client on the network extension appliance and connects to the VPN server on the
network extension appliance on the SP side to establish a secure VPN tunnel through the cloud
gateway.

o Configures Proxy ARP daemon on the network extension appliance so that it can receive ARP requests
from production VMs addressed to the VM replica and send them to the network extension appliance
on the SP side through the VPN tunnel.

7. All changes made to the VM replica while it is running in the Failover state are written to the delta file of
the snapshot, or restore point, to which you have selected to roll back.

After the partial site failover operation completes, VMs on the tenant side communicate to the VM replica on
the cloud host.
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Full Site Failover for vCloud Director Replicas

When the whole tenant production site becomes unavailable because of a software or hardware malfunction,
the tenant can perform full site failover. In the full site failover scenario, all critical VMs fail over to their replicas
on the cloud host one by one, as a group.

Full site failover for tenant VM replicas in vCloud Director is in many regards similar to full site failover for VM
replicas created on a cloud host provided through a hardware plan. To perform full site failover to VM replicas in
vCloud Director, the tenant must create a cloud failover plan of a specific type — a vCloud Director failover plan.
To learn more, see Creating Cloud Failover Plans for vCloud Director Replicas.

In contrast to the regular full site failover process, full site failover to VM replicas in vCloud Director does not
involve usage of the SP network extension appliance. To allow tenant VM replicas to be accessed over the
internet, the SP must configure an NSX Edge gateway in vCloud Director. This operation must be performed in
advance, before the tenant or SP starts the full site failover operation.

Full site failover is performed in the following way:

1. The tenant starts a cloud failover plan using Veeam Cloud Connect portal (or asks the SP to start full site
failover using the SP Veeam Backup & Replication console).

2. Foreach VM in the cloud failover plan, Veeam Backup & Replication detects its replica. If some VMs in the
cloud failover plan have replicas that are already in Failoveror Failback state, Veeam Backup & Replication
suggests that they are processed with the cloud failover plan.

3. Thereplica VMs are started in the order they appear in the cloud failover plan within the set time

intervals.
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Requirements

This section covers the list of system requirements to the Veeam Cloud Connect infrastructure and describes
ports that must be open on backup infrastructure components.
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System Requirements

Make sure that servers on which you plan to deploy Veeam Cloud Connect infrastructure components meet
system requirements listed below.

Cloud Gateway

Hardware CPU- x86 or x86-64 processor.

Memory: OS requirements plus Cloud Gateway Service requirements. A single
connection from a tenant consumes around 512 KB of memory. 1 GB of memory in a
cloud gateway can be used to receive up to 2,000 concurrent connections.

Disk Space: 300 MB.
Network: 1 Gbps LAN.

0s 32-bit and 64-bit versions of the following operating systems are supported:
e Microsoft Windows Server 2022
Microsoft Windows Server 2019

e Microsoft Windows Server 2016

e Microsoft Windows Server Semi-Annual Channel (from version 1803 to version
20H2)

e Microsoft Windows Server 2012 R2

e Microsoft Windows Server 2012

e Microsoft Windows Server 2008 R2 SP1

e Microsoft Windows 10 (from version 1803 to version 21H17)
e Microsoft Windows 8.1

e Microsoft Windows 7 SP1

' This version is supported starting from Veeam Backup & Replication 11a (build 11.0.1.1261).

Veeam Backup Server

To learn about system requirements for Veeam backup servers deployed on the SP side and tenant side, see the
System Requirements section in the Veeam Backup & Replication User Guide.
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In addition to requirements listed in the Veeam Backup & Replication User Guide, the SP backup server must
meet the following requirements:

Hardware Memory: 8 GB RAM minimum, 16 GB RAM for installations with more than 100 parallel
tenant tasks.

The following recommendations help improve data processing performance for the SP backup server:

SQL Database It is recommended to use the following versions of Microsoft SQL Server installed on a
dedicated server:

e Microsoft SQL Server 2019 Standard or Enterprise Edition
e Microsoft SQL Server 2017 Standard or Enterprise Edition
e Microsoft SQL Server 2016 Standard or Enterprise Edition

For installations with more than 100 parallel tenant tasks, consider performance tuning. To learn more, see
Performance Tuning.

Cloud Repository

To learn about system requirements for backup repositories used as cloud repositories, see the System
Requirements section in the Veeam Backup & Replication User Guide.

WAN Accelerator

To learn about system requirements for WAN accelerators deployed on the SP side and on tenant side, see the
System Requirements section in the Veeam Backup & Replication User Guide.
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Performance Tuning

For high loads (about 100 parallel tasks), it is recommended that Veeam Cloud Connect service providers meet
the following requirements to provide stable operation:

1. Backup quotas should be created on a Windows based backup repository.
2. Make sure that all tenants run the latest version of Veeam Backup & Replication and Veeam Agents.
NOTE

For higher loads (300 parallel tasks and more), see guidelines on Veeam Community Forums.
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Used Ports

The following table describes network ports that must be opened to ensure proper communication of the
Veeam Cloud Connect infrastructure components.

To learn what ports are required for other Veeam Backup & Replication components in the Veeam Cloud
Connect infrastructure, see the Used Ports section in the Veeam Backup & Replication User Guide.

-

Cloud SP backup server 6169 Port on the SP backup server used to

gateway listen to cloud commands from the
tenant side. Tenant cloud commands are
passed to the Veeam Cloud Connect
Service through the cloud gateway.

TCP 8190, 8191 Port on the SP backup server used by
SP-side network redirector(s) to connect
to the Remote Access Console and
establish a Remote Desktop Connection

to tenant.
TCP 2500 to Port range used during transfer of the
5000 Veeam Service Provider Console agent

from the SP backup server to the tenant
backup server.

SP backup TCP 2500 to Default range of ports used as data

repository 3300 transmission channels. For every TCP
connection that a job uses, one port
from this range is assigned.

Note: This range of ports applies to
newly installed Veeam Backup &
Replication starting from version 10.0,
without upgrade from previous versions.
If you have upgraded from an earlier
version of the product, the range of
ports from 2500 to 5000 applies to the
already added components.
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SP backup proxy TCP 2500 to Default range of ports used as data
3300 transmission channels. For every TCP
connection that a job uses, one port
from this range is assigned.

For replication of Microsoft Hyper-V
VMs, the SP backup proxy resides on the
target Hyper-V host.

For replication of VMware vSphere VMs,
the role of the backup proxy can be
assigned to the backup server or another
machine in the Veeam backup
infrastructure.

Note: This range of ports applies to
newly installed Veeam Backup &
Replication starting from version 10.0,
without upgrade from previous versions.
If you have upgraded from an earlier
version of the product, the range of
ports from 2500 to 5000 applies to the
already added components.

Provider-side UDP 1195 Port used to establish secure VPN
network extension connection for network extension during
appliance partial site failover.

If a tenant has several IP networks,
additional odd ports should be opened
starting from 1195 — one port per
tenant's IP network.

For example, a tenant 7enantTreplicates
VMs that are connected to 3 IP
networks. In the Veeam Cloud Connect
infrastructure, the SP deployed a
network extension appliance for
Tenant]. In this case, the SP needs to
open between the network extension
appliance and the cloud gateway the
following ports: 7795, 7197, 7199.

WAN accelerator TCP 6165 Default port used for data transfer
between WAN accelerators.
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Veeam Service 9999 Port on the Veeam Service Provider
Provider Console Console server used to communicate
server with the tenant backup server.

Communication between tenant backup
servers and Veeam Service Provider
Console server goes through cloud

gateways.
SP backup Cloud gateway TCP 6160 Default port used by the Veeam Installer
server Service for deployment of the Veeam

Cloud Gateway Service and during
failover operations.

TCP 6168 Port on the cloud gateway used to listen
for cloud commands from the Veeam
Cloud Connect Service. The service
cloud commands from the Veeam Cloud
Connect Service are sent to set up,
delete and check the status of data
transport channels between tenants and
the cloud repository.

Provider-side TCP 22 Port used for communication with the
network extension network extension appliance.
appliance

ICMP — SP backup server needs access to the SP

network extension appliance over ICMP.

Domain TCP and 389 Port used for LDAP connections to
controller(s) UDP Active Directory domain controller(s) for
Active Directory tenants authentication.

TCP 636 Ports used for LDAPS connections to
Active Directory domain controller(s) for
Active Directory tenants authentication.

WAN accelerator TCP 6164 Controlling port for RPC calls.
SP backup Cloud gateway TCP and 6180 Port used for connections during the
repository uDP following operations:
(or gateway e Creating a replica from a cloud
server)

backup

e Replica seeding from a cloud
backup
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SP Veeam
Backup &
Replication
console

Tenant
backup
server

Backup
server

SP backup server

Cloud gateway

Tenant-side
network extension
appliance

Certificate
Revocation Lists

Endpoint used by
the Automatic Root
Certificates Update
component

Veeam Update
Notification Server
(dev.veeam.com)

Veeam License
Update Server
(autolk.veeam.com)

Backup server

10003
TCP and 6180
UDP
TCP 22
TCP 80 or 443
(most
popular)
TCP 443
TCP 80
TCP 443
TCP 10003

107 | Veeam Cloud Connect | Administrator Guide

Port used by the Veeam Backup &
Replication console to connect to the
backup server when managing the
Veeam Cloud Connect infrastructure.

Port on the cloud gateway used to
transport VM data from the tenant side
to the SP side (UDP is used only during
partial failover of a cloud replica).

Port used for communication with the
network extension appliance.

Tenant backup server needs access to
CRLs (Certificate Revocation Lists) of
the CA (Certification Authority) who
issued a certificate to the SP.

Generally, information about CRL
locations can be found on the CA
website.

Port used by the Automatic Root
Certificates Update component for
communication with the Windows
Update endpoint.

Applicable to Microsoft Windows 10 and
later, Microsoft Windows Server 2016
and later.

To learn more, see Microsoft Docs.

Default port used to download
information about available updates
from the Veeam Update Notification
Server over the internet.

Default port used for license auto-
update.

Port used for communication with the
Veeam Backup Service (locally on the
backup server).


https://docs.microsoft.com/en-us/windows/privacy/manage-windows-endpoints#certificates

-_

Provider-
side
network
extension
appliance

Cloud gateway

Tenant-side  Cloud gateway
network
extension
appliance

Tenant Cloud gateway
backup
proxy
(VMware
vSphere) or
Hyper-V
server / off-
host backup
proxy
(Microsoft
Hyper-V)

Tenant Cloud gateway
backup

repository

(Microsoft

Windows

server /

Linux server

/ gateway

server for

CIFS share)

Remote SP backup server

Access

1195
TCP and 6180
UDP
TCP and 6180
UDP
TCP and 6180
UDP
TCP 8191
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Port used to establish secure VPN
connection for network extension during
partial site failover.

If a tenant has several IP networks,
additional odd ports should be opened
starting from 1195 — one port per
tenant's IP network.

For example, a tenant 7enantTreplicates
VMs that are connected to 3 IP
networks. In the Veeam Cloud Connect
infrastructure, the SP deployed a
network extension appliance for
Tenant]. In this case, the SP needs to
open between the network extension
appliance and the cloud gateway the
following ports: 7795, 71197, 1199.

Port used to carry tenant VM traffic
from the tenant network extension
appliance to the SP network extension
appliance through the cloud gateway.

Port used for VM data transport to the
cloud repository by backup jobs.

Port used for VM data transport to the
cloud repository by backup copy jobs.

Port used for communication with the
Veeam Cloud Connect Service and SP-
side network redirector(s).



-

Console
(SP LAN)
TCP
Remote Cloud gateway TCP
Access
Console
(Internet)
Certificate TCP
Revocation Lists
Tenant Veeam Cloud TCP
desktop Connect Portal
computer or
portable
device
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9392

10003

6180

80 or 443
(most
popular)

6443

Port used for communication with the
Veeam Backup Service.

Port used for communication with the
Veeam Backup Service.

Default port used for communication
with the SP Veeam Cloud Connect
Service and SP-side network
redirector(s).

Remote Access Console needs access to
CRLs (Certificate Revocation Lists) of
the CA (Certification Authority) who
issued a certificate to the SP.

Generally, information about CRL
locations can be found on the CA
website.

Port used for accessing Veeam Cloud
Connect Portal by tenants.

Veeam Cloud Connect Portal is installed
on the SP Veeam Backup Enterprise
Manager server as an optional
component. It should be published on
the internet by the SP administrator.



Naming Conventions

Do not use Microsoft Windows reserved names for names of backup repositories, jobs, tenants and other objects
created in Veeam Backup & Replication: CON, PRN, AUX, NUL, COM1, COM2, COM3, COM4, COM5, COM®6,
COM7, COMS8, COM9, LPT1, LPT2, LPT3, LPT4, LPT5, LPT6, LPT7, LPT8 and LPT9. If you use a reserved name,
Veeam Backup & Replication may not work as expected. To learn more about naming conventions in Microsoft

Windows, see Microsoft Docs.
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https://msdn.microsoft.com/en-us/library/aa365247.aspx?f=255&MSPPError=-2147217396#naming_conventions

Licensing for Service Providers

Veeam Cloud & Service Providers (VCSPs) use rental licenses in the Veeam Backup & Replication infrastructure.
Veeam Software provides VCSPs with the following types of rental license:

e Veeam Cloud Connect license. Technically, the Veeam Cloud Connect license is the rental license with the
Cloud Connect Provider = Yes field in the license key file. The SP uses this type of license on the SP backup
server. The SP must not install this license on tenant backup servers. To learn more, see Offsite Backup
and Disaster Recovery (BaaS and DRaaS).

e Rental Veeam Backup & Replication license. The rental Veeam Backup & Replication license contains the
Cloud Connect Provider = No field in the license key file. The SP uses this type of license on tenant backup
servers in the Managed Service scenario. To learn more, see Managed Service.

Offsite Backup and Disaster Recovery (BaaS and DRaaS)

The Veeam Cloud Connect functionality allows the SP to provide offsite backup and disaster recovery services to
tenants. To enable the Veeam Cloud Connect functionality, the SP must install the Veeam Cloud Connect license
on the SP backup server. After that, the SP can configure the Veeam Cloud Connect infrastructure and provide
backup and replication resources to tenants.

Veeam Cloud Connect offers the following data protection scenarios:

e Backup as a Service (Veeam Cloud Connect Backup). This scenario is intended for tenants who have Veeam
Backup & Replication, Veeam Agent for Microsoft Windows or Veeam Agent for Linux deployed and want
to back up and copy machines to the cloud. In this scenario, Veeam products on the tenant side may have
any type of paid license installed. To learn more, refer to the product documentation on Veeam Help
Center.

e Disaster Recovery as a Service (Veeam Cloud Connect Replication). This scenario is intended for tenants
who have Veeam Backup & Replication deployed and want to replicate VMs to the cloud. In this scenario,
Veeam backup servers on the tenant side may have any type of paid license installed in Veeam Backup &
Replication. To learn more, see the Types of Licenses section in the Veeam Backup & Replication User
Guide.

In these scenarios, tenant machines processed in Veeam Backup & Replication consume instances in both
licenses: the Veeam Cloud Connect license and the license installed on the tenant backup server.

Tenant Side SP Side
N [ |
(=N
TenantLicense Veeam Cloud Connect
(Managed by tenant) License
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Managed Service (MSP Backup)

SPs can provide backup and replication services to tenants who want to protect data of their virtual or physical
machines and do not want to manage the Veeam backup infrastructure on their own account. In terms of Veeam
products, this scenario is referred to as Managed Service, and the SP providing services within this scenario is
referred to as Managed Service Provider (MSP). In this scenario, the SP deploys Veeam Backup & Replication
and/or Veeam Agents on the tenant side, configures and manages backup and replication jobs and charges
tenants for processing tenant machines. The SP typically performs these operations on-site or remotely using a
web-based Ul.

In the Managed Service scenario, in the Veeam products deployed on the tenant side, the SP must install a
Rental Veeam Backup & Replication license for the total number of instances for workloads that the tenant
plans to protect. In case the SP provides offsite backup and disaster recovery within this scenario, the Veeam
Cloud Connect license on the SP side and the Rental Veeam Backup & Replication license on the tenant side are
consumed according to the following rules:

e Tenant machines processed by backup jobs and backup copy jobs targeted at a cloud repository consume
the Rental Veeam Backup & Replication license and do not consume the Veeam Cloud Connect license. To
learn more, see Rental Machines Licensing.

e Tenant machines processed by replication jobs targeted at a cloud host consume both the Veeam Cloud
Connect license and the Rental Veeam Backup & Replication license.

Tenant Side 2P Side

R ] R

Rental Yeeam Backup & Replication Veeam Cloud Connect
License License
(Managed by 5F)
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Veeam Cloud Connect License

To enable the Veeam Cloud Connect functionality, the SP must install the Veeam Cloud Connect license on the
SP backup server. For SPs, the Veeam Cloud Connect functionality is licensed per instance. Instances are units
(or tokens) that the SP can use to protect tenant workloads. The SP must obtain a license for the total number
of instances that is sufficient to protect tenant workloads.

The SP can use instances in the license to protect tenant workloads of the following types:

e  (loud Connect VMs — VVMs backed up to a cloud repository by backup jobs configured in Veeam Backup &
Replication.

e  (loud Connect Replicas — V\Ms replicated to a cloud host by replication jobs configured in Veeam Backup &
Replication.

e (loud Connect Workstations — physical or virtual workstations backed up to a cloud repository by Veeam
Agent backup jobs configured Veeam Agent or Veeam Backup & Replication.

e  (loud Connect Servers — physical or virtual servers backed up to a cloud repository by Veeam Agent
backup jobs configured in Veeam Agent or Veeam Backup & Replication.

The Veeam Cloud Connect license is consumed by protected workloads. A protected workload is a virtual or
physical machine that has at least one restore point created by a tenant in the past 31 days. Every protected
workload consumes instances in the license. The number of instances that a workload requires depends on the
workload type. For more information, see Veeam Rental Licensing and Usage Reporting Guide.

This licensing model allows the SP to obtain a license with a certain number of instances without knowing in
advance what types of workloads tenants plan to protect.

Consider the following:

e Some other Veeam products (such as Veeam ONE and Veeam Service Provider Console) use the point term
for rental license units. One point consumed in a rental license installed in these products equals one
instance consumed in a rental license installed in Veeam Backup & Replication.

e The Veeam Cloud Connect license does not allow to back up and replicate VMs with the jobs configured on
the SP Veeam backup server. If the SP has used such scenario with previous versions of Veeam Backup &
Replication, they must follow the SP Veeam backup server split procedure. To learn more, see this Veeam
KB article.

e Combining regular Veeam backup infrastructure and Veeam Cloud Connect infrastructure on the same
backup server is supported only for the Veeam Cloud Connect for the Enterprise scenario. For more
information, see this Veeam webpage.

e If atenant has a Rental Veeam Backup & Replication license installed on the tenant backup server, Veeam
Backup & Replication does not consider tenant machines processed by backup and/or backup copy jobs as
protected workloads. Instead, Veeam Backup & Replication treats such machines as rental machines. In
contrast to protected workloads, rental machines consume the tenant license and do not consume the SP
license. To learn more, see Rental Machines Licensing.

e The SP can also obtain and install on the SP backup server a Free Veeam Service Provider Console license.
A license of this type is intended for SPs who want to use Veeam Backup & Replication only for Remote
Monitoring and Management with Veeam Service Provider Console or for offering Office 365 Backup as a
Service with Veeam Backup for Microsoft Office 365. For more information, see Veeam Rental Licensing
and Usage Reporting Guide.
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https://helpcenter.veeam.com/docs/vcsp/refguide/about.html

New Workloads

To provide more flexibility and introduce a trial period for tenant workload processing, Veeam Backup &
Replication offers the concept of new workloads. New workloads are workloads that were processed for the first
time within the current calendar month. For example, Veeam Backup & Replication processes 7 machines in
November. In December, Veeam Backup & Replication processes the same 7 machines plus 2 new machines. In
December, these 2 machines are considered as new workloads.

New workloads are counted separately from existing workloads and do not consume instances in the license
during the month when they were introduced. On the first day of the new month, the number of instances
related to new workloads is added to the total number of used instances, and the new instances counter is reset.
New workloads are included in a license usage report for informational purposes.

License Expiration

The Veeam Cloud Connect license period is set in accordance with the chosen licensing program.

To ensure a smooth license update procedure, Veeam Backup & Replication offers to the SP a 60-day grace
period after the license expires. Upon license expiration, the SP can process all tenant workloads for the
duration of the grace period.

During the grace period, Veeam Backup & Replication will show a warning that the SP needs to update the
license.

e During the first month of a grace period, a message box is displayed once a week when the Veeam Backup
& Replication console opens.

e During the second month, a message box is displayed each time the Veeam Backup & Replication console
opens.

After the grace period is over, tenant workloads are no longer processed. To continue using Veeam Backup &
Replication, the SP must purchase a new license.

The grace period is also valid for situations when the number instances used by tenant workloads exceeds the
total number of licensed instances. To learn more, see Exceeding License Limit.

Exceeding License Limit

In some situations, the number of used instances may exceed the license limit. For example, this may happen
when some machines are temporarily processed for testing reasons and stop being processed after some time.

For the Veeam Cloud Connect license, Veeam Backup & Replication allows the SP to manage up to 20 more
instances or 20% more instances (depending on which number is greater) than specified in the license, plus the
number of new instances from the previous calendar month. Consider the following examples:

e The licensed number of instances is 50, during the previous calendar month the SP processed 10 new
instances. In this case, the license limit may be exceeded by 30 instances — 10 new instances from the
previous month plus 20 instances (20 is greater than 10, which makes 20% of 50).

e The licensed number of instances is 200, during the previous calendar month the SP processed 10 new
instances. In this case, the license limit may be exceeded by 50 instances — 10 new instances from the
previous month plus 40 instances (40 makes 20% of 200 and is greater than 20).

Until the license limit is not exceeded for more than 20% or 20 instances, plus the number of new instances
from the previous month, Veeam Backup & Replication continues to process all protected workloads with no
restrictions. Newly added workloads are processed on the First In First Out basis when free license slots appear
due to older workloads no longer being processed.
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When the license is exceeded by more than 10% or 10 instances, Veeam Backup & Replication displays a
notification with the number of exceeded instances and the number of instances by which the license can be
further exceeded. Veeam Backup & Replication displays this warning once a week when backup console opens.

If the license limit is exceeded for more than 20% or 20 instances, plus the number of new instances from the
previous month, all workloads that use instances exceeding the licensed number plus the allowed increase are

no longer processed. Each time the backup console opens, Veeam Backup & Replication displays a notification
with the number of instances by which the license is exceeded.
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Rental Machines Licensing

Tenant machines backed up with a Rental Veeam Backup & Replication license installed on the tenant backup
server do not consume the Veeam Cloud Connect license installed on the SP backup server.

e If a tenant backs up a server or workstation with Veeam Agent that uses a rental license, the SP can host
cloud backups of that server or workstation with no additional license fee for Veeam Cloud Connect
Backup.

e Likewise, if a tenant backs up a VM with a Rental Veeam Backup & Replication license, the SP can host
cloud backups of that VM with no additional license fee for Veeam Cloud Connect Backup.

With this functionality, SPs who manage Veeam backup infrastructure on the tenant side can deliver a complete
managed backup service, including backup to the cloud, for a single license fee based on the protected machine
type, regardless of its size. There is no need to pay an additional license fee for Veeam Cloud Connect Backup.

Tenant machines are considered as rental machines in case the tenant creates a backup in a cloud repository of
the SP in the following way:

e Creates a VM backup with a backup job configured in Veeam Backup & Replication.
e Creates a backup of a physical or virtual machine with a Veeam Agent backup job.
e Creates a copy of a VM backup with a backup copy job configured in Veeam Backup & Replication.

e Creates a copy of a Veeam Agent backup with a backup copy job configured in Veeam Backup &
Replication.

Veeam Backup & Replication running on the SP backup server counts rental machines according to the following
rules:

e Rental machines do not consume the /nstances counter in the SP license.
e Rental machines are not included in monthly license usage reports for the SP license.

e Rental machines appear in tenant machine counts in the SP backup console and Veeam Cloud Connect
report.

For example, Tenant 7uses Veeam Backup & Replication and Veeam Agent for Microsoft Windows with rental
licenses installed to back up 2 VMs and 1 server to the cloud repository. 7enant 2 uses Veeam Backup &
Replication and Veeam Agent for Microsoft Windows with subscription licenses installed to back up 6 VMs and 2
servers to the cloud repository. In this case, the SP license will be consumed by 6 backed-up VMs and 2 servers
processed by 7enant 2. 2 VMs and 1 server processed by 7enant 7 will be considered as rental machines and will
not appear in the SP license.

In the tenant machine counts of the SP backup console, as well as in the SP Veeam Cloud Connect report, Veeam
Backup & Replication will display the total number of 8 backed-up VMs and 3 servers — the number of machines
processed by 7enant 2 plus the number of rental machines processed by 7enant 1.
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Rental Veeam Backup & Replication
License

For the MSP Backup scenario where the SP controls the Veeam Backup & Replication infrastructure on the
tenant side and manages tenant machines, the SP must install a Rental Veeam Backup & Replication license on
the tenant Veeam backup server. The Rental Veeam Backup & Replication licenseis a full license with the license
expiration date set according to the chosen rental program (normally from 1 to 12 months from the date of
issue) that can be automatically updated upon expiration. To learn more, see Updating Licenses.

The Rental Veeam Backup & Replication license is consumed by protected workloads. A protected workload is a
virtual or physical machine that has at least one restore point created by a tenant in the past 31 days.

With the Rental Veeam Backup & Replication license, Veeam Backup & Replication processes workloads of the
following types:

e Virtual Machines — V\Ms processed by backup and replication jobs configured in Veeam Backup &
Replication.

e Workstations — physical or virtual machines processed by backup jobs configured in the Workstation
edition of Veeam Agent for Microsoft Windows or Veeam Agent for Linux.

e Servers— physical or virtual machines processed by backup jobs configured in the Server edition of Veeam
Agent for Microsoft Windows or Veeam Agent for Linux.

Every protected workload consumes instances in the license. The number of instances that a workload requires
depends on the workload type. For more information, see Veeam Licensing Policy.

License consumption does not depend on the number of jobs that process protected workloads. For example, if
a tenant processes the same VM with multiple jobs, this VM is still considered as 1 protected workload.

Protected workloads are counted regardless of the type of jobs (backup or replication) that process these
workloads. For example, if a tenant processes the same VM with a backup job and a replication job, this VM is
considered as 1 protected workload.

New Workloads

To provide more flexibility and introduce a trial period for tenant workload processing, Veeam Backup &
Replication offers the concept of new workloads. New workloads are workloads that were processed for the first
time within the current calendar month. For example, Veeam Backup & Replication processes 7 machines in
November. In December, Veeam Backup & Replication processes the same 7 machines plus 2 new machines. In
December, these 2 machines are considered as new workloads.

New workloads are counted separately from existing workloads and do not consume instances in the license
during the month when they were introduced. On the first day of the new month, the number of instances
related to new workloads is added to the total number of used instances, and the new instances counter is reset.
New workloads are included in a license usage report for informational purposes.

License Usage with Multiple Veeam Backup Servers

The SP can install one Rental Veeam Backup & Replication license on multiple tenant Veeam backup servers.
When a license file is assigned to a Veeam backup server, this backup server receives an /nstallation ID. An
Installation /Dis a unique identifier that is used to track the fact of using the same license file on multiple
installations of Veeam Backup & Replication.
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A Rental Veeam Backup & Replication license installed on multiple tenant Veeam backup servers counts all
managed VMs that are processed on those backup servers. For example, if the SP installs a Rental Veeam
Backup & Replication license for 10 VMs on 2 different tenant backup servers, they can manage 10 VMs in total
(not 10 VMs for each tenant and 20 VMs in total).

NOTE

Rules for Rental Veeam Backup & Replication license usage on multiple backup servers may vary depending
on the region. For details, please contact your sales representative.

License Expiration

Veeam Backup & Replication offers a 60-day grace period to ensure a smooth license update procedure. Upon
license expiration, the tenant can use the Rental Veeam Backup & Replication license to process all workloads
for the duration of the grace period.

During the grace period, Veeam Backup & Replication will show a warning that the Rental Veeam Backup &
Replication license must be updated.

e During the first month of a grace period, a message box is displayed once a week when the Veeam Backup
& Replication console opens.

e During the second month, a message box is displayed each time the Veeam Backup & Replication console
opens.

After the grace period is over, tenant workloads are no longer processed. To continue using Veeam Backup &
Replication, the SP must obtain a new Rental Veeam Backup & Replication license.

Exceeding License Limit

In some situations, the number of used instances may exceed the license limit. For example, this may happen
when some machines are temporarily processed for testing reasons and stop being processed after some time.

For the Rental Veeam Backup & Replication license, Veeam Backup & Replication offers the 60-day grace
period. Within this period, the Rental Veeam Backup & Replication license allows the tenant to use up to 20
more instances or 20% more instances than specified in the license (depending on which resulting number of
instances is greater), plus the number of new instances from the previous calendar month.

Consider the following examples:

e Example 1. The licensed number of instances is 50, and during the previous calendar month the tenant
used 10 new instances.

In this example, the license limit may be exceeded by 30 instances. This number includes 10 new instances
from the previous month and 20 additional instances (20% of 50 licensed instances makes 10 instances,
and 20 is greater than 10).

e Example 2. The licensed number of instances is 200, and during the previous calendar month the tenant
used 10 new instances.

In this example, the license limit may be exceeded by 50 instances. This number includes 10 new instances
from the previous month and 40 additional instances (20% of 200 licensed instances makes 40 instances,
and 40 is greater than 20).
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Until the license limit is exceeded for more than 20% or 20 instances, plus the number of new instances from
the previous month, Veeam Backup & Replication continues to process all protected workloads with no
restrictions. Newly added workloads are processed on the First In First Out basis when free license slots appear
due to older workloads no longer being processed. When the license is exceeded by more than 10% or 10
instances, Veeam Backup & Replication displays a notification with the number of exceeded instances and the
number of instances by which the license can be further exceeded. Veeam Backup & Replication displays this
warning once a week when backup console opens.

If the license limit is exceeded for more than 20% or 20 instances, plus the number of new instances from the
previous month, all workloads that use instances exceeding the licensed number plus the allowed increase are
no longer processed. Every time the backup console opens, Veeam Backup & Replication displays a notification
with the number of instances by which the license is exceeded.

119 | Veeam Cloud Connect | Administrator Guide



Installing License

When you install Veeam Backup & Replication on the SP side, you must specify a path to the Veeam Cloud
Connect license file (LIC) that you have obtained from Veeam Software AG. If the SP manages tenant workloads,
you also need to install Veeam Backup & Replication on the tenant side and specify a path to the Rental Veeam
Backup & Replication license file. You can skip this step and install the license when the product is set up.

To view information about the currently installed license, select License from the main menu of the Veeam
Backup & Replication console.

To install a new license or change the license:
1. Open the main menu and select License.

2. Inthe License Information window, in the License tab, click Install and specify a path to the license file.

License Information

License Instances
License Information Install
Status Walid e e
Type Rental Update MNow
Edition Emterprise Plus
Create Report..
Support D 02067762
Licensed to Weearn Software Group GrbH
Cloud Connect Provider es
Instances
Package Backup
Instances 1000 {49 used + 10 new)
Expiration date 3172021 (39 days)
[ Update license automatically (enables usage reporting) Close
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Updating License

Veeam Cloud Connect license and Rental Veeam Backup & Replication license support automatic license update.
Instead of installing the license file manually after updates to the license, you can instruct Veeam Backup &
Replication to communicate with the Veeam licensing server, download the license file from it and install the
new license on the Veeam backup server.

IMPORTANT

Enabling license auto update activates Automatic License Usage Reporting. You cannot use license auto
update without automatic usage reporting.

The new license key differs from the previously installed license key in the license expiration date and support
expiration date. If you obtain a license for a new (for example, greater) number of instances, the Instances
counter in the new license also displays the new number of licensed instances.

To learn more about the automatic license update process, see the Updating License Automatically section in
the Veeam Backup & Replication User Guide.

By default, the automatic license update feature is deactivated. To enable it, do the following:

1. Open the main menu and select License.

2. Inthe License Information window, in the License tab, select the Update license automatically check box.
TIP

If you do not want to enable automatic license update, after you obtain a new license, you can click the
Update Now button to update the license manually.

License Information

License Instances
License Information Install
Shatus Walid e e
Type Rental Update MNow
Edition Emterprise Plus
Create Report..,
Support D 02067762
Licensed to Weearn Software Group GrbH
Cloud Connect Provider Yes
Instances
Package Backup
Instances 1000 (49 ysed + 10 new)
Expiration date 3172021 (39 days)
Update license automatically (zenables usage reporting) Close
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Reducing Number of Used Instances

The number of used instances in the Veeam Cloud Connect license can reduce for one of the following reasons:

e The SP removes a tenant account. As a result, all workloads of the tenant stop using instances in the
Veeam Cloud Connect license, and the number of instances used by the tenant workloads is revoked for
other tenants. To learn more, see Deleting Tenant Accounts.

e The SP resets the machine count for the tenant. As a result, the number of tenant machines stop using
instances in the Veeam Cloud Connect license, and the equal number of instances is revoked for this
tenant or other tenants. To learn more, see Resetting Tenant Machine Count.

e A tenant removes backups and replicas created for one or several machines on the cloud repository and
cloud host. As a result, the number of machines for which backups and replicas were deleted stop using
instances in the SP license, and the equal number of instances is revoked for this tenant or other tenants.
However, when a tenant runs a job that processes a machine for which backup and replica were deleted,
such a machine starts using instances in the license, and the number of used instances in the Veeam Cloud
Connect license increases.

To reduce the number of used instances in a Rental Veeam Backup & Replication license installed on a tenant
backup server, the SP can revoke the license from some instances. The revoke procedure does not differ from
the one for a regular per-instance license. To learn more, see the Viewing Licensed Objects and Revoking
License section in the in the Veeam Backup & Replication User Guide.
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Tenant Machine Count

Veeam Backup & Replication offers several ways to view information about protected tenant workloads —
machines processed by tenant jobs targeted at cloud repositories and cloud hosts.

e SP Veeam backup console. Veeam Backup & Replication displays the number of tenant machines whose
backups and replicas consume resources in the SP Veeam Cloud Connect infrastructure. The SP can view
the number of processed tenant machines in the Tenants node of the Cloud Connect view in the SP backup
console. To learn more, see Viewing Tenant Machine Count.

e License usage report. Veeam Backup & Replication displays the number of tenant machines that use
instances in the license in the license usage report. The SP can view monthly reports generated
automatically by Veeam Backup & Replication or generate the report manually when needed. To learn
more, see Managing License Usage Reports.

The SP can also use Veeam PowerShell and Veeam Backup Enterprise Manager RESTful API to obtain
information about processed tenant machines.

e Veeam PowerShell displays the total number of tenant machines (excluding rental machines and new
workloads) that have been processed by Veeam Backup & Replication in the past 31 days and use instances
in the license. To learn more, see the Get-VBRCloudTenant section in the Veeam PowerShell Reference.

e Veeam Backup Enterprise Manager RESTful API displays the number of backed-up VMs, replicated VMs,
backed-up servers and backed-up workstations per tenant. The number of rental machines and new
workloads is displayed separately for each tenant. To learn more, see the following sections in the Veeam
Backup Enterprise Manager RESTful API Reference:

o /cloud/tenants/{ID}

o (GET) /cloud/tenants/{ID}/freelicenseCounters

NOTE

If the SP manages the Veeam backup infrastructure using Veeam Service Provider Console, they can view
information about protected tenant workloads in Veeam Service Provider Console. For more information,
refer to the Veeam Service Provider Console documentation.

For example, if you use Veeam Service Provider Console RESTful API v2, see the following sections in the
Veeam Service Provider Console RESTful API Reference:

e GET /v2/tenants
e GET /v2/tenants/{tenantld}/licensing/cloudConnectUsage
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License Usage Reporting

The SP must periodically submit a license usage report. This process happens monthly, starting from the first
day of the month.

e For the Veeam Cloud Connect license, the SP reports the number of used instances (excluding instances
used by new workloads). The report also contains the license information and the number of machines
backed up and replicated per tenant. The report serves as a basis for issuing invoices for the Veeam Cloud
Connect rental program.

The report does not include rental machines. To learn more, see Rental Machines Licensing.

e For the Rental Veeam Backup & Replication license, the SP reports the number of used instances
(excluding instances used by new workloads). The report also contains the license information, the
number of processed machines (VMs, workstations and servers) and information about machines and jobs
that process these machines.

Veeam Backup & Replication allows the SP to submit license usage reports from the Veeam backup console.
Keep in mind, however, that license usage reporting through the product Ul does not replace other reporting
processes. For example, if the SP uses Veeam Service Provider Console to manage the Veeam backup
infrastructure, they collect license usage reports in Veeam Service Provider Console and submit reports using
the VCSP Pulse portal (or an aggregator reporting portal). For more information, see Veeam Rental Licensing
and Usage Reporting Guide.

Veeam Backup & Replication offers two methods of license usage reporting:

e Automatic reporting — the recommended usage reporting method. The method is used when license auto
update is enabled. To learn more, see Automatic License Usage Reporting.

e Manual reporting — the usage reporting method intended for Veeam backup servers that do not have
permanent connection to the internet. Manual reporting is used when license auto update is disabled. To
learn more, see Manual License Usage Reporting.

The SP can review and adjust the usage report before submitting it to Veeam. To learn more, see Managing
License Usage Reports.

NOTE

In the MSP Backup scenario, if the same Rental Veeam Backup & Replication licenseis installed on multiple
tenant backup servers, the SP must send individual license usage reports from each backup server. If
tenant backup servers are connected to Veeam Backup Enterprise Manager, a single report containing
license usage information from each backup server will be generated on the Veeam Backup Enterprise
Manager server. In this case, the SP must send information about the license usage from Veeam Backup
Enterprise Manager.

If the SP uses Veeam Service Provider Console to manage the Veeam backup infrastructure, they collect
license usage reports in Veeam Service Provider Console. To learn more, see Veeam Rental Licensing and
Usage Reporting Guide.

124 | Veeam Cloud Connect | Administrator Guide


https://helpcenter.veeam.com/docs/vcsp/refguide/about.html
https://helpcenter.veeam.com/docs/vcsp/refguide/about.html
https://helpcenter.veeam.com/docs/vcsp/refguide/about.html
https://helpcenter.veeam.com/docs/vcsp/refguide/about.html

Automatic License Usage Reporting

When license auto update is enabled for the Veeam Cloud Connect license or Rental Veeam Backup &
Replication license, license usage reporting is performed in the following way:

1.

Veeam Backup & Replication collects statistics on the current license usage and sends it periodically to the
Veeam License Update server on the web (autolk.veeam.com). The collected data includes information on
the maximum number of instances used over the past week (high watermark). New workloads and rental
machines are not included in the weekly statistics. The process runs in the background mode, once a week
at a random time and day.

On the first day of the new month (at 12:00 AM GMT), Veeam Backup & Replication generates a report
based on the current number of used instances. The report is saved to the Reports subfolder in the log
folder on the Veeam backup server. The default path to the folder is
$ProgramData%\Veeam\Backup\Reports.

NOTE
Consider the following:

e [For the Rental Veeam Backup & Replication license] If the backup server is connected to
Veeam Backup Enterprise Manager that is deployed on a dedicated server, the report is saved
to the log folder on the Veeam Backup Enterprise Manager server. The default path to the
folder is $ProgrambData%\Veeam\Backup\Reports.

e You can change the default path to the log folder with a registry key. For more information,
contact Veeam Customer Support. After you change the default path, license usage reports
will be saved to the new path.

e If the SP uses Veeam Service Provider Console to manage the Veeam backup infrastructure,
they collect license usage reports in Veeam Service Provider Console. For more information,
see Veeam Rental Licensing and Usage Reporting Guide.

Veeam Backup & Replication informs the SP about the generated report with the notification window in
the Veeam Backup & Replication console.

The SP can review, adjust if necessary and send the report to Veeam. The SP can also postpone the
sending of the report. To learn more, see Managing License Usage Reports.

If the SP doesn't send the report, on the eleventh day of the month, Veeam Backup & Replication will send
the report automatically.

Keep in mind that automatic license usage reporting does not replace manual reporting through the VCSP
Pulse portal (or an aggregator reporting portal). For more information, see Veeam Rental Licensing and
Usage Reporting Guide.

By comparing the number of instances in the monthly report with the automatically collected weekly statistics,
Veeam can make a decision on whether to allow license update for the SP. If the monthly usage report does not
deviate from the highest watermark value significantly, the SP license will be updated.
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Manual License Usage Reporting

When license auto update is disabled for the Veeam Cloud Connect license or Rental Veeam Backup &
Replication license, license usage reporting is performed in the following way:

1. On the first day of the new month (at 12:00 AM GMT), Veeam Backup & Replication generates a report
based on the current license usage. The report is saved to the Reports subfolder in the log folder on the
Veeam backup server. The default path to the folder is $Programbata%\vVeeam\Backup\Reports.

NOTE
Consider the following:

e [For the Rental Veeam Backup & Replication license] If the backup server is connected to
Veeam Backup Enterprise Manager that is deployed on a dedicated server, the report is saved
to the log folder on the Veeam Backup Enterprise Manager server. The default path to the
folder is $ProgrambData%\Veeam\Backup\Reports.

e You can change the default path to the log folder with a registry key. For more information,
contact Veeam Customer Support. After you change the default path, license usage reports
will be saved to the new path.

e |f the SP uses Veeam Service Provider Console to manage the Veeam backup infrastructure,
they collect license usage reports in Veeam Service Provider Console. For more information,
see Veeam Rental Licensing and Usage Reporting Guide.

2. Veeam Backup & Replication informs the SP about the generated report with the notification window in
the Veeam Backup & Replication console.

3. The SP can review, adjust if necessary and save the report locally for future submission. To learn more, see
Managing License Usage Reports.

IMPORTANT

In case of manual reporting, Veeam Backup & Replication does not automatically send monthly license
usage reports. The SP must send the report to Veeam before the day defined by the agreement with
Veeam or the Aggregator (if any is involved). The default day is the tenth day of the month.
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Managing License Usage Reports

On the first day of the month, Veeam Backup & Replication generates a license usage report. The report is based
on the current number of used instances. The SP can perform the following actions with the license usage
report:

e [For automatic reporting] Submit the license usage report to Veeam
e Review the license usage report

e Save the license usage report

e Adjust the number of processed VMs in the report

e Postpone the review of the report

The SP can also generate the report manually to view information about current license usage. To learn more,
see Generating License Usage Report.

Submitting License Usage Report

On the first day of the month, when you launch the Veeam Backup & Replication console, a window opens
notifying that the license usage report has been generated. The notification reflects the number of used
instances for the previous month. The notification also displays the number of days within which the report
must be submitted.

In case of automatic license usage reporting, you can submit the report immediately without review. To submit
the report, click Send.

NOTE

Submission of the license usage report from the Veeam Backup & Replication console is not available for
manual reporting.

Reviewing License Usage Report

You can review a license usage report before sending it to Veeam. To review a report:
1. Open the Monthly Usage Report window:

o [For automatic reporting] In the notification window informing that the report is generated, click
Review.

o [For manual reporting] In the notification window informing that the report is generated, click Review
Now.
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2. In the Monthly Usage Report window, check the number of reported instances.
o For the Veeam Cloud Connect license, the report contains the following data:

= License information: Veeam Backup & Replication edition, license expiration date, name of the
company to which the license was issued, support ID and installation ID.

= The number of instances used by each type of protected workloads (backed-up and replicated
VMs, workstations and servers) and the total number of used instances.

= For each type of protected workloads, the report displays the number of instances used by each
tenant.

= For each type of protected workloads, the report also displays the number of new objects that
are not included in the report.

Managed instances:
January 2021

License information

Editicn Enterprise Plus

Expiration Date 3/1/2021

Company Weeam Software Group GmbH

Support ID 02067762

Installation ID 25a42chf-a367-43d7-962d-b1d13d53a074

Summary

Cloud Connect (VMs)
Cloud Connect (Servers)
Cloud Connect (Replicas)

Cloud Connect (VMs) (15 instances)

ABC Company 5
QWE Systems 5
TechCoempanyOrg 5

Cloud Connect (Servers) (14 instances)

CQWE Systems 14

Cloud Connect (Replicas) (20 instances)

ABC Company 20

Mote: This report does not include 1 new VM added during the meonth.

Frint || Save A Send || Adjust || Cancel
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o For the Rental Veeam Backup & Replication license, the report contains the following data:

= License information: Veeam Backup & Replication edition, license expiration date, name of the
company to which the license was issued, support ID and installation ID.

= The number of instances used by each type of protected workloads (VMs, servers and
workstations) and the total number of used instances.

= For each type of protected workloads, the report displays information about processed machines
and jobs that process these machines.

= For each type of protected workloads, the report also displays the number of new objects that
are not included in the report.

Managed instances:
January 2021

License information

Editicn Enterprise Plus

Expiration Date 6/1/2021

Company Veeam Software Group GmbH

Support ID 02067762

Installation ID 635d8fc8-a45f-47c 1-bolf-b25kbeB2c0984

Webserver Backup 0173172021
Servers Replication 0173172021
Servers Replication 01/31/2021
DB Backup 0173172021

Servers (11 instances)

srvl2tech.local Windows Server Backup 0173172021

Frint || Save Az Send || Adjust || Cancel
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In case of automatic license usage reporting, you can submit the report immediately after review. To submit the
report, in the Monthly Usage Report window, click Send.

You can save the report to the specified folder. To learn more, see Saving License Usage Report.

If you want to change the number of reported VMs, you can adjust the report. To learn more, see Adjusting
License Usage Report.

Saving License Usage Report

If you perform manual license usage reporting, you must save the license usage report after review for future
submission. You can also save the report in case of automatic reporting, for example, to keep a copy of the
report in the desired folder. You can choose to save the report to a file in the PDF format or JSON format.

To save a license usage report:
1. Open the Monthly Usage Report window:

o [For automatic reporting] In the notification window informing that the report is generated, click
Review.

o [For manual reporting] In the notification window informing that the report is generated, click Review
Now.

2. In the Monthly Usage Report window, click Save As.
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3. Inthe Save As window, browse to the folder to which you want to save the report, specify a name and
format for the file of the report and click Save.

Managed instances:
January 2021

License information

Editicn Enterprise Plus

Expiration Date 3172021

Company Weeam Software Group GmbH

Support ID 02067762

Installation 1D 25342cbf-a367-43d7-962d-1d13d52a074

Summary
Cloud Connect (VMs)

Cloud Connect (Servers)
Cloud Connect (Replicas)

Cloud Connect (VMs) (15 instances)

ABC Company
QWE Systems
TechCompanyOrg

Cloud Connect (Servers) (14 instances)

QWE Systems 14

Cloud Connect (Replicas) (20 instances)

ABC Company 20

Maote: This report does not include 1 new WM added during the month,

Print | | Save A %‘ Send | | Adjust | | Cancel
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Adjusting License Usage Report

You can change the number of reported VMs before submitting a license usage report. The process of license
usage report adjustment differs depending on the type of license that you use — Veeam Cloud Connect license
or Rental Veeam Backup & Replication license.

Adjusting Usage Report for Veeam Cloud Connect License

You can reduce the number of VMs in a license usage report for the Veeam Cloud Connect license. You can
adjust the number of backed-up and replicated VMs individually for every tenant. For every change in the
report, you must specify a reason.

NOTE

In the monthly usage report, you cannot change the number of workstations and servers for which tenants
have created Veeam Agent backups in the cloud repository.

To adjust a report:
1. Open the Monthly Usage Report window:

o [For automatic reporting] In the notification window informing that the report is generated, click
Review.

o [For manual reporting] In the notification window informing that the report is generated, click Review
Now.

2. In the Monthly Usage Report window, click Adjust.

3. Inthe list of tenants, select the tenant for which you want to change the number of VMs and click Adjust.

By default, the list of tenants contains names of all tenant accounts whose VMs are included in the report.
To quickly find the necessary tenant, you can use the search field at the top of the window. You can also
select the tenant account from the drop-down list in the Tenants field.

4. In the displayed window, in the Count field, change the number of reported VMs.
5. In the Reason for change field, provide a reason for adjusting the number of reported VMs.

6. Click OK, then click Finish. The change will be reflected in the report.
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TIP
To reset changes introduced in the report, in the report adjustment window, click Reset.
Monthly Usage Report 2
Tenants:
Al tenants v| Q Type (0 an object name to searoh for
Tenant “ Type Count Mote Adjust
ABC Company Backup Q) 1
AEC Company Replica (VM) 2 oot
QWE Systems Monthly Usage Report -
CVE Systermns
TechCompanyQOrg Count: Reasan for change:
1 o1 |wCenter migratior]| |
| OK | | Cancel |
| Finish | | Cancel

Adjusting Usage Report for Rental License

You can remove specific managed VMs from a license usage report for the Rental Veeam Backup & Replication
license. When you remove a VM from the report, you can also remove this VM from all jobs to which this VM is
added. For every VM removal, you must specify a reason.

To adjust a report:
1. Open the Monthly Usage Report window:

o [For automatic reporting] In the notification window informing that the report is generated, click
Review.

o [For manual reporting] In the notification window informing that the report is generated, click Review
Now.

2. In the Monthly Usage Report window, click Adjust.

3. Inthe list of VMs, select the VM that you want to remove from the report and click Remove.

By default, the list of VMs contains all managed VMs included in the report. To quickly find the necessary
VM, you can use the search field at the top of the window. You can also select a job from the drop-down
list in the Jobs field to view a list of VMs added to a specific job.

4. In the Remove instance window, in the Type in a removal reason field, provide a reason for removing the
VM from the report.

5. Click OK, then click Finish. The change will be reflected in the report.
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TIP

To reset changes introduced in the report, in the report adjustment window, click Reset.

Monthly Usage Report 2

Jahbs:
&l jobs

W | Q Type (0 an object name to searoh for

Instance name™ lob narme Last processed Rermowve
apachel? OWVE Webserver Bac..,

123129

Type in a removal reason:
[Test ]

[0]8 | | Cancel

Finish | | Cancel
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Postponing License Usage Report Review

You can postpone the license usage report review. When you postpone the report review, Veeam Backup &
Replication will close the Monthly Usage Report notification window. Veeam Backup & Replication will display
this notification every time you open the Veeam Backup & Replication console until the report is sent to Veeam.

For automatic license usage reporting, if you do not send the report to Veeam within 10 days, Veeam Backup &
Replication will send the report automatically on the eleventh day of the month. If you perform manual
reporting, you must send the report before the day defined by the agreement with Veeam or your Aggregator (if

any is involved). The default day is the tenth day of the month.

To postpone the report review:

e [For automatic reporting] In the notification window informing that the report is generated, click
Postpone.

e [For manual reporting] In the notification window informing that the report is generated, click Postpone
Review.

Veeam Backup and Replication

Home

L 2 E ¥ =
= 7 EE @ = B 5 =
Eraas Ralmin | T6m0 Crman @y | fmms s | (e G
Job=  Job+  Job- Copyr Jobe =  Planv  Backup Backup

Primary Jobs Ausiliary Jobs Restore Actions

Home Q Type in an object name to search for All jobs

4 i Jabs Harne T Type Objects  Status  LastRun Last..  MetRun  Target Description

5 Tape %5 TenantBackupto Tape  BackuptoTape 2 (% co.  Justnow <Disabled> GFSMedia Poal 1 Backup of tenant data to the cloud repositery

4 E=: Backups
1 Tape
4 [ Replicas
Eb Ready
4[5 Last 24 Hours
[*} Running (1)
3 Success Monthly Usage Report
=
[st Failed Manthly usage report has been generated,
Mumber of managed instances for the previous month: 49,
Number of new instances for the previous month: 10.
Please review and submit the report within the next 9 days.

B Home
(Fa vackup nfrestructure

Tape Infrastructure

(%) Cloud Connect
i

[‘3@ Histarny

Connected to: localhost Build: 11 Enterprise Plus Edition License ] s remaining
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Generating License Usage Report

The SP can manually generate a license usage report. In contrast to periodic license usage reports that reflect
license usage for the previous calendar month, the manually generated report reflects license usage for the last
31 days prior to the time when the report was generated. The report helps the SP monitor current license usage:
the SP can generate a report on a specific day of the month, compare the current report with the previous
monthly report and predict license usage that will be reflected in the next monthly report.

The report displays information about current license usage in the similar way as the monthly usage report. The
report contains the following data:

e License information: Veeam Backup & Replication edition, license expiration date, name of the company to
which the license was issued and support ID.

e The number of instances used by each type of protected workloads (backed-up and replicated VMs,
workstations and servers) and the total number of used instances.

e For each type of protected workloads, the report displays the number of instances used by each tenant.

e For each type of protected workloads, the report also displays the number of new objects that are not
included in the report.

The SP cannot submit a manually generated license usage report to Veeam. This report is intended for
monitoring purposes only.

To generate a license usage report:
1. Open the main menu and select License.

2. Inthe License Information window, in the License tab, click Create Report.

License Information

License [GECTTEE
License Information Install
Status Walid Remawve
Type Rental Update MNowr
Edition Emterprise Plus
Support D 02067762
Licensed ta Weearm Software Group GrbH
Cloud Connect Provider es
Instances
Package Backup
Instances 1000 (52 used + 10 new)
Expiration date 3172021 (33 days)

Update license autormatically (enables usage reporting) Close
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Guide for Service Providers

The Veeam Cloud Connect Administrator Guide is intended for SPs who expose cloud repository resources and
provide disaster recovery as a service to their customers using the Veeam Cloud Connect functionality in Veeam
Backup & Replication. The Administrator Guide describes main tasks that the SP must take to set up the
necessary infrastructure and manage it, and provides information about licensing specifics for SPs.
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Getting Started with Veeam Cloud Connect
Backup

To provide Backup as a Service to tenants, the SP must set up the Veeam Cloud Connect Backup infrastructure.
As part of the configuration process, the SP must perform the following tasks:
1. Deploy the SP Veeam backup server.
Set up TLS certificates.
Create cloud gateways.
Configure cloud repositories.
[Optional] Configure target WAN accelerators.

Register tenant accounts.

N o v A WwN

Communicate information about the tenant account and gateway to all tenants who plan to connect to
the SP.

Once the SP has configured necessary components, tenants can add the SP to their Veeam Backup & Replication
consoles and use cloud repositories allocated to them in the SP Veeam Cloud Connect infrastructure.
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Getting Started with Veeam Cloud Connect
Replication
To provide Disaster Recovery as a Service through image-based VM replication to tenants, the SP must set up

the Veeam Cloud Connect Replication infrastructure.

Before the SP starts configuring the Veeam Cloud Connect Replication infrastructure, they must consider
limitations for hardware plans. Limitations apply to virtualization hosts whose resources the SP plans to expose
as a replication target to tenants. To learn more, see Adding Hardware Plans: Before You Begin.

As part of the configuration process, the SP must perform the following tasks:

—_

Deploy the SP Veeam backup server.

2. Set up TLS certificates.

3. Create cloud gateways.

4. Allocate VLANS for cloud networking.

5. Allocate a pool of public IP addresses for full site failover.

6. Configure hardware plans.

7. Specify credentials for network extension appliances.

8. [Optional] Deploy Veeam Cloud Connect Portal.

9. [Optional] Configure target WAN accelerators.

10. Register tenant accounts.

11. Communicate information about the tenant account and gateway to all tenants who plan to connect to
the SP.

NOTE

The SP can also allocate VMware vCloud Director resources as replication resources to the tenant. To learn
more, see vCloud Director Support.

Once the SP has configured necessary components, tenants can add the SP to their Veeam Backup & Replication
consoles and use cloud hosts allocated to them in the SP Veeam Cloud Connect infrastructure.
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Setting Up SP Veeam Cloud Connect
Infrastructure

As part of the Veeam Cloud Connect infrastructure configuration process, the SP can perform the following
tasks:

e Deploy the SP Veeam backup server.

e Manage TLS certificates.

e Add cloud gateways and cloud gateway pools.

e Configure cloud repositories.

e Configure hardware plans.

e Manage VLANSs.

e Manage public IP addresses.

e Manage network extension appliance credentials.
e Deploy Veeam Cloud Connect Portal.

e Configure target WAN accelerators.

e Register tenant accounts.

140 | Veeam Cloud Connect | Administrator Guide



Deploying SP Veeam Backup Server

To deploy the SP Veeam backup server, you must install Veeam Backup & Replication on a Microsoft Windows
server on the SP side.

The installation process of Veeam Backup & Replication in the Veeam Cloud Connect infrastructure is the same
as the installation process in a regular Veeam backup infrastructure. To learn more about system requirements,
required permissions and the installation process workflow, see the Deployment section in the Veeam Backup &
Replication User Guide.

In addition to requirements listed in the product documentation, the SP Veeam backup server must meet the
following requirements:

1. On the SP Veeam backup server, a Veeam Cloud Connect license must be installed. Other types of licenses
do not support the Veeam Cloud Connect functionality.

2. The SP Veeam backup server must have access to all components of the Veeam Cloud Connect
infrastructure deployed on the SP side. These include:

o Backup repositories that will be used as cloud repositories

o Managed servers that will be used for configuring replication resources (cloud hosts)
o Cloud gateways

o [Optional] Target WAN accelerators

3. If the SP plans to use Veeam Backup for Microsoft Office 365 to provide Mail Backup as a Service to
tenants, the SP must install Veeam Backup for Microsoft Office 365 on the SP backup server. The SP
backup server and Veeam Backup for Microsoft Office 365 backup proxy should be in the same (or trusted)
domain. For further information, refer to the Veeam Backup for Microsoft Office 365 User Guide.

IMPORTANT

It is recommended that the SP regularly creates encrypted backups of the SP Veeam backup server
configuration database. With the encryption option enabled, Veeam Backup & Replication will include in
the configuration backup passwords for tenant accounts created on the SP backup server. As a result, if the
configuration data becomes corrupted for some reason, after configuration restore, the SP will not have to
specify new passwords for registered tenant accounts.

To learn more, see the Creating Encrypted Configuration Backups section in Veeam Backup & Replication
User Guide.
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Managing TLS Certificates

The procedure of TLS certificate creation and management is performed by the SP on the SP Veeam backup
server.

When you deploy the Veeam Cloud Connect infrastructure, you must first specify what TLS certificate must be
used to establish a secure connection between parties. Veeam Backup & Replication offers the following options
for TLS certificates:

e You can use Veeam Backup & Replication to generate a self-signed TLS certificate. To learn more, see
Generating Self-Signed Certificates.

e You can select an existing TLS certificate from the certificates store. To learn more, see Importing
Certificates from Certificate Store.

e You canimport a TLS certificate from a file in the PFX format. To learn more, see Importing Certificates
from PFX Files.

NOTE

After you specify TLS certificate settings in the Veeam Cloud Connect infrastructure, when you launch the
Manage Certificate wizard once again, Veeam Backup & Replication also offers an option to keep the
currently used certificate. To do this, select the Keep existing certificate option at the Certificate Type step
of the wizard.

You can use this option to view certificate information such as name, expiration date, thumbprint and serial
number.

Generating Self-Signed Certificates

You can use Veeam Backup & Replication to generate a self-signed certificate for authenticating parties in the
Veeam Cloud Connect infrastructure.

To generate TLS certificates, Veeam Backup & Replication employs the RSA Full cryptographic service provider
by Microsoft Windows installed on the Veeam backup server. The created TLS certificate is saved to the Shared
certificate store. The following types of users can access the generated TLS certificate:

e User who created the TLS certificate
e LocalSystem user account
e Local Administrators group

If you use a self-signed TLS certificate generated by Veeam Backup & Replication, you do not need to take any
additional actions to deploy the TLS certificate on the tenants side. When the tenant adds the SP to Veeam
Backup & Replication, a matching TLS certificate with a public key is installed on the tenant Veeam backup
server automatically. During the procedure of SP adding, Veeam Backup & Replication retrieves the TLS
certificate with a public key from the SP Veeam backup server and saves this TLS certificate to the Veeam
Backup & Replication database used by tenant Veeam backup server. Veeam Backup & Replication gets the
saved TLS certificate from the database when needed.
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NOTE

When you generate a self-signed TLS certificate with Veeam Backup & Replication, you cannot include
several aliases to the certificate and specify a custom value in the Subject field. The Subject field value is
taken from the Veeam Backup & Replication license installed on the Veeam backup server.

To generate a self-signed TLS certificate:
1. Open the Cloud Connect view.

2. Click the Cloud Connect node in the inventory pane and click Manage Certificates in the working area. You
can also right-click the Cloud Connect node in the inventory pane and select Manage certificates.

3. At the Certificate Type step of the wizard, select Generate new certificate.

Certificate Type
Choose certificate to be used for encrypted 350 connection,

® Generate new certificate

Generate a new self-signed certificate that is verifiable with the thumbprint,
Generate Certificate

) Select certificate from the Certificate Store

Sumrna
& Use an existing certificate already present in the local Certificate Store of this sercer,

) Import certificate from a file

Select this option to import certificate from PFX file, The certificate will be automatically imported
into the local Certificate Store of this server,

< Previous | | Mext = | | Finish | | Cancel

143 | Veeam Cloud Connect | Administrator Guide



4. At the Generate Certificate step of the wizard, specify a friendly name for the created self-signed TLS
certificate.

- Generate Certificate
Cerificate . K . -
= Type in a friendly name for the self-signed certificate,

Certificate Type Friendly narme:
Weearn Software 8G Cloud Connect certiﬁcatel

The certificate created by this feature will not originate from a trusted cedification authaority (CA).
Cloud Connect users will be notified about this factwhen establishing the initial connection to yaur
service, and provided with the ability to verify the certificate with the thumbprint,

| < Previous | | Mext = | | Finish | | Cancel |

5. At the Summary step of the wizard, review the certificate properties. Use the Copy to clipboard link to
copy and save information about the generated TLS certificate. You can send the copied information to
your tenants so that they can verify the TLS certificate with the certificate thumbprint.
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6. Click Finish. Veeam Backup & Replication will save the generated certificate in the Shared certificate store
on the Veeam backup server.

- Summary
Cerificate

= Rewviews the results, and click Finish to exit the wizard,
L]

Certificate Type Sumrnary:

Marne: Veearn Software £G Claud Cannect certificate

Generate Certificate Issued to: Ch=Veearn Software, O=Veeam Software, OU=Yeeam Software
|ssued by: CH=Yeram Software, O=Yeram Software, OU=Veeam Software
Expiration date: 1/12/2027 12:13 AM

Thumbprint: 9D04F237F284D1F0BC155DB6023FACOSTFCEBEZF

Serial number: 105996851 F6805E0AATCDOARAITFFRIF

Copyto cliphoard

| < Previous | | Mext = | | Finish | | Cancel

Importing Certificates from Certificate Store

If your organization has a TLS certificate signed by a CA and the TLS certificate is located in the Microsoft
Windows Certificate store, you can use this certificate for authenticating parties in the Veeam Cloud Connect
infrastructure.

IMPORTANT

The account under which the Veeam Cloud Connect Service runs (by default, the Local System account)
must have access to the certificate private key. In the opposite case, the certificate will not be installed.

To select a certificate from the Microsoft Windows Certificate store:
1. Open the Cloud Connect view.

2. Click the Cloud Connect node in the inventory pane and click Manage Certificates in the working area. You
can also right-click the Cloud Connect node in the inventory pane and select Manage certificates.
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3. At the Certificate Type step of the wizard, choose Select certificate from the Certificate Store.

- Certificate Type
Cerificate L .
Choose certificate to be used for encrypted 350 connection,
L]

) Generate new certificate

Generate a new self-signed cerificate that is verifiable with the thumbprint,
Pick Certificate

5 (® Select certificate from the Certificate Store
urmma
£ Use an existing certificate already present in the local Cerificate Store of this sercer,

) Import certificate from a file

Select this option to import certificate from PR file, The certificate will be automatically imported
into the local Certificate Store of this server,

| % Previous | | Mext = | | Finish | | Cancel |

4. At the Pick Certificate step of the wizard, select a TLS certificate that you want to use. The certificate must
be installed in the Local Computen Personal certificate store. You can select only certificates that contain
both a public key and a private key. Certificates without private keys are not displayed in the list.

- Pick Certificate
Cerlificate . e . . .
Pick the existing certificate from local Certificate Stare of this server.
L]

Certificate Type Certificates:

Issued to Expiration Date Friendly Marne Issued by
|L-?E|AMB Corpany  12/29/2026 3:27 ... AMB S5L Certificate Werizon

|ﬁv Type in an object name to search for Q‘

< Prewvious | | MNext = | | Finish | | Cancel |
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5. At the Summary step of the wizard, review the certificate properties.

6. Click Finish to apply the certificate.

Importing Certificates from PFX Files

You can import a TLS certificate in the following situations:

e Your organization uses a TLS certificate signed by a CA and you have a copy of this certificate in a file of
PFX format.

e You have generated a self-signed TLS certificate in the PFX format with a third-party tool and you want to
import it to Veeam Backup & Replication.

IMPORTANT
Consider the following:

e The TLS certificate must pass validation on the SP Veeam backup server. In the opposite case, you
will not be able to import the TLS certificate.

e If a PFX file contains a certificate chain, only the end entity certificate will be imported.

To import a TLS certificate from a PFX file:
1. Open the Cloud Connect view.

2. Click the Cloud node in the inventory pane and click Manage Certificates in the working area. You can also
right-click the Cloud Connect node in the inventory pane and select Manage certificates.

3. At the Certificate Type step of the wizard, choose Import certificate from a file.

Manage Certificate -

Choose certificate to be used for encrepted 550 connection,

Caricae Certificate Type

Certificate Type ) Generate new certificate

Generate a new self-signed ceificate that is verifiable with the thumbprint,
Import Certificate

z () Select certificate from the Certificate Store
urmma
v Use an existing certificate already present in the local Certificate Store of this server,
® Import certificate from a file

Select this option to import certificate from PR file, The certificate will be autormatically imported
into the local Certificate Store of this server,
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4. At the Import Certificate step of the wizard, specify a path to the PXF file.

5. If the PFX file is protected with a password, specify the password in the field below.

fee— Import Certificate

EMIRCEl

Specify the PFX file to import certificate from, The certificate will be automatically imported into the local Certificate Store of
L this server,

Certificate Type Certificate: |C:\cert\AMB_cert.pf’x | | Browse..,

Password; ..........l |

Password is required only if this certificate was exported with the passuord
protection enabled,

| < Previous | | Mext = | | Finish | | Cancel |

6. At the Summary step of the wizard, review the certificate properties. Use the Copy to clipboard link to
copy and save information about the TLS certificate. You can send the copied information to your tenants
so that they can verify the TLS certificate with the certificate thumbprint.

7. Click Finish to apply the certificate.

What You Do Next

After installing a TLS certificate on the SP Veeam backup server, the SP can send the copied information about
the TLS certificate so that tenants can save the certificate thumbprint for TLS certificate verification.

This step can be performed in Veeam Cloud Connect infrastructure that uses a self-signed TLS certificate. If you
use a TLS certificate signed by a CA, skip this step. Signed TLS certificates are trusted without additional
verification.
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Adding Cloud Gateways

The procedure of cloud gateway configuration is performed by the SP on the SP Veeam backup server.

When you configure the Veeam Cloud Connect infrastructure, you must deploy at least one cloud gateway.
Cloud gateways are network appliances that route traffic between tenants' Veeam backup servers and SP cloud
infrastructure components. The role of a cloud gateway can be assigned to any Microsoft Windows server,
including the Veeam backup server.

You can deploy one or several cloud gateways. Several cloud gateways can be set up for scalability purposes, to
balance the traffic load in the Veeam Cloud Connect infrastructure.

Before You Begin

Before you add a cloud gateway, check the following prerequisites:
1. The server that will perform the role of a cloud gateway must meet the following requirements:
o The cloud gateway can be a physical or virtual machine.
o The cloud gateway must run Microsoft Windows OS.
To learn more, see System Requirements.

2. ATLS certificate must be installed on the SP Veeam backup server.
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Step 1. Launch New Gateway Wizard

To launch the New Cloud Gateway wizard, do one of the following:

e Open the Cloud Connect view. Click the Cloud Connect node in the inventory pane and click Add Cloud
Gateway in the working area.

e Open the Cloud Connect view. Click Add Cloud Gateway on the ribbon.

e Open the Cloud Connect view. Right-click the Cloud Gateways node in the inventory pane or right-click
anywhere in the working area and select Add cloud gateway.

Veeam Backup and Replication

Cloud Connect

rERERSOQ

Add  AddHardwere  Add Cloud Manage | Manage Manage
Tenant~  Plan - Gateway Certificates  VLANs Public IPs

Manage Tenants Manage Infrastructure | Manage Networking

Cloud Connect
— Manage Certificates

# iret sten of ecoming a Veeam Cloud Connect service provider is to specify an $SL certificate for secure communication with your clients.

A A £F Addtenant v ting certificat d by a trusted auth t If-signed certificaty
> B3 Cloud Gatewsys | & BN existing certificate issued by a trusted authority, or generate a new self-signed certificate.
> ] Gateway Pacls E®  add hardware plan... 3
25 Tenants Y Add cloud gateway... hateway
> [31 Backup Storage T Manage certificates... cify an SSL certificate, create at least one Cloud Gateway. This component encapsulates network traffic between customer and
> R Replica Resources @ Manage VLANS.. der Veeam components to a single port. Create multiple Cloud Gateways for high availability and load balancing.
[ Repl iles
1% ReplicaorgwDCs |
> B Replicas @ Manage public [P addresses.. Standalone Account | Active Directory User | vCloud Director Account
> f; Last 24 Hours Maintenance mode r more tenant accounts. You can create standalone accounts and use the built-in authentication, or re-use existing Microsoft

Active Directery and VMware vCloud Director user accounts to have the tenant authentication performed by those systems instead.

A Home

@E‘g Backup Infrastructure
Tape Infrastructure
(), Cloud Connect

g Hisory

Connectedto: localhost  Build: 11.0.0.825  Enterprise Plus Edition  License expires: 49 days remaining
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Step 2. Choose Server

At the Name step of the wizard, specify settings of a server that will be used as a cloud gateway.

1. From the Choose server list, select a Microsoft Windows server that will perform the role of a cloud
gateway. You can select any server added to Veeam Backup & Replication or assign the cloud gateway role
to the Veeam backup server itself.

If the server is not added yet, click Add New to open the New Windows Server wizard.

2. Inthe Description field, provide a description for the cloud gateway. The default description contains
information about the user who added the cloud gateway, date and time when the cloud gateway was
added.

3. Inthe External port field, specify a TCP/IP port over which tenant Veeam backup servers will communicate
with the cloud gateway. By default, port number 6180 is used.

Mame
Choose a Microsoft Windows server to set up cloud gateuvay service on, We recomrmend that you set up multiple cloud
gatevvays for high availability and automatic load balancing,

Choose server:

172,24.30120 v| | Add Mews,,

Metwrarking
Cescription:

Review by Cloud Gateway]

Apply

Surnmary

External port: 6130

TCR/UDP part for external cannedtions, All traffic bebween you and wour users will go thraugh this port,
Your wsers will need to specify thiz portwhen establizhing the initial connedction to your senice,

< Previous | | et = | | Finish | | Cancel
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Step 3. Specify Networking Settings

At the Networking step of the wizard, select the network mode that will be used by the cloud gateway to
communicate with Veeam backup servers on tenants' side.

You can choose between two network modes: direct mode or NAT mode.

e If a cloud gateway has a direct network connection to Veeam backup servers on tenants' side, select This
server is connected directly to the internet. From the NIC list, select a network interface card on the cloud
gateway that will be used to communicate with tenants' Veeam backup servers.

e If acloud gateway is located in the local network behind the NAT gateway:
a. Select Located behind NAT or uses external DNS name.
b. In the DNS name field, specify a DNS name of the NAT gateway.

c. Inthe Internal port field, specify a port on the local network behind the NAT used for listening to
connections from tenants. By default, port 6180 is used.

d. On your NAT gateway, configure the port forwarding rule for TCP and UDP protocols: from an
incoming port (specified in the External port field at the previous step of the wizard) to the port on
the local network used for listening to connections (specified at the Incoming port field at this step of
the wizard). For example, if you use default port number values, you must configure the following
port forwarding rule: from port 6780 to port 6180.
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NOTE
Mind the following:

e If you use a TLS certificate verified by a CA to establish a secure connection between Veeam Cloud
Connect infrastructure components, it is recommended that you choose 7#his server is located behind
NAT network mode for all cloud gateways, including those that have direct network connection to
the internet. To learn more, see Network Settings with Verified TLS Certificates.

e Each cloud gateway must have its own public IPv4 address, regardless of whether the IP address is
directly configured on the cloud gateway itself (direct mode) or with a firewall in front of it (NAT
mode). To resolve a public DNS name to each IP address, the SP must create on the DNS server a
separate A record for each IP address. Configurations with one DNS record for multiple IP addresses
are not supported.

e Public DNS names (recommended) or IP addresses of all cloud gateways must be accessible to all
tenants and subtenants who work with the SP. Some of the cloud gateways may be temporarily
unavailable, for example, due to a failure or for maintenance purposes. However, it is not
recommended that one or more IP addresses of a cloud gateway are permanently available only to
the limited number of tenants. Such configuration may impact performance of jobs created by
tenants and subtenants.

Metworking
Specify hour this server is connected to the Internet,

(® This server is connected directly to the Internet
Select network adapter (MIC) connected to the internet:

|1?2.24.30.120(Ethemet0) v

) Located behind NAT or uses external DNS name (recom mended)

Type it the external DMNS name, Port foraarding rule must be set up on the MAT to forward network
traffic frorm the external port to the internal port specified below,

DME name: |

Internal port:

< Previous | | Text = | | Finish | | Cancel
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Network Settings with Verified TLS Certificates

If you use a verified TLS certificate in your Veeam Cloud Connect infrastructure, it is recommended that you
configure a cloud gateway in the following way:

1. DNS names of all cloud gateways in Veeam Cloud Connect infrastructure must be associated with the
verified TLS certificate.

2. Forall cloud gateways, specify the following network settings in the New Cloud Gateway wizard:
a. Select Located behind NAT or uses external DNS name.

b. In the DNS name field, specify an external DNS name of the cloud gateway (in case of direct
connection) or a DNS name of the NAT gateway (if a cloud gateway is located behind the NAT
gateway).

c¢. Inthe Internal port field, specify a port used for listening to connections from tenants:

= |f a cloud gateway has a direct connection to the internet, specify the same port that was
specified in the External port field at the previous step of the wizard. By default, port 6180 is
used.

= |f a cloud gateway is located in the local network behind the NAT gateway, specify the same
port that is specified in the port forwarding rule on your NAT gateway.
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Step 4. Review Cloud Gateway Settings

At the Review step of the wizard, review the components that will be installed on the cloud gateway server.

Review
% Please review the required actions,

Mame The following components will be processed:

Component namme Shatus
Metwarking Cloud Gateway weill be installed

After you click &pply missed components will be installed on the target host,

< Previous | | Apply | | Finish | | Cancel
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Step 5. Assess Results

At the Apply step of the wizard, Veeam Backup & Replication will install the components on the cloud gateway
server. Wait for the required operations to complete and click Next to continue.

Apply
% Please wait while we are setting up this cloud gateway,

Mame hessage Duration
() Starting saving job 00002
() Creating terporary falder

Metwarking

(2 Package VeeamGateSve.msi has been uploaded
(2 Installing package Claud Gateway

Rewiewy

() Deleting termparary folder

() Registering client 3RW13 for package Claud Gateway

(2 Discovering installed packages

(2 2l required packages have been successfully installed

(2 Checking Cloud Gate service state

() Creating canfiguration database recards for Claud Gateway
(2 Restarting Cloud Gate service

() Creating canfiguration database recards for installed packages
(2 Cloud Gateway created successfully

< Previous | | Mext = | | Finish | | Cancel
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of cloud gateway configuration.
1. Review the information about the added cloud gateway.

2. Click Finish to exit the wizard.

Summary
% Rewiew the results, and click Finish to exit the wizard,

Marme Summary

bicrosoft Windaows server '172,24.30,120 was successfully created,
Metwarking 0% version: Microsoft Windows Server 2012 R2 Standard 64-bit (6.3.9600 build: 96000,
User: appsredThadministrator
Elzfizss Hardwvare info:
Chassis type: Wirtual (Whdweare)
Cores count: 4
Components:
Cloud Gatewway using port 6168
Installer using port 6160
Transport using port &16:2

Apply

< Previous | | et = | | Finish | | Cancel
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Configuring Cloud Gateway Pools

The procedure of cloud gateway pool configuration is performed by the SP on the SP Veeam backup server.

You can organize cloud gateways deployed in the Veeam Cloud Connect infrastructure into cloud gateway
pools. Usage of cloud gateway pools allows you to assign dedicated cloud gateways to specific tenants.

You can configure one or more cloud gateway pools in the Veeam Cloud Connect infrastructure. Each cloud
gateway pool can contain one or more cloud gateways.

Before You Begin

Before you configure a cloud gateway pool, check the following prerequisites:
1. A TLS certificate must be installed on the SP Veeam backup server.

2. Cloud gateways that you want to add to the cloud gateway pool must be deployed in the Veeam Cloud
Connect infrastructure.
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Step 1. Launch New Gateway Pool Wizard

To launch the New gateway pool wizard, do one of the following:

e Open the Cloud Connect view. Click the Gateway Pools node in the inventory pane and click Add Gateway
Pool on the ribbon.

e Open the Cloud Connect view. Right-click the Gateway Pools node in the inventory pane and select Add
gateway pool.

Veeam Backup and Replication

Gateway Pool

Add Gateway Edit Gateway  Remove
Pool Pool Gateway Pool
Manage Cloud Gateway Pools
Cloud Connect
Hame T Description
4 (%) Cloud Connect
> A4 Cloud Gateways
> Gateway Pools
ol ¥ =% Add gateway pool... s
£ Tenants .
> [Z1 Backup Storage
> BT Replica Resources
p
[ Replica org wDCs
> EP Replicas
> [ Last 24 Hours

@ Home

(?E"g Backup Infrastructure
Tape Infrastructure
(1L Cloud Connet

[‘3@ Histarny

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 49 days remaining
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Step 2. Specify Cloud Gateway Pool Name and Description

At the Name step of the wizard, specify a name and description for the cloud gateway pool.
1. In the Name field, specify a name for the cloud gateway pool.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who added the cloud gateway pool, date and time when the cloud gateway
pool was added.

Mame
:-. Gateway pools allow assigning groups of cloud gateways to tenants, For example, you can have a pool of gateways for Internet

connected tenants, and a separate pool for MPLS connected tenants,

MNarme:
Cloud Gateway Pool M

Cloud Gateway's o
Description:

Cloud gateway poal for TechCaormpary]

Surnmary

< Previous | | Mext = | | Finish | | Cancel
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Step 3. Select Cloud Gateways

At the Cloud Gateways step of the wizard, from the Cloud gateways list, select one or more cloud gateways that
you want to add to the cloud gateway pool.

NOTE

The Cloud gateways list contains cloud gateways that are not added to any cloud gateway pool yet. Cloud
gateways that are already added to a cloud gateway pool are not displayed in the list. You cannot add a
cloud gateway that is a part of a cloud gateway pool to another cloud gateway pool

Cloud Gateways
i-. Select cloud gateways to add to the created gateway poal,

Marne Cloud gateways:

Marme

[[]172.24.30.114
[w] 172.24.30.116
[w] 172.24.30.120

< Previous | | Mext = | | Finish | | Cancel
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of cloud gateway pool configuration.
1. Review the information about the added cloud gateway pool.

2. Click Finish to exit the wizard.

Summary
i-. Rewiew the applied gatewsay pool settings, and click Finish to exit the wizard,

Marmz Summary
Iloud Gateway Paal 01 was successfully created.

Cloud Gateway's

< Previous | | et = | | Finish | | Cancel

What You Do Next

After you create a cloud gateway pool, you must do the following:

1. Assign the created cloud gateway pool to the tenant in the properties of the tenant account. To learn
more, see Specify Bandwidth Settings.

2. Pass to the tenant a DNS name or IP address of one or more cloud gateways added to the cloud gateway
pool.

Only those tenants to whom the cloud gateway pool is assigned can use cloud gateways added to this cloud
gateway pool. Other tenants will be able to use individual cloud gateways that are not added to any cloud
gateway pool.
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Configuring Cloud Repositories

You can configure one or several backup repositories in your backup infrastructure and use them as cloud
repositories.

A cloud repository is a regular backup repository configured on the SP side. When the SP creates a tenant
account, the SP can assign a storage quota (allocates some amount of storage space) on this backup repository
for the tenant. The tenant can be assigned different quotas on different backup repositories. As soon as the
tenant connects to the SP, Veeam Backup & Replication retrieves information about all quotas for this tenant
and displays a list of available cloud repositories in the tenant backup infrastructure.

You can use the following types of backup repositories as cloud repositories:
e Microsoft Windows server with a local or directly attached storage
e Linux server with local, directly attached or mounted NFS storage

e CIFS (SMB) or NFS shared folder

Keep in mind that NFS share backup repository is supported starting from Veeam Backup & Replication 10.
Tenants who run earlier versions of the product cannot create backups in backup repositories of this type.

e Deduplicating storage appliance: Dell EMC Data Domain, ExaGrid and Quantum DXi
e Scale-out backup repository
You can use a simple backup repository and/or scale-out backup repository as a cloud repository.

The configuration process for backup repositories in the Veeam Cloud Connect infrastructure does not differ
from the same process in a regular Veeam backup infrastructure. To learn more, see Adding Backup Repositories
and Adding Scale-Out Backup Repositories sections in the Veeam Backup & Replication User Guide.

IMPORTANT

When the SP exposes a new simple backup repository as a cloud repository, the SP should make sure that
the location of this repository does not appear to be a subfolder of another backup repository location. For
example, if the SP has already specified the £ : \Backups folder as a location of a backup repository, the
SP must not configure other backup repositories in the following locations: E: \Backups\Tenants,
E:\Backups\Cloud, and so on. After a tenant or the SP performs a rescan operation for a backup
repository configured in this way, information about tenant backups in the configuration database on the
SP backup server will become corrupted.
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NOTE

Veeam Backup & Replication does not apply the Limit maximum concurrent tasks option to backup
repositories used as cloud repositories. For Veeam Cloud Connect Backup, the maximum allowed number
of concurrent tasks is defined per tenant in the properties of the tenant account. For details, see Specify

Bandwidth Settings.

Tenant

Add Delete  Report
Tenant - e De
Manage Tenants Details Remote Access
Cloud Connect Q) Type in an object name to search for
4 (# Cloud Connect Harne New Tenant X fresu Expiratior...
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£ Tenants 5, techijohn.smith o5 Hever
> [Fi Backup Storage ) techwilliam fox Set Quota - &s3 Hever
> EF Replica Resources 2, TechCompanyirg Tenant ess Never
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> £ Replicas BEACHE [6mega Cloud Repository | 5
> [ Last 24 Hours _ Specify 2 friendly repasitary name that will be shown to the user. =
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Configuring Hardware Plans

To expose cloud hosts to tenants, you must configure one or more hardware plans in the Veeam Cloud Connect
infrastructure.

A hardware plan is a set of computing, storage and network resources in the SP virtualization environment that
the SP can expose as a target for tenant VM replicas. When the SP creates a tenant account, the SP can
subscribe the tenant to a hardware plan. The tenant can be subscribed to different hardware plans that utilize
resources on different SP's virtualization hosts.

For tenants, hardware plans appear as cloud hosts on which tenants can create VM replicas. As soon as the
tenant connects to the SP, Veeam Backup & Replication retrieves information about all hardware plans to which
the SP subscribed this tenant and displays a list of cloud hosts that become available in the tenant backup
infrastructure.

You can configure hardware plans on the following virtualization platforms:
e VMware host or cluster

e Hyper-V host or cluster

Adding Hardware Plans

You can configure one or several hardware plans in your Veeam Cloud Connect infrastructure.

Before You Begin

Before you add a new hardware plan, check the following prerequisites:
1. A TLS certificate must be installed on the SP Veeam backup server.

2. Virtualization hosts that will provide resources to tenants through a hardware plan must be added to the
backup infrastructure.

3. The process of configuring a hardware plan differs depending on virtualization environment — VMware
vSphere or Microsoft Hyper-V. As a result, separate wizards are used to configure hardware plans for
different virtualization environments:

o The New VMware Hardware Plan wizard — to configure a VMware hardware plan.

o The New Hyper-V Hardware Plan wizard — to configure a Hyper-V hardware plan.

The description of a hardware plan setup process is illustrated primarily with the figures from the New
VMware Hardware Plan wizard. However, all the described steps except for those specified, are the same
for configuring both VMware and Hyper-V hardware plans.

4. Itis recommended that you plan network resources in advance and configure a range of VLANs that will be
reserved for Veeam Cloud Connect Replication before configuring a hardware plan. To learn more, see
Managing VLANSs.
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Limitations for VMware Hardware Plans

To configure a VMware hardware plan that will use resources of a vCenter Server cluster, you must use the
Enterprise or Enterprise Plus edition of the VMware vSphere infrastructure. DRS functionality must be enabled
on the vCenter Server cluster. Standard VMware vSphere edition does not support creating resource pools in

clusters.

This limitation does not apply to standalone ESXi hosts managed by vCenter Server.

Limitations for Hyper-V Hardware Plans

Before you add a new Hyper-V hardware plan, consider the following limitations:

e Standalone Hyper-V hosts that run Nano Server installations of the Microsoft Windows Server 2016 OS
cannot be used for configuring hardware plans.

e The following types of Hyper-V clusters are not supported for exposing resources through hardware
plans:

o Clusters with server nodes that run Nano Server installations of the Microsoft Windows Server 2016
0S

o Clusters with the Cluster Operating System Rolling Upgrade feature enabled
o Multi-domain and Workgroup Clusters

e After you subscribe a tenant to a Hyper-V hardware plan, you cannot rename the virtual switch in
Microsoft Hyper-V infrastructure that is used by VM replicas. If you rename the virtual switch, replication
jobs targeted at the cloud host that use the renamed virtual switch will fail.

e Usage of a Microsoft SMB3 shared folder as a storage for VM replicas is not supported in the Veeam Cloud
Connect infrastructure.
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Step 1. Launch New Hardware Plan Wizard

To launch the New VMware Hardware plan or New Hyper-V Hardware plan wizard, do one of the following:

Open the Cloud Connect view. Click Add Plan on the ribbon and select VMware vSphere or Microsoft

Open the Cloud Connect view. Click the Replica Resources node in the inventory pane, click Add Plan on

Hyper-V.
the ribbon and select VMware vSphere or Microsoft Hyper-V.

anywhere in the working area and select Add hardware plan
Microsoft Hyper-V.

Veeam Backup and Replication

Hardware Plan

Manage Hardware Plans

Cloud Connect
Marne T CPL (GHz) Mernory (GB)  Storage (TE) Hetwar..
4 (%) Cloud Connect
>[4 Cloud Gateways
> 7] Gateway Pools
£ Tenants
=
> 2 Backup Storage

> E7 Replica Resources

b MwarewSphere.. |

Fie Microsoft Hyper-v..

'

|LE" £dd hardware plan...

[ Replica org wDCs
> EF Replicas
> [ Last 24 Hours

@ Home
(?E"g Backup Infrastructure

Tape Infrastructure

(1L Cloud Connet

[ History
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Subscri..

Open the Cloud Connect view. Right-click the Replica Resources node in the inventory pane or right-click

> VMware vSphere or Add hardware plan >

Platform  Description

License expires: 49 days remaining

Enterprise Plus Edition

Build: 11.0.0.825




Step 2. Specify Hardware Plan Name and Description

At the Name step of the wizard, specify a name and description for the hardware plan.
1. In the Name field, specify a name for the hardware plan.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who added the hardware plan, date and time when the hardware plan was
added.

MName
:I_ Specify a narme and description for this hardware plan,

|

MNarne:
Whtisare Sibeer

Host -
Description:

Hardware plan for replication of Whware vSphere Whis]

Storage

MNetwrark

Apply

Surnmary

< Prewious | | et = | | Finish | | Cancel
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Step 3. Specify Host or Cluster

At the Host step of the wizard, specify a host or cluster on which you want to configure a replication target.

1. In the Host or cluster section, click Choose and select the host in the SP virtualization environment on
which Veeam Backup & Replication will register VM replicas created by replication jobs targeted at the
cloud host.

2. Inthe CPU section, specify the limit of CPU resources that can be utilized by all VM replicas on the cloud
host provided to the tenant through the created hardware plan. To let the tenant utilize all CPU resources
available on the selected host, select the Unlimited check box.

NOTE

The SP should make sure that the amount of resources available for tenant VMs is sufficient for VM
operation. For Hyper-V hardware plans, the limit of CPU resources must be greater than the total
amount of CPU frequency on all tenant VM processor units. If the source host on the tenant side has
more CPU resources than the target host on the SP side, tenant VMs may fail to start after failover
due to shortage of resources.

3. Inthe Memory section, specify the limit of RAM that can be utilized by all VM replicas on the cloud host
provided to the tenant through the created hardware plan. To let the tenant utilize all memory resources
available on the selected host, select the Unlimited check box.

Host
:I:r Specify the host or cluster where tenant's replica Whs should be created,

Marme Host or cluster:

esx03.tech.local

Storage

Metuwork

Appl
s [ Unlimited

Surnmary Memory: '=E

] Unlirnited

< Previous | | Mext = | | Finish | | Cancel
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Step 4. Specify Storage Settings

At the Storage step of the wizard, specify the storage on which Veeam Backup & Replication will store files of
tenant VM replicas.

1. In the Storage section, click Add to open the Add new storage window.
2. In the Friendly name field, specify a name of the storage that will be displayed to a tenant.

3. [For a VMware hardware plan] In the Datastore section, click Browse and select a datastore on which to
allocate storage resources for VM replicas.

NOTE

If you specified a cluster as a source of CPU and RAM resources for tenant VM replicas at the Host
step of the wizard, you must use a shared datastore or datastore cluster as a storage for VM replica
files. Datastores that can be accessed by a single host are not displayed in the list of available
datastores at the Storage step of the wizard.

Consider the following:

e In the list of available datastores, Veeam Backup & Replication displays shared datastores that
can be accessed by multiple hosts. Make sure that the shared datastore that you plan to use as
a storage for tenant VM replicas is accessible by all cluster nodes.

e Veeam Backup & Replication considers datastores in a datastore cluster as datastores
accessible by multiple hosts. Make sure that all datastores in the datastore cluster that you
plan to use as a storage for tenant VM replicas are accessible by all cluster nodes.

Add new storage -

Friendly narme:
|Cloud Replicas |

Datastore:

|datastore'| || Browrse.., |

= 2.297TB free of 3.63 TE
Tenant quota:

w00/2 | [eE v

4. [For a Hyper-V hardware plan] In the Path section, click Browse and specify a path to a folder on the
volume that will be used for storing VM replica files.
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NOTE

You cannot specify a Microsoft SMB3 shared folder as a storage for tenant VM replicas.

Friendly narme:
|Cloud Replicas
Path:
|D:\Rep|icas

= 177 TE free of 340 TB
Tenant quota:

300@ GB v

| | Cancel |

5. In the Tenant quota section, specify the amount of disk space for the cloud host that will be provided to
the tenant through the created hardware plan.

6. Click OK.

Storage
% Specify storage assigned to this hardware plan,

Storage:

Friendly narme Datastore Quota Free
E Cloud Replicas  datastorel 00.0GE 23TE

etwark

Spply

Surnrary

< Previous | | Mext = | | Finish | | Cancel
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Step 5. Specify Network Settings

At the Network step of the wizard, specify network settings for the hardware plan.

1. [Optional] If you have not configured a range of VLANs that will be used for providing network resources
to VM replicas on cloud hosts in advance before configuring a hardware plan, click the Configure VLAN ID
range link at the bottom of the wizard window. Then use the VLANs Configuration dialog window to
allocate the necessary number of VLANs on the virtualization host that was selected at the Host step of
the wizard.

To learn more about the VLAN range configuration process, see Managing VLANSs.

2. In the Specify number of networks with internet access field, specify the number of IP networks with
internet access that will be available for tenant VM replicas on the cloud host.

3. In the Specify number of internal networks field, specify the number of IP networks without internet
access that will be available for tenant VM replicas on the cloud host.

MNetwork
:I:r Specify netwaork resources to assign to this hardware plan,

| L
Marne Metworks

. Specify number of networks with Internet access:
ost

Specify number of internal networks:

Storage )
Total number of netwarks available to tenant cannot exceed 9

Configure WLAN D range

< Prewious | | Apply | | Finish | | Cancel
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Step 6. Assess Results

At the Apply step of the wizard, Veeam Backup & Replication will create the configured hardware plan. Wait for
the operation to complete and click Next to continue.

Apply
% Please wait while settings are being saved to the configuration database,

Log:
hessage Duration
Host () Creating hardware plan 0:00:01

MNarre

Storage

MNetwrark

< Prewious | | et = | | Finish | | Cancel
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Step 7. Finish Working with Wizard

At the Summary step of the wizard, review the information about the created hardware plan and click Finish to
exit the wizard.

Summary
:I:r Rewiew the applied hardware profile settings, and click Finish to exit the wizard,

Summan
Hardvare plan Whiware Silver settings have been updated successfully,
Haost Resource Host: esxl3tech.local, CPU: 10,00 GHz, Mermone: 16 GB
Mumber of networks with Internet access: 1, number of internal networks: 1
Aisailable storage resources:
Datastore: datastorel, Quota: 300.0 GB, Friendly narme: Cloud Replicas

MNarre

Storage

MNetwrark

Apply

< Prewious | | et = | | Finish | | Cancel

Managing Hardware Plans

You can edit settings of hardware plans that you configured and remove unused hardware plans from the Veeam
Cloud Connect infrastructure.

Editing Hardware Plan Settings

You can edit settings of hardware plans you have configured.

NOTE

When Veeam Backup & Replication saves new hardware plan settings to the configuration database,
resources provided to tenants through the edited hardware plan will become temporarily unavailable to
tenants. VM replicas in Failoverstate after partial site failover will also become temporarily inaccessible.
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To edit settings of a hardware plan:
1. Open the Cloud Connect view.
2. Inthe inventory pane, click the Replica Resources node.
3. Do one of the following:

o Select the necessary hardware plan in the working area and click Edit Plan on the ribbon or right-click
the necessary hardware plan and select Edit Hardware Plan.

o Select the necessary hardware plan in the inventory pane and click Edit Plan on the ribbon or right-
click the necessary hardware plan and select Edit hardware plan.

4. Edit hardware plan settings as required.

NOTE

You cannot reduce the number of networks with internet access and the number of internal networks in
the hardware plan when editing hardware plan settings.

Veeam Backup and Replication

Hardware Plan

B X

Add  Edit Remove
Plan Plan

Manage Hardware Plans

Cloud Connect

Marne T CPU (GHZ) Mermory (GB)  Storage (TE) Metwor.  Subseri.  Platform  Description
4 @) Cloud Connest El Hyper-W Branze 504 1228 01 1 0 Hypery Crested by SRVI3Adminisrater.
> B Cloud Gateways Ely Whiware Bronze 3 B 01 1 0 Whtware Created by SRVIAdminisratr.
> g Gateway Pacls Ely Whtware Gald 10 16 02 : 0 Whtware Created by SRY1RAdministratar..
25 Tenants E" | Wdhware Silver open 059 H 2 VMware  Hardware plan for replication of...
» i Backup Storage o> Edit hardware plan... |+,
> ET Replica Resources % Remove
[ Replica org wDCs
> P Replicas

> [3 Last 24 Hours

A Home

(?E"g Backup Infrastructure
Tape Infrastructure
‘?_\, Cloud Connect

[‘3@ Histarny

1 object selected Connected to: localhost Build: 11 Enterprise Plus Edition [ remaining
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Removing Hardware Plans

You can remove hardware plans you have configured.

NOTE

Before removing a hardware plan, you must first unsubscribe from this hardware plan all tenants who use
resources provided through the hardware plan.

To remove a hardware plan:
1. Open the Cloud Connect view.
2. Intheinventory pane, click the Replica Resources node.
3. Do one of the following:

o Select the necessary hardware plan in the working area and click Remove Plan on the ribbon or right-
click the necessary hardware plan and select Remove.

o Select the necessary hardware plan in the inventory pane and click Remove Plan on the ribbon or
right-click the necessary hardware plan and select Remove.

Veeam Backup and Replication

Hardware Plan

Add  Edit Remove
P Plan Plan

Manage Hardware Plans

Cloud Connect

Marne T CRU (GHz) Mermory (GB)  Storage (TE) Metwor.  Subseri.  Platform  Description
4 @) Cloud Connest El Hyper-W Branze 504 1228 01 1 0 Hyper-  Created by SRYIDAdministrator..
> B Cloud Gateways Ely Whiware Bronze 3 B 01 1 0 Whtware Created by SRY1RAdministratar..
> g Gateway Pacls Ely Whtware Gald 10 16 02 : 0 Whtware Created by SRY1RAdministratar..
25 Tenants E" | Wdhware Silver Open 059 H 2 VMware  Hardware plan for replication of...
> Zi Backup Storage [T+ Edithardware plan...
> ET Replica Resources W Remove
[ Replica org wDCs s ‘
> P Replicas

> [3 Last 24 Hours

A Home
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Tape Infrastructure
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[‘3@ Histarny
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Managing VLANS

To enable networking for tenant VM replicas, the SP should configure physical switches to which hosts or
clusters that will provide resources for hardware plans are connected. The SP must allocate on the physical
switch a range of VLANSs and reflect these settings in the Veeam Backup & Replication console using the VLANs
Configuration dialog window.

In Veeam Backup & Replication, the SP can specify VLANs with internet access and VLANs without internet
access. VLANs without internet access can be used as internal networks that let VM replicas communicate to
each other after full site failover and to production VMs after partial site failover. For VLANs with internet
access, Veeam Backup & Replication can also route traffic to the internet through the network adapter (vNIC) on
the network extension appliance that is connected to the SP production network.

For example, if the SP plans to configure a hardware plan on the host named Host7that is connected to physical
switch named Switch7, the SP can pre-configure on the Switch7a range of VLANs with IDs from 7to 20. In the
Veeam Backup & Replication console, the SP should reflect those values in accordance, for example, specify 7-
70 as a range of VLANs with internet access and 77-20 as a range of VLANs without internet access.

When the SP subscribes the tenant to the hardware plan, Veeam Backup & Replication configures on the
network extension appliance that is deployed on the SP side the number of network adapters (vNICs) equal to
the number of networks in the hardware plan. Each network adapter connects to the dedicated VLAN from the
reserved range. As a result, Veeam Backup & Replication can map every production tenant VM network to the
dedicated VLAN on the SP side.

As part of the VLAN configuration process, the SP can perform the following tasks:
e AddaVLAN range in Veeam Backup & Replication.
e Edit a VLAN range added in Veeam Backup & Replication.

e Remove a VLAN range added in Veeam Backup & Replication.

NOTE
Consider the following:
e The total number of VLANSs reserved for Veeam Cloud Connect Replication in the SP network

infrastructure must be equal to or exceed the total number all tenant production networks.

e If the SP allocates resources for a hardware plan on a VMware or Hyper-V cluster, the SP should also
configure physical switches so that they provide a trunk to broadcast traffic for all configured VLANSs.

e The SP does not need to allocate VLANSs in Veeam Backup & Replication if the SP uses vCloud
Director to provide replication resources to tenants. Instead, the SP allocates the necessary number
of networks in the properties of the organization VDC that will be used as a cloud host for tenant VM
replicas.

TIP

It is recommended that the SP plans network resources allocation and configures VLAN ranges in the
Veeam Backup & Replication console in advance, prior to configuring hardware plans. However, the SP can
also access the VLANs Configuration window when the SP performs the following tasks:

e Configures network resources for a hardware plan. To learn more, see Specify Network Settings.

e Subscribes a tenant to a hardware plan. To learn more, see Allocate Replication Resources.
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Adding VLAN Ranges

To add a VLAN range in Veeam Backup & Replication:
1. Open the VLANs Configuration window in one of the following ways:
o Open the Cloud Connect view, click the Cloud Connect node and click Manage VLANs on the ribbon.
o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage VLANSs.
2. In the VLANs Configuration window, click Add.

3. Inthe VLAN Pool Settings window, click Browse next to the Host or cluster field and select a host or
cluster on which you plan to configure a replication target.

4. Click Browse next to the Virtual switch field and select a virtual switch configured on the selected host on
which to reserve VLANs for Veeam Cloud Connect Replication.

5. Inthe VLANs with Internet access fields, specify the first and the last VLAN ID in the range of VLANSs that
you plan to use for providing networks with internet access to VM replicas on the cloud host.

6. In the VLANs without Internet access fields, specify the first and the last VLAN ID in the range of VLANs
that you plan to use for providing networks without internet access to VM replicas on the cloud host.

7. Click OK.
YLAN Poaol Settings -
Configuration
x
Specify WLAM ranges with and without Internet access, Tenants
Hosts: will be assigned next available WLAN frorm the pool automatically
Marne Host ar cluster: Add
[F 1721752
esx02.tech.local Browvse... :
8 ool | | | | Eat
Wirtual switch:
- Rermowve
|\.-'SWItChU | | Browvse.., |

WLAMs with Internet access:
EX| 2 by |50 2

w w

WLAM: without Internet access:
5 Sl 72

Cancel

[0]8 | | Cancel |
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Editing VLAN Ranges

You can edit VLAN ranges configured in Veeam Backup & Replication, if necessary. When you change a VLAN
range, tenants to whom VLANSs from this range are already allocated will continue to use these VLANs. Veeam
Backup & Replication will allocate new VLANSs in the edited VLAN range only to those tenants who are
subscribed to a hardware plan after the VLAN range was edited.

For example, you change the VLAN range from 7000-2000 to 3000-4000. In this case, VLANs 7000, 7001,
and so on that are already allocated to tenants will continue to be used by these tenants. Tenants whom the SP
subscribes to a hardware plan after the VLAN range was changed will receive VLANs from the new VLAN range:
3000, 30017, and so on.

To edit a VLAN range:
1. Open the VLANs Configuration window in one of the following ways:
o Open the Cloud Connect view, click the Cloud Connect node and click Manage VLANSs on the ribbon.
o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage VLANSs.

2. Inthe VLANSs Configuration window, select the host or cluster for which you want to edit a VLAN range,
and click Edit.

3. If you want to reserve VLANs on another virtual switch configured on the selected host, in the VLAN Pool
Settings window, click Browse next to the Virtual switch field and select the necessary virtual switch.

4. In the VLANs with Internet access and VLANs without Internet access fields, edit VLAN ranges as required.

5. Click OK.
YLAN Poal Settings -
Canfiguration
x
Specify WLAN ranges with and without Internet access, Tenants
Hosts: will be assigned next available WLAN from the pool automatically.
Mame Huost or cluster: Add
E' 1¥2.17.52 |esx03.tech.|0ca| | Browrse.., Edit
E el tec
Wirtual switch:
- Remuowe
|VSU1-'|tch0 | | Browvse... | :I

WLAMs with Internet access:
Fall oo 750012

WLAM: without [nternet access:
7 S (80d 2

Cancel

oK | | Cancel |
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Removing VLAN Ranges

You can remove a VLAN range configured in Veeam Backup & Replication, if necessary. When you remove a
VLAN range, tenants to whom VLANs from this range are already allocated will continue to use these VLANS.

To remove a VLAN range:
1. Open the VLANs Configuration window in one of the following ways:

o Open the Cloud Connect view, click the Cloud Connect node and click Manage VLANSs on the ribbon.
o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage VLANSs.

2. Inthe VLANSs Configuration window, select the host or cluster for which you want to remove a VLAN
range, and click Remove.

3. Inthe displayed window, click Yes. Then click OK.

Huosts:
Marme Virtual switch WLAME with Inter.,  Internal VLANS Add
| 17217.52.14 Intel(R) 1350 Gigahit... 701 - 705 706 - 710 |
E esx3tech.local wanitch 1 - 750 757 - 300

Edit:

Remuowe

014 | | Cancel
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Managing Public IP Addresses

It might be required that one or several replica VMs should be accessible from the internet after full site
failover. To accomplish this, all VM replicas on the cloud host that need to be accessed from the internet must
have public IP address.

With Veeam Backup & Replication, the SP can allocate in their network infrastructure a pool of public IP
addresses and provide one or several public IP addresses from this pool to the tenant. The tenant can specify
public IP addressing settings at the process of the cloud failover plan configuration.

NOTE
Consider the following:

e The SP does not need to allocate public IP addresses in Veeam Backup & Replication if the SP uses
vCloud Director to provide replication resources to tenants. Instead, the SP configures the NSX Edge
gateway in the properties of the organization VDC that will be used as a cloud host for tenant VM
replicas.

e Toenable access to a tenant VM replica by a public IP address, the SP must properly configure port
forwarding to the SP network extension appliance in the production network infrastructure.

e Itis recommended that the SP plans network resource allocation and allocates public IP addresses in
advance. However, the SP can also create or edit a pool of available public IP addresses when
subscribing a tenant to a hardware plan. To learn more, see Specify Network Extension Settings.

When the tenant's production VM fails over to its replica on the cloud host during full site failover, Veeam
Backup & Replication assigns a specified public IP address to the network extension appliance on the SP side.
The network extension appliance redirects traffic from this public IP address to the IP address of a VM replica in
the internal VM replica network. As a result, a VM replica on the cloud host can be accessed from the internet.

To configure a pool of public IP addresses:
1. Open the Public IP Addresses Assignment dialog window in one of the following ways:

o Open the Cloud Connect view, click the Cloud Connect node and click Manage Public IPs on the
ribbon.

o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage public IP
addresses.

2. Click Add and select IP address range to add to the pool several public IP addresses at a time.
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3. Inthe Public IP Address Range window, specify the first and the last IP address in the range of IP
addresses you want to add to the pool.

Public IP Addresses Assignment 2
Public IP addresses:
IP address Tenant Add
Specify public IP range: Remave
198, 51 .100, 1 | to |198. 31 . 100, ‘IS||
| Ok | | Cancel |
| Ok | | Cancel |

4. Click Add and select Individual IP address to add to the pool one public IP address.

5. In the Public IP Address window, specify the IP address you want to add to the pool.

Public IP Addresses Assignment =
Public IP addresses:
IP address Tenant Add
Public IP address: 198, 51 . 100, 1?1
| [6]4 | | Cancel |
Ok | | Cancel

6. Click OK.
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Managing Network Extension Appliance
Credentials

Veeam Backup & Replication connects to the network extension appliance using service credentials —
credentials for the root account on the Linux-based network extension appliance VM. You can use these
credentials to log on to the network extension appliance VM. This may be useful if you need to configure the
network extension appliance manually, for example, for troubleshooting reasons.

It is strongly recommended that you change the password for the root account before subscribing tenants to
hardware plans and deploying network extension appliances. You can change the password in the service
credentials record using the Credentials Manager.

IMPORTANT

Do not change the password for the service credentials record after you deploy the network extension
appliance. If you change the password, all network extension appliances that are already deployed on
cloud hosts will become inoperative and need to be redeployed. To learn more, see Redeploying Networlk
Extension Appliance.

To specify a password for the root account of the network extension appliance VM:

1.

2.
3.

From the main menu, select Manage Credentials.
Select the Provider-side network extension appliance credentials record and click Edit.

Veeam Backup & Replication will display a warning notifying that you will need to redeploy existent
network extension appliances after you change the password. Click Yes to confirm your intention.

In the Password field, enter a password for the root account. To view the entered password, click and hold
the eye icon on the right of the Password field.

The specified password will be assigned to the root account of every network extension appliance VM that
will be deployed on the SP side.

In the Description field, if necessary, change the default description for the edited credentials record.

Click OK to save the specified password.
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NOTE

It is also recommended that tenants change the password for the root account of the tenant-side network
extension appliance before connecting to the SP. To learn more, see Managing Credentials.

Manage Credentials 2
Manage Credentials
Use this dialog to centrally manage user accounts used throughout the product, and update their
passaards,
Account Type Cescription Last edited Add
ﬂroot Standard Provéider-side netwo., 30 days ago ;
ﬂroot Standard Tenant-side netwar,.. 30 days ago

& root

E Usernarme: |r00t
E?k Password: |nnnu

Description:

Provéider-side network extension appliance credentials
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Deploying Veeam Cloud Connect Portal

To deploy Veeam Cloud Connect Portal in the SP backup infrastructure, you must install this component as part
of the Veeam Backup Enterprise Manager installation. To learn about Veeam Backup Enterprise Manager
deployment, see the Installing Veeam Backup Enterprise Manager section in the Veeam Backup Enterprise

Manager User Guide.

After you install Veeam Backup Enterprise Manager, you must configure Veeam Cloud Connect Portal so that
Veeam Cloud Connect Portal becomes accessible over the internet.

To enable access to Veeam Cloud Connect Portal:

1. Configure network settings for Veeam Cloud Connect Portal. As part of this step, you must specify the
following settings:

o Provide Veeam Cloud Connect Portal with public IP address.
o Specify DNS name for Veeam Cloud Connect Portal.

o Configure the NAT gateway and other components of the SP network infrastructure to allow traffic
exchange between the internet and Veeam Cloud Connect Portal.

2. Add all SP Veeam backup servers on which tenant accounts are registered to Veeam Backup Enterprise
Manager. To learn more, see the Adding Veeam Backup Servers section in the Veeam Backup Enterprise

Manager User Guide.

3. Configure security settings for Veeam Cloud Connect Portal as required. As part of this step, you can edit
default settings for Veeam Cloud Connect Portal with Internet Information Services (11S) Manager. For
example, you can change the TLS certificate or set up protection against denial of service and brute force
attacks. To learn more, see Microsoft Docs.
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Configuring Target WAN Accelerators

To optimize VM traffic going to the Veeam Cloud Connect infrastructure during the backup copy and replication
jobs, the SP and tenants can configure WAN accelerators on their sides.

WAN accelerators in the Veeam Cloud Connect infrastructure must be configured in the following way:

e The source WAN accelerator is configured on the tenant side. Every tenant who plans to work with the
cloud repository and cloud hosts using WAN accelerators must configure at least one WAN accelerator on
their side.

e The target WAN accelerator is configured on the SP side.

NOTE

Veeam Backup & Replication does not use tenant backups to populate global cache on the SP side.

When the SP creates a tenant account, the SP can define if the tenant should be able to utilize a WAN
accelerator deployed on the SP side:

e For backup copy jobs targeted at the cloud repository

New Tenant X

. Backup Resources
EENT) Add one or more cloud repositaries for this tenant to use,
Set Quota -
Tenant
Cloud repositany narme: AN Add...
Banduwidth |ABC Compary Cloud Repository | Edit
[
_ Specify a friendly repository name that will be show to the user,
Rermonve

Replica Resources Backup repositony:

MNetwork Extension |Default Backup Repositony (Created by Weeam Backup) v|

243 GB free of 249 GB

Apphy
User quota:

Surnrmary
100 1|68 v

Enable WfaM acceleration through the following WAMN accelerator

|1?2.24.30.1?9 (Target Vil Accelerator for Veearn Cloud Connect) v|

oK | | Cancel |

kleted
CLELIETITES TUT TFTE SELTTUTITOET UT a3, TTE WETELELT T U ELTErS 0TI Tt tount
towvards tenant’s quota consumption, and cannot be managed by the tenant.

< Prewvious | | MNext = Finish
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e For replication jobs targeted at the cloud host

New Tenant &4

. Replica Resources
(i) Add one or maore hardware plans for this tenant to use,
Temem Hardware plans:
Marne CPU Mermory  Storage Metnwarks AN Add...
Bandwidth
Edit...
Backup Resources L
Add replication resource - Remove
Select hardware plan:
|VMware Silver v|

Metwork Extension

Bpply Enable WWAMN acceleration through the following Wil acceleratar:

|172.2430.173 v]

Surnrmary

o] 4 || Cancel |

Manage network settings
Use Veearn neturork extension capabilities during partial and full site failowver

The netirark extension appliance will be deployed to the tenant environment, Skip this if you are
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As soon as the tenant connects to the SP, Veeam Backup & Replication retrieves the following information to
identify if cloud resources available to this tenant can or cannot use WAN acceleration:

e Information about all quotas on cloud repositories assigned to the tenant
e Information about all cloud hosts provided to the tenant through hardware plans

If the cloud repository and/or cloud host can use WAN acceleration, the tenant can configure a source WAN
accelerator on the tenant side and create backup copy and/or replication jobs that will work using WAN
accelerators.

The configuration process for WAN accelerators in the Veeam Cloud Connect infrastructure is the same as the
configuration process in a regular Veeam backup infrastructure. To learn more, see the Adding WAN
Accelerators section in the Veeam Backup & Replication User Guide.
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Registering Tenant Accounts

The procedure of tenant accounts registration is performed by the SP on the SP Veeam backup server.

To let a tenant work with Veeam Cloud Connect backup and replication resources, you must register a tenant
account on the SP Veeam backup server. Tenants with registered tenant accounts have access to cloud
repositories and cloud hosts. Tenants without accounts cannot connect to the SP and use Veeam Cloud Connect
resources.

The SP can create tenant accounts of the following types:

e Standalone tenant account — a regular tenant account. Tenants with account of this type can create
backups in a cloud repository and create VM replicas on a cloud host provided to the tenant trough a
hardware plan.

e Active Directory tenant account — a tenant account that provides access to a cloud repository for Active
Directory users. Tenants with account of this type can create Veeam Agent backups in a cloud repository.
To learn more about this scenario, see Active Directory Tenant Account.

e vCloud Director tenant account — a tenant account that provides access to vCloud Director resources of
the SP. Tenants with account of this type can create backups in a cloud repository and create VM replicas
on a cloud host provided to the tenant trough an organization VDC. To learn more about this scenario, see
vCloud Director Support.

NOTE
Consider the following:

e When you create a tenant account, remember to save a user name and password for the created
account. You must pass this data to your tenant. When adding the SP on the tenant Veeam backup
server, the tenant must enter the user name and password for the tenant account registered on the
SP side.

This does not apply to Active Directory tenant accounts. For accounts of this type, tenant-side users
connect to the SP using their Active Directory account credentials.

e By default, in case the SP backup server is managed by Veeam Service Provider Console version 5.0
or later, you cannot create tenant accounts in Veeam Backup & Replication. You can change this
setting in Veeam Service Provider Console. To learn more, see the Managing Veeam Cloud Connect
Servers section in the Guide for Service Providers.

Configuring Standalone Tenant Account

To let a tenant work with Veeam Cloud Connect backup and replication resources, you must register a tenant
account on the SP Veeam backup server. Tenants with registered tenant accounts have access to cloud
repositories and cloud hosts. Tenants without accounts cannot connect to the SP and use Veeam Cloud Connect
resources.

Before You Begin

Before you add a new tenant account, check the following prerequisites:
e ATLS certificate must be installed on the SP Veeam backup server.

e At least one cloud gateway must be added in the Veeam Cloud Connect infrastructure on the SP backup
server.
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e Backup repositories that you plan to use as cloud repositories must be added to your backup
infrastructure. When you create a tenant account, you can allocate storage resources for the tenant only
on those backup repositories that are currently added to Veeam Backup & Replication.

e Hardware plans that you plan to provide to a tenant must be configured in your Veeam Cloud Connect
infrastructure. When you create a tenant account, you can subscribe the tenant only to those hardware
plans that are currently configured in Veeam Backup & Replication.

e You can subscribe one tenant to several hardware plans that utilize resources of the same virtualization
platform — VMware vSphere or Microsoft Hyper-V. To make it possible for the tenant to replicate VMware
and Hyper-V VMs simultaneously, the SP must create two different tenant accounts for the same tenant.

e If tenants will work with the cloud repository and/or the cloud host over WAN accelerators, the target
WAN accelerator must be properly configured on the SP side.

e Itis recommended that you change the password for the root account of network extension appliances
before subscribing tenants to hardware plans. You can change the password using the Credentials
Manager. To learn more, see Managing Network Extension Appliance Credentials.
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Step 1. Launch New Tenant Wizard

To launch the New Tenant wizard, do one of the following:
e Open the Cloud Connect view. Click Add Tenant > Standalone account on the ribbon.

e Open the Cloud Connect view. Click the Cloud Connect node in the inventory pane and click the
Standalone Account link in the working area.

e Open the Cloud Connect view. Right-click the Cloud Connect node in the inventory pane and select Add
tenant > Standalone account.

e Open the Cloud Connect view. Click the Tenants node in the inventory pane and click Add Tenant >
Standalone account on the ribbon.

e Open the Cloud Connect view. Right-click the Tenants node in the inventory pane or right-click anywhere
in the working area and select Add tenant > Standalone account.
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Step 2. Specify Tenant Settings

At the Tenant step of the wizard, specify tenant account and lease settings for the tenant. Lease settings apply
to all quotas and hardware plans assigned to the tenant.

1. In the Username field, specify a name for the created tenant account. The user name must meet the
following requirements:

o The maximum length of the user name is 128 characters. It is recommended that you create short user
names to avoid problems with long paths to backup files on the cloud repository.

o The user name may contain space characters.

o The user name must not contain the following characters: ,\/:*?\"<>|=;@& as well as Unicode
characters.

o The user name must not end with the period character [.].

2. Inthe Password field, provide the password for the tenant account. You can enter your own password or
click the Generate new link at the bottom of the field. In the latter case, Veeam Backup & Replication will
generate a safe password. You will be able to get a copy the generated password at the last step of the
wizard.

3. Inthe Description field, specify a description for the created tenant account. The default description
contains information about the user who created the account, date and time when the account was
created.

4. In the Assigned resources section, select what types of Veeam Cloud Connect resources you want to
provide to the tenant:

o Backup storage — Cloud Connect Backup resources. With this option enabled, the New Tenant wizard
will include an additional Backup Resources step. At the Backup Resources step of the wizard, you can
assign a quota on the cloud repository to the tenant. To learn more, see Allocate Backup Resources.

o Replication resources — Cloud Connect Replication resources. With this option enabled, the New
Tenant wizard will include an additional Replica Resources step. At the Replica Resources step of the
wizard, you can subscribe the tenant to a hardware plan. To learn more, see Allocate Replica
Resources.
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5. To specify lease settings for the tenant account, select the Contract expires check box and click the
Calendar link. In the Select expiration date window, select a date when the lease period must terminate.

If you do not select the Contract expires option, the tenant will be able to use Veeam Cloud Connect
resources for an indefinite period of time.

Tenant
C/A\D Specify tenant narne, passaord, assighed cloud resource types and optional contract expiration date,
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Generate mew
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Automatic expiration
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Step 3. Specify Bandwidth Settings

At the Bandwidth step of the wizard, specify task and bandwidth limitation settings for the tenant. Limiting
bandwidth and parallel data processing capabilities for tenants helps avoid overload of cloud gateways, backup
proxies, backup repositories and network equipment on the SP side.

1. In the Max concurrent tasks field, specify the maximum number of concurrent tasks for the tenant. If this
value is exceeded, Veeam Backup & Replication will not start a new task until one of current tasks finishes.
To learn more, see Parallel Data Processing.

NOTE

The specified number of concurrent tasks will be available to the tenant regardless of the number of
concurrent tasks defined in the properties of a cloud repository exposed to this tenant.

2. To limit the data traffic coming from the tenant side to the SP side, select the Limit network traffic from
this tenant to check box. With this option enabled, you can specify the maximum speed for transferring
tenant data to the SP side.

This option also applies to the traffic coming from a cloud repository in the replica from backup and
replica seeding scenarios.

3. Inthe Gateway pool field, specify what cloud gateways will be available to the tenant. By default, the
tenant can use cloud gateways that are not added to any cloud gateway pool. To use this option, make
sure that Automatic selectionis displayed in the Gateway pool field.

If you want to assign a cloud gateway pool to the tenant, click Choose on the right of the Gateway pool
field and select one or more cloud gateway pools. To learn more, see Assigning Cloud Gateway Pools.
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Assigning Cloud Gateway Pools

You can assign to the tenant one or more cloud gateway pools configured in the Veeam Cloud Connect
infrastructure. After you assign a cloud gateway pool to the tenant, communication between the tenant backup
server and Veeam Cloud Connect infrastructure components in the SP side will be possible only through cloud
gateways added to this pool. You can also allow the tenant to fail over to a cloud gateway that is not added to a
cloud gateway pool. This may be useful in a situation where all cloud gateways in the cloud gateway pool
assigned to the tenant are unavailable for some reason.

To assign a cloud gateway pool to the tenant:
1. At the Bandwidth step of the wizard, click Choose on the right of the Gateway pool field.
2. In the Gateway Pool window, select Use the selected gateway pools.

3. Inthe list of available cloud gateway pools, select check boxes next to one or more pools that you want to
assign to the tenant. The list of available cloud gateway pools contains pools that you configured in the
Veeam Cloud Connect infrastructure.

To select or clear all check boxes in the list at once, you can use the Select All and Clear All buttons.

4. [Optional] You can allow the tenant to fail over to a cloud gateway that is not added to the selected cloud
gateway pool in case all cloud gateways in the pool are unavailable for some reason. To do this, select the
Failover to other cloud gateways if all gateways from selected pool are unavailable check box.

5. Click OK.
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Step 4. Allocate Backup Resources

The Backup Resources step of the wizard is available if you selected the Backup storage option at the Tenant
step of the wizard. You can use this step to specify cloud repository quota settings for the created tenant
account. You can assign to the tenant a single quota on one cloud repository or several quotas on different
cloud repositories.

To assign a cloud repository quota:

1.

2.

Click Add on the right of the Cloud repositories list.

In the Cloud repository name field of the Set Quota window, enter a friendly name for the cloud repository
you want to present to the tenant. The name you enter will be displayed in the list of backup repositories
at tenant's side.

From the Backup repository list, select a backup repository in your backup infrastructure whose space
resources must be allocated to the tenant.

In the User quota field, specify the amount of space you want to allocate to the tenant on the selected
backup repository.

[For tenants who plan use WAN accelerators] Select the Enable WAN acceleration through the following
WAN accelerator check box and choose a target WAN accelerator configured at the SP side. The source
WAN accelerator is configured on the tenant side. The tenant will select the source WAN accelerator on
their side when configuring a backup copy job.

Click OK.

Repeat steps 1-6 for all backup repositories in your backup infrastructure whose resources you want to
allocate to the tenant.

If you want to protect tenant backups against unwanted deletion, select the Keep deleted backup files for
<N> days check box and specify the number of days to keep a backup in the recycle bin after a backup is
deleted by the tenant. To learn more, see Insider Protection.
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NOTE

Consider the following:

o With the Keep deleted backup files for <N>days option enabled, Veeam Backup & Replication will
disable retention policy for deleted VMs specified in the properties of a tenant backup job. To avoid
keeping redundant data in a cloud repository, it is recommended that the SP enables the Use per-ViM
backup files option in the properties of the backup repository whose storage resources the SP
exposes to tenants as cloud repositories.

o If the Keep deleted backup files for <N> days option is enabled in the properties of the tenant
account, and the Use per-VM backup files option is not enabled in the properties of the backup
repository whose storage resources the SP exposes to the tenant, the tenant will be unable to
remove individual VMs from backups in the cloud repository. When the tenant starts the Delete from
disk operation for a specific VM in the backup, the operation will complete with an error.

Replica Resources
Metwork Extension
Lpply

Surnmary

MNew Tenant
fo Backup Resources
) Set Quota
‘ = Add one or rmore clou Q
m Cloud repository narme:
|AEC Compary Cloud Repositonye
Tenant : : : -
Specify a friendly repository name that will be showe to the user,
Bandwidth

Backup repository:

|Defau|t Backup Repository (Created by Weearn Backup)

= 248 G free of 249 GB

User quota:
100 =1 |58 v

Enable WAN acceleration through the following WAM accelerator:

| 172243017 (Target WAl Accelerator for Weearn Cloud Connect)

Y|

Ok | | Cancel

Keep deleted backup files for |14 15 days
P P - ¥’

For added tenant protection against insider attacks, we will preserce all deleted
backup files for the set number of days, The deleted backups will not count
towvards tenant’s quota consumption, and cannot be managed by the tenant,

< Prewious | | et =

Finish

Cancel

[x]

Edit...

Fermoe

196 | Veeam Cloud Connect | Administrator Guide



Step 5. Allocate Replication Resources

The Replica Resources step of the wizard is available if you selected the Replication resources option at the
Tenant step of the wizard. You can use this step to subscribe the created tenant account to the hardware plan.

To subscribe a tenant to a hardware plan:

1.
2.

Click Add on the right of the Hardware plans list and select VMware or Hyper-V.

From the Select hardware plan list in the Add replication resource window, select a hardware plan to
which you want to subscribe the tenant.

[For tenants who plan to use WAN accelerators] Select the Enable WAN acceleration through the
following WAN accelerator check box and choose a target WAN accelerator configured at the SP side. The
source WAN accelerator is configured on the tenant side. The tenant will select the source WAN
accelerator on their side when configuring a replication job.

Click OK.
Repeat steps 1-4 for all hardware plans to which you want to subscribe the tenant.

Select the Use Veeam network extension capabilities during partial and full site failover option to allocate
network resources for performing failover tasks. With this option enabled, the New Tenant wizard will
include the additional Network Extension step.

To configure range of VLANSs that will be used for providing isolated IP networks for tenant VM replicas on
the cloud host, click the Manage network settings link. Then use the VLANs Configuration window to
specify the necessary number of VLANs on the virtualization host that provides resources for the hardware
plan to which the tenant is subscribed. To learn more, see Managing VLANSs.
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Step 6. Specify Network Extension Settings

The Network Extension step of the wizard is available if you selected the Use built-in network management
capabilities during failover option at the Replica Resources step of the wizard. You can use this step to specify
network settings for the network extension appliance that Veeam Backup & Replication will deploy on the SP
side.

Veeam Backup & Replication deploys the network extension appliance on the SP virtualization host that
provides resources for the hardware plan to which the SP subscribes the tenant. VM replicas on the cloud host
use the SP network extension appliance:

e Tocommunicate to VMs in the production site after partial site failover.
e Tocommunicate to the internet after full site failover.

At the Network Extension step of the wizard, the SP configures one network adapter (vNIC) on the network
extension appliance. This network adapter connects the network extension appliance to the external network
where SP backup infrastructure components reside.

To set up the network extension appliance:

1. Click Edit on the right of the Network extension appliances list.
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2. In the Network extension appliance field of the Network Settings window, check and edit if necessary the
name for the network extension appliance.

3. Click the Browse button in the External network field and select the SP production network to which the
SP Veeam Backup & Replication infrastructure components are connected.
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4. Specify the IP addressing settings for the configured network extension appliance:

o Toassign an IP address automatically in case the SP uses a DHCP server in the production network,
keep the Obtain an IP address automatically option selected.

o To manually assign a specific IP address to the network extension appliance, select the Use the
following IP address option and specify the following network settings:

= |P address

= Subnet mask

= Default gateway
5. Click OK.

6. Select the Allocate the following number of public IP addresses option and specify the number of public IP
addresses to provide VM replicas with the ability to be accessed from the internet after full site failover.
Veeam Backup & Replication will automatically assign to the tenant the specified number of IP addresses
from the reserved pool. A tenant will be able to map an available public IP address to a VM replica at the
process of the cloud failover plan configuration. To learn more, see Specify Public IP Addressing Rules.

7. [Optional] If you have not reserved in advance the necessary number of public IP addresses that can be
assigned to VM replicas, click the Manage link at the bottom of the wizard window to add one or several IP
addresses to the pool of available public IP addresses. To learn more, see Managing Public IP Addresses.
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Step 7. Assess Results

The Apply step is available if you selected the Replication resources option at the Tenant step of the wizard.

At this of the wizard, Veeam Backup & Replication will assign the cloud resources to the tenant. Wait for the
required operations to complete and click Next to continue.
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Step 8. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of tenant account registration.

1. Click the Copy password to clipboard link at the bottom of the wizard window. You must send the copied
password to the tenant so that the tenant can connect to the SP using the created tenant account.

2. Review the information about the added tenant account and click Finish to exit the wizard.
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What You Do Next

After the SP creates a tenant account, the SP must communicate the following information to the tenant:

1. User name and password for the created account.

2. Full DNS name or IP address of the cloud gateway over which the tenant will communicate with the
Veeam Cloud Connect infrastructure:

o If the SP did not assign a cloud gateway pool to the tenant, the SP can provide information about any
cloud gateway configured in the Veeam Cloud Connect infrastructure that is not part of a cloud
gateway pool. When the tenant adds the SP in the tenant Veeam backup console, the Veeam backup
server on tenant side will obtain a list of all cloud gateways that are not added to a cloud gateway

pool. If the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail
over to another cloud gateway from the list.

o If the SP assigned a cloud gateway pool to the tenant, the SP can provide information about any cloud
gateway added to this gateway pool. When the tenant adds the SP in the tenant Veeam backup
console, the Veeam backup server on tenant side will obtain a list of all cloud gateways in the pool. If
the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail over to
another cloud gateway in the same pool.
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External port for the cloud gateway (if the SP has specified a non-default port).

[If Dell EMC Data Domain is used as a cloud repository] Information about the backup chain limitations.
The length of forward incremental and forever forward incremental backup chains that contain one full
backup and a set of subsequent incremental backups cannot be greater than 60 restore points. To
overcome this limitation, tenants can schedule full backups (active or synthetic) to split the backup chain
into shorter series. For example, to perform backups at 30-minute intervals, 24 hours a day, tenants must
schedule synthetic full backups every day. In this scenario, intervals immediately after midnight may be
skipped due to the duration of synthetic processing.

Configuring Active Directory Tenant Account

To provide a user of an Active Directory domain with access to cloud repository resources, you must register an
Active Directory tenant account on the SP Veeam backup server. Tenants with registered Active Directory tenant
accounts can connect to the SP in Veeam Agent for Microsoft Windows using their AD credentials and create
Veeam Agent backups in a cloud repository. Tenants with accounts of other types can use subtenant accounts to
back up data with Veeam Agent.

Before You Begin

Before you add a new Active Directory tenant account, check the following prerequisites:

A TLS certificate must be installed on the SP Veeam backup server.

At least one cloud gateway must be added in the Veeam Cloud Connect infrastructure on the SP backup
server.

Backup repositories that you plan to use as cloud repositories must be added to your backup
infrastructure. When you create a tenant account, you can allocate storage resources for the tenant only
on those backup repositories that are currently added to Veeam Backup & Replication.

You must have access to the domain controller of an Active Directory domain for whose user you want to
create a tenant account. You will be able to select an account to connect to the domain controller when
adding the Active Directory tenant account.

Make sure that you have familiarized yourself with considerations and limitations for the Active Directory
tenant account functionality.
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Step 1. Launch New Tenant Wizard

To launch the New Tenant wizard, do one of the following:
e Open the Cloud Connect view. Click Add Tenant > Active Directory account on the ribbon.

e Open the Cloud Connect view. Click the Cloud Connect node in the inventory pane and click the Active
Directory User link in the working area.

e Open the Cloud Connect view. Right-click the Cloud Connect node in the inventory pane and select Add
tenant > Active Directory account.

e Open the Cloud Connect view. Click the Tenants node in the inventory pane and click Add Tenant > Active
Directory account on the ribbon.

e Open the Cloud Connect view. Right-click the Tenants node in the inventory pane or right-click anywhere
in the working area and select Add tenant > Active Directory account.
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Step 2. Specify Tenant Settings

At the AD Account step of the wizard, specify tenant account and lease settings for the tenant. Lease settings
apply to all quotas assigned to the tenant.

1. Click Change next to the Domain field.

2. In the Specify Domain window, specify settings of the Active Directory domain for whose user you want to
create a tenant account:

a. In the Domain DNS name field, type a name of the domain or domain controller.

It is recommended to specify domain DNS name to allow automatic LDAP connection failover between
domain controllers.

b. In the Port field, specify a port number over which Veeam Backup & Replication will communicate
with a domain controller that uses the LDAP protocol. By default, Veeam Backup & Replication uses
port 389.

You can also use the LDAPS (Secure LDAP) protocol if domain controllers in the domain are configured
to use it. To communicate with a domain controller over the LDAPS protocol, Veeam Backup &
Replication uses port 636.

c. From the Account list, select a user account that will be used for LDAP connections to domain
controllers.

By default, the Veeam backup service account option is selected in the Account list. With this option
selected, Veeam Backup & Replication will use the account under which the Veeam Backup Service
runs to connect to a domain controller.

The Veeam backup service account option is intended for the scenario where the SP backup server is a
member of the domain whose AD accounts you want to use as tenant accounts or a domain that trusts
this domain. In other cases, select a specific account that is a member of the Domain Users group in
the target domain.

If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right
to add credentials. For more information, see the Credentials Manager section in the Veeam Backup &
Replication User Guide.

d. Click OK to close the Specify Domain window.

3. Click Choose next to the User field and specify an Active Directory user account for which you want to
create a tenant account.

Alternatively, type an account name in the DOMA/IM Username format.

Note that it can be possible to specify the account name in the Username format. However, it is not
recommended to use this format.

4. In the Description field, specify a description for the created tenant account. The default description
contains information about the user who created the account, date and time when the account was
created.

5. To assign cloud repository resources to the tenant account, select the Backup storage check box. You will
be able to specify cloud repository quota settings at the Backup Resources step of the wizard.

Note that you cannot assign replication resources to an Active Directory tenant account.
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6. To specify lease settings for the tenant account, select the Contract expires check box and click the
Calendar link. In the Select expiration date window, select a date when the lease period must terminate.

If you do not select the Contract expires option, the tenant will be able to use Veeam Cloud Connect
resources for an indefinite period of time.

AD Account

Active Directory credentials can be used by standalone Veearn Sgent for Microsoft Windows onby The primary use case is
m backing up to cloud repositaries provided by the Weearm Cloud Connect for the Enterprise,

Damain: |tECh-|0ta| || Change... |

Bandwidth

User: |tech\wi|liam.f0x || Choose... |

Backup Resources Description: | Tenant account for AD user

Surnmary

Assigned resources

[#] Backup storage (cloud backup repositond

Autornatic expiration

[#] Contract expires:  Mewver Calendar
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Step 3. Specify Bandwidth Settings

At the Bandwidth step of the wizard, specify task and bandwidth limitation settings for the tenant. Limiting
bandwidth and parallel data processing capabilities for tenants helps avoid overload of cloud gateways, backup
proxies, backup repositories and network equipment on the SP side.

1. In the Max concurrent tasks field, specify the maximum number of concurrent tasks for the tenant. If this
value is exceeded, Veeam Backup & Replication will not start a new task until one of current tasks finishes.
To learn more, see Parallel Data Processing.

NOTE

The specified number of concurrent tasks will be available to the tenant regardless of the number of
concurrent tasks defined in the properties of a cloud repository exposed to this tenant.

2. To limit the data traffic coming from the tenant side to the SP side, select the Limit network traffic from
this tenant to check box. With this option enabled, you can specify the maximum speed for transferring
tenant data to the SP side.

This option also applies to the traffic coming from a cloud repository in the replica from backup and
replica seeding scenarios.

3. Inthe Gateway pool field, specify what cloud gateways will be available to the tenant. By default, the
tenant can use cloud gateways that are not added to any cloud gateway pool. To use this option, make
sure that the Automatic selection option is displayed in the Gateway pool field.

If you want to assign a cloud gateway pool to the tenant, click Choose on the right of the Gateway pool
field and select one or more cloud gateway pools. To learn more, see Assigning Cloud Gateway Pools.

MNewy Tenant -
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Assigning Cloud Gateway Pools

You can assign to the tenant one or more cloud gateway pools configured in the Veeam Cloud Connect
infrastructure. After you assign a cloud gateway pool to the tenant, communication between the tenant backup
server and Veeam Cloud Connect infrastructure components in the SP side will be possible only through cloud
gateways added to this pool. You can also allow the tenant to fail over to a cloud gateway that is not added to a
cloud gateway pool. This may be useful in a situation where all cloud gateways in the cloud gateway pool
assigned to the tenant are unavailable for some reason.

To assign a cloud gateway pool to the tenant:
1. At the Bandwidth step of the wizard, click Choose on the right of the Gateway pool field.
2. In the Gateway Pool window, select Use the selected gateway pools.

3. Inthe list of available cloud gateway pools, select check boxes next to one or more pools that you want to
assign to the tenant. The list of available cloud gateway pools contains pools that you configured in the
Veeam Cloud Connect infrastructure.

To select or clear all check boxes in the list at once, you can use the Select All and Clear All buttons.

4. [Optional] You can allow the tenant to fail over to a cloud gateway that is not added to the selected cloud
gateway pool in case all cloud gateways in the pool are unavailable for some reason. To do this, select the
Failover to other cloud gateways if all gateways from selected pool are unavailable check box.

5. Click OK.

Gateway Pool - \LI
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Step 4. Allocate Backup Resources

The Backup Resources step of the wizard is available if you selected the Backup storage check box at the AD
Account step of the wizard. At this step of the wizard, specify cloud repository quota settings for the created
tenant account. You can assign to the tenant a single quota on one cloud repository or several quotas on
different cloud repositories.

To assign a cloud repository quota:

1.

2.

Click Add on the right of the Cloud repositories list.

In the Cloud repository name field of the Set Quota window, enter a friendly name for the cloud repository
you want to present to the tenant. The name you enter will be displayed in the list of backup repositories
at tenant's side.

From the Backup repository list, select a backup repository in your backup infrastructure whose space
resources must be allocated to the tenant.

In the User quota field, specify the amount of space you want to allocate to the tenant on the selected
backup repository.

Click OK.

Repeat steps 1-5 for all backup repositories in your backup infrastructure whose resources you want to
allocate to the tenant.

If you want to protect tenant backups against unwanted deletion, select the Keep deleted backup files for
<N> days check box and specify the number of days to keep a backup in the recycle bin after a backup is
deleted by the tenant. To learn more, see Insider Protection.
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NOTE

Consider the following:

The Enable WAN acceleration through the following WAN accelerator option does not apply to
Active Directory tenant accounts. Tenants with accounts of this type connect to the SP in Veeam
Agent for Microsoft Windows and cannot specify a source WAN accelerator in Veeam Agent.

With the Keep deleted backup files for <N> days option enabled, Veeam Backup & Replication will
disable retention policy for deleted VMs specified in the properties of a tenant backup job. To avoid
keeping redundant data in a cloud repository, it is recommended that the SP enables the Use per-VM
backup files option in the properties of the backup repository whose storage resources the SP
exposes to tenants as cloud repositories.

If the Keep deleted backup files for <N> days option is enabled in the properties of the tenant
account, and the Use per-VM backup files option is not enabled in the properties of the backup
repository whose storage resources the SP exposes to the tenant, the tenant will be unable to
remove individual VMs from backups in the cloud repository. When the tenant starts the Delete from
disk operation for a specific VM in the backup, the operation will complete with an error.
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of tenant account registration.
1. Review the information about the added tenant account.

2. Click Finish to exit the wizard.

r/_\j Summary
N Fewview and copy tenant settings, and click Finish to exit the wizard,

Alh

AD Account Summary:

Temant: techbwilliarm fox

Barichuidth Description: Tenant account for AD user
Expiration: Mewer

Backup Resources .
Ausailable backup storage resources:

Cloud repositon: scale-Out Vol 01, Friendly name: &0 User Cloud Repositony, Quota: 30,00 GB, WaMN
acceleration: 172,24.31.67

< Previous | | et = | | Finish | | Cancel

What You Do Next

After the SP creates a tenant account, the SP must communicate the following information to the tenant:

1. Full DNS name or IP address of the cloud gateway over which the tenant will communicate with the
Veeam Cloud Connect infrastructure:

o If the SP did not assign a cloud gateway pool to the tenant, the SP can provide information about any
cloud gateway configured in the Veeam Cloud Connect infrastructure that is not part of a cloud
gateway pool. When the tenant adds the SP in the tenant Veeam backup console, the Veeam backup
server on tenant side will obtain a list of all cloud gateways that are not added to a cloud gateway
pool. If the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail
over to another cloud gateway from the list.

o If the SP assigned a cloud gateway pool to the tenant, the SP can provide information about any cloud
gateway added to this gateway pool. When the tenant adds the SP in the tenant Veeam backup
console, the Veeam backup server on tenant side will obtain a list of all cloud gateways in the pool. If
the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail over to
another cloud gateway in the same pool.

2. External port for the cloud gateway (if the SP has specified a non-default port).
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[If Dell EMC Data Domain is used as a cloud repository] Information about the backup chain limitations.
The length of backup chains that contain one full backup and a set of subsequent incremental backups
cannot be greater than 60 restore points. To overcome this limitation, tenants can schedule full backups
(active or synthetic) to split the backup chain into shorter series. For example, to perform backups at 30-
minute intervals, 24 hours a day, tenants must schedule synthetic fulls every day. In this scenario,
intervals immediately after midnight may be skipped due to the duration of synthetic processing.

Configuring vCloud Director Tenant Account

To let a tenant work with a cloud host that utilizes vCloud Director resources, you must register a vCloud
Director tenant account on the SP Veeam backup server. Tenants with registered vCloud Director accounts have
access to organization VDCs exposed as cloud hosts for tenant VM replicas. Tenants without vCloud Director
accounts cannot create VM replicas on cloud hosts that utilize vCloud Director resources of the SP.

Before You Begin

Before you add a new vCloud Director tenant account, check the following prerequisites and limitations:

A TLS certificate must be installed on the SP Veeam backup server.

At least one cloud gateway must be added in the Veeam Cloud Connect infrastructure on the SP backup
server.

The vCloud Director Server must be added to the Veeam backup infrastructure on the SP backup server.

The organization whose organization VDCs you plan to provide as a cloud host for tenant VM replicas must
be created in vCloud Director.

The organization administrator user account must be created for the organization in vCloud Director.

Organization VDC that you plan to provide as a cloud host for tenant VM replicas must be allocated to the
organization in vCloud Director.

An NSX Edge Gateway or IPsec VPN connection must be configured for the organization in vCloud Director
(in case you plan to use vCloud Director resources to provide network access to tenant VM replicas after
failover).

Backup repositories that you plan to use as cloud repositories must be added to your backup
infrastructure. When you create a tenant account, you can allocate storage resources for the tenant only
on those backup repositories that are currently added to Veeam Backup & Replication.

If tenants will work with the cloud repository and/or the cloud host over WAN accelerators, the target
WAN accelerator must be properly configured on the SP side.

If you plan to provide network resources for vCloud Director replicas, it is recommended that you change
the password for the root account of network extension appliances before you create the first vCloud
Director tenant account in the Veeam Cloud Connect infrastructure. You can change the password using
the Credentials Manager. To learn more, see Managing Network Extension Appliance Credentials.
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Step 1. Launch New Tenant Wizard

To launch the New Tenant wizard, do one of the following:
e Open the Cloud Connect view. Click Add Tenant > vCloud Director account on the ribbon.

e Open the Cloud Connect view. Click the Cloud Connect node in the inventory pane and click the vCloud
Director Account link in the working area.

e Open the Cloud Connect view. Right-click the Cloud Connect node in the inventory pane and select Add
tenant > vCloud Director account.

e Open the Cloud Connect view. Click the Tenants node in the inventory pane and click Add Tenant > vCloud
Director account on the ribbon.

e Open the Cloud Connect view. Right-click the Tenants node in the inventory pane or right-click anywhere
in the working area and select Add tenant > vCloud Director account.
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Step 2. Specify Organization Settings

At the Organization step of the wizard, specify tenant account settings for the tenant.

1.
2.

Click Choose on the right of the Organization field.

In the Select Organization window, select the vCloud Director organization whose organization VDC
resources you want provide to the tenant as cloud hosts.

In the Description field, specify a description for the created tenant account. The default description
contains information about the user who created the account, date and time when the account was
created.

In the Assigned resources section, select what types of Veeam Cloud Connect resources you want to
provide to the tenant:

o Backup storage — Veeam Cloud Connect Backup resources. With this option enabled, the New Tenant
wizard will include an additional Backup Resources step. At the Backup Resources step of the wizard,

you can assign a quota on the cloud repository to the tenant. To learn more, see Allocate Backup
Resources.

o Replica resources — Veeam Cloud Connect Replication resources. With this option enabled, the New

Tenant wizard will include an additional Replica Resources step. At the Replica Resources step of the

wizard, you can select an organization VDC that will act as a cloud host for tenant VM replicas. To
learn more, see Allocate Replica Resources.

To specify lease settings for the tenant account, select the Contract expires check box and click the
Calendar link. In the Select expiration date window, select a date when the lease period must terminate.

If you do not select the Contract expires option, the tenant will be able to use Veeam Cloud Connect
resources for an indefinite period of time.
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NOTE

You cannot specify lease settings for vCloud Director tenant accounts. Lease settings for a vCloud Director
organization are managed in VMware vCloud Director.

Specify wCloud Director organization, assigned cloud resource types,

& Organization
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Step 3. Specify Bandwidth Settings

At the Bandwidth step of the wizard, specify task and bandwidth limitation settings for the tenant. Limiting
bandwidth and parallel data processing capabilities for tenants helps avoid overload of cloud gateways, backup
proxies, backup repositories and network equipment on the SP side.

1. In the Max concurrent tasks field, specify the maximum number of concurrent tasks for the tenant. If this
value is exceeded, Veeam Backup & Replication will not start a new task until one of current tasks finishes.
To learn more, see Parallel Data Processing.

NOTE

The specified number of concurrent tasks will be available to the tenant regardless of the number of
concurrent tasks defined in the properties of a cloud repository exposed to this tenant.

2. To limit the data traffic coming from the tenant side to the SP side, select the Limit network traffic from
this tenant to check box. With this option enabled, you can specify the maximum speed for transferring
tenant data to the SP side.

This option also applies to the traffic coming from a cloud repository in the replica from backup and
replica seeding scenarios.

3. Inthe Gateway pool field, specify what cloud gateway(s) will be available to the tenant. By default, the
tenant can use cloud gateways that are not added to any cloud gateway pool. To use this option, make
sure that Automatic selectionis displayed in the Gateway pool field.

If you want to assign a cloud gateway pool to the tenant, click Choose on the right of the Gateway pool
field and select one or more cloud gateway pools. To learn more, see Assigning Cloud Gateway Pools.

MNewy Tenant -
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Assigning Cloud Gateway Pools

You can assign to the tenant one or more cloud gateway pools configured in the Veeam Cloud Connect
infrastructure. After you assign a cloud gateway pool to the tenant, communication between the tenant backup
server and Veeam Cloud Connect infrastructure components in the SP side will be possible only through cloud
gateways added to this pool. You can also allow the tenant to fail over to a cloud gateway that is not added to a
cloud gateway pool. This may be useful in a situation where all cloud gateways in the cloud gateway pool
assigned to the tenant are unavailable for some reason.

To assign a cloud gateway pool to the tenant:
1. At the Bandwidth step of the wizard, click Choose on the right of the Gateway pool field.
2. In the Gateway Pool window, select Use the selected gateway pools.

3. Inthe list of available cloud gateway pools, select check boxes next to one or more pools that you want to
assign to the tenant. The list of available cloud gateway pools contains pools that you configured in the
Veeam Cloud Connect infrastructure.

To select or clear all check boxes in the list at once, you can use the Select All and Clear All buttons.

4. [Optional] You can allow the tenant to fail over to a cloud gateway that is not added to the selected cloud
gateway pool in case all cloud gateways in the pool are unavailable for some reason. To do this, select the
Failover to other cloud gateways if all gateways from selected pool are unavailable check box.

5. Click OK.
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Step 4. Allocate Backup Resources

The Backup Resources step of the wizard is available if you selected the Backup storage option at the
Organization step of the wizard. You can use this step to specify cloud repository quota settings for the created
tenant account.

The procedure of assigning backup resources to a vCD tenant account does not differ from the same procedure
for a simple tenant account. You can assign to the tenant a single quota on one cloud repository or several
quotas on different cloud repositories.

To assign a cloud repository quota:

1.

2.

Click Add on the right of the Cloud repositories list.

In the Cloud repository name field of the Set Quota window, enter a friendly name for the cloud repository
you want to present to the tenant. The name you enter will be displayed in the list of backup repositories
at tenant's side.

From the Backup repository list, select a backup repository in your backup infrastructure whose space
resources must be allocated to the tenant.

In the User quota field, specify the amount of space you want to allocate to the tenant on the selected
backup repository.

[For tenants who plan to use WAN accelerators] Select the Enable WAN acceleration through the
following WAN accelerator check box and choose a target WAN accelerator configured at the SP side. The
source WAN accelerator is configured on the tenant side. The tenant will select the source WAN
accelerator on their side when configuring a backup copy job.

Click OK.

Repeat steps 1-6 for all backup repositories in your backup infrastructure whose resources you want to
allocate to the tenant.

If you want to protect tenant backups against unwanted deletion, select the Keep deleted backup files for
<N> days check box and specify the number of days to keep a backup in the recycle bin after a backup is
deleted by the tenant. To learn more, see Insider Protection.
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NOTE

Consider the following:

exposes to tenants as cloud repositories.

o With the Keep deleted backup files for <N>days option enabled, Veeam Backup & Replication will
disable retention policy for deleted VMs specified in the properties of a tenant backup job. To avoid
keeping redundant data in a cloud repository, it is recommended that the SP enables the Use per-ViM
backup files option in the properties of the backup repository whose storage resources the SP

o If the Keep deleted backup files for <N> days option is enabled in the properties of the tenant
account, and the Use per-VM backup files option is not enabled in the properties of the backup
repository whose storage resources the SP exposes to the tenant, the tenant will be unable to
remove individual VMs from backups in the cloud repository. When the tenant starts the Delete from
disk operation for a specific VM in the backup, the operation will complete with an error.
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Step 5. Allocate Replication Resources

The Replica Resources step of the wizard is available if you selected the Replication resources option at the
Organization step of the wizard. At this step of the wizard, specify what organization VDC will be used to
provide resources to tenant VM replicas.

To assign an organization VDC to the tenant:

1. In the Organization vDC list, review Organization VDCs that will be available to the tenant as cloud hosts.
By default, Veeam Backup & Replication displays in this list all organization VDCs allocated to the
organization in vCloud Director. If you do not want to provide some of the organization VDCs to the tenant
as cloud hosts, select the necessary organization VDC and click Remove.

2. [For tenants who plan to use WAN accelerators] Specify WAN acceleration settings for organization VDCs
that will be used as a target for tenant VM replicas:

a. In the Organization vDC list, select the ogranization VDC for which you want to enable WAN
acceleration, and click Edit.

b. In the Edit vDC org window, select the Enable WAN acceleration through the following WAN
accelerator check box and choose a target WAN accelerator configured at the SP side. The source
WAN accelerator is configured at tenant's side. The tenant will select the source WAN accelerator at
their side when configuring a replication job.

c. Click OK.

d. Repeat steps a-c for all organization VDCs for which you want to enable WAN acceleration.
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3. Select the Use Veeam network extension capabilities during partial and full site failover check box to
allocate network resources for performing failover tasks. With this option enabled, the New Tenant wizard
will include the additional Network Extension step.

If you use an NSX Edge gateway or IPsec VPN connection to enable network access to tenant VM replicas
after failover, you do not need to deploy the network extension appliance in the Veeam Cloud Connect
infrastructure. Instead, you must configure an NSX Edge gateway or IPsec VPN connection in vCloud
Director. Make sure that the Use Veeam network extension capabilities during partial and full site failover
check box is cleared, and then click Apply to proceed to the next step of the wizard.
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Step 6. Specify Network Extension Settings

The Network Extension step of the wizard is available if you selected the Use Veeam network extension
capabilities during partial and full site failover option at the Replica Resources step of the wizard. You can use
this step to specify network settings for the network extension appliance that Veeam Backup & Replication will
deploy on the SP side.

Veeam Backup & Replication deploys the SP network extension appliance in the organization VDC specified as a
target for tenant VM replicas. VM replicas on the cloud host will use the SP network extension appliance to
communicate to VMs in the production site after partial site failover.

At the Network Extension step of the wizard, the SP configures one network adapter (vNIC) on the network
extension appliance. This network adapter connects the network extension appliance to the external network
where SP backup infrastructure components reside.

To set up the network extension appliance:
1. Click Edit on the right of the Network extension appliances list.

2. In the Network extension appliance field of the Network Settings window, check and edit if necessary the
name for the network extension appliance.

3. Click the Browse button in the External network field and select the SP production network to which the
SP Veeam Backup & Replication infrastructure components are connected.

4. Specify the IP addressing settings for the configured network extension appliance:

o To assign an IP address automatically in case the SP uses a DHCP server in the production network,
keep the Obtain an IP address automatically option selected.

o To manually assign the specific IP address to the network extension appliance, select the Use the
following IP address option and specify the following network settings:

= |P address
= Subnet mask

= Default gateway
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5. Click OK.

MNewe Tenant

C/_\D MNetwork Extension
() Specify network se

Organization
Bandwidth
Backup Resources

Replica Resources

Apply

Surnmary

Metwark

Metneark extenzion appliance:

|Network Extension &ppliance

Edit:

External network:

|DPor‘tGroup || Browse... |

® Obtain an IP address autarnatically
) Use the following 1P address:

IP address:

Subnet mask:

Default gateuvay:

| < Previaus ||

Apply

Finish

| | Cancel
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Step 7. Assess Results

The Apply step is available if you selected the Replication resources option at the Organization step of the
wizard.

At this step of the wizard, Veeam Backup & Replication will assign the cloud resources to the tenant. Wait for
the required operations to complete and click Next to continue.

Apply
m Please wait while settings are being sawed to the configuration database, and required changes are being made to the virtual

m infrastructure,

Organization Log:

hessage Duration
Bandwidth () Hardware quatas processing for tenant TechCompanyCrg started at 1..,
(2 Prepating tenant's subscription to vDC TechCompanyQrgyDC 00012
@w0C TechCompanyQDrgWDC has been prepared successfully 00310
() Storage policies for wDC TechCormparyCrgDC have been saved suce..,
(2 Networks for vDC TechCompanyQrgWDC have been saved successfully
Metwork Extension (2 Hardwiare quotas processing for tenant TechCompanyQrg finished at ..,

Backup Resources

Replica Resources

() Deploying network extension appliance for datacenter TechCampany... :02:58

< Prewious | | et = | | Finish | | Cancel
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Step 8. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of tenant account registration.
1. Review the information about the added tenant account.

2. Click Finish to exit the wizard.

MNewy Tenant -

N . Summary
€MD Fewview and copy tenant settings, and click Finish to exit the wizard,
Organization Summary:
iTenant: TechCompanyQrg
Bandwidth Cescription: wClouwd Director tenant account for TechCompany

Ausailable backup storage resources:

Cloud repository Default Backup Repository, Friendly name: TechCompany Cloud Waol, Quota:
100,00 GE, \&M acceleration: not used
Sivailable replica resources:

COrganization: TechCormpanyOrgWDC, WAN acceleration: not used

Backup Resources
Feplica Resources

Metwork Extension

Hpply

< Previous et = Cancel

What You Do Next

After the SP creates a tenant account, the SP must communicate the following information to the tenant:

1. User name and password for the created account. For vCloud Director tenant accounts, the user name and
password for the tenant account is the user name and password for the organization administrator account
of the vCloud Director organization whose resources the SP exposes to the tenant. The user name of the
tenant account is specified in the Organization\ Username format.

2. Full DNS name or IP address of the cloud gateway over which the tenant will communicate with the
Veeam Cloud Connect infrastructure.

o If the SP did not assign a cloud gateway pool to the tenant, the SP can provide information about any
cloud gateway configured in the Veeam Cloud Connect infrastructure that is not part of a cloud
gateway pool. When the tenant adds the SP in the tenant Veeam backup console, the Veeam backup
server on tenant side will obtain a list of all cloud gateways that are not added to a cloud gateway
pool. If the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail
over to another cloud gateway from the list.

o If the SP assigned a cloud gateway pool to the tenant, the SP can provide information about any cloud
gateway added to this gateway pool. When the tenant adds the SP in the tenant Veeam backup
console, the Veeam backup server on tenant side will obtain a list of all cloud gateways in the pool. If
the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail over to
another cloud gateway in the same pool.
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3. External port for the cloud gateway (if the SP has specified a non-default port).

4. [If Dell EMC Data Domain is used as a cloud repository] Information about the backup chain limitations.
The length of forward incremental and forever forward incremental backup chains that contain one full
backup and a set of subsequent incremental backups cannot be greater than 60 restore points. To
overcome this limitation, tenants can schedule full backups (active or synthetic) to split the backup chain
into shorter series. For example, to perform backups at 30-minute intervals, 24 hours a day, tenants must
schedule synthetic fulls every day. In this scenario, intervals immediately after midnight may be skipped
due to the duration of synthetic processing.
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Managing Tenant Accounts

The SP can perform the following actions with tenant accounts:

e Disable and enable tenant accounts.

e Rename tenant accounts.

e Change passwords for tenant accounts.

e Change resource allocation for tenant accounts.

e Redeploy network extension appliances for tenant accounts.
e Reset tenant machine count.

e Manage subtenant accounts for tenants.

e Delete tenant accounts.

NOTE

By default, in case the SP backup server is managed by Veeam Service Provider Console version 5.0 or
later, you cannot manage tenant accounts in Veeam Backup & Replication. You can change this setting in
Veeam Service Provider Console. To learn more, see the Managing Veeam Cloud Connect Servers section in
the Guide for Service Providers.
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Disabling and Enabling Tenant Accounts

The SP can temporarily disable a tenant account, for example, if the tenant has not made a payment and must
not use cloud repository and cloud host resources for some time.

NOTE

For Active Directory tenant accounts, the SP can also perform the disable and enable operations on the
Active Directory side. To do this, the SP can disable or enable the Active Directory user account for which
the tenant account was created.

When the SP disables a tenant account, the tenant can no longer perform the following operations:
e Run backup and backup copy jobs targeted at the cloud backup repository.
e Run replication jobs targeted at the cloud host.
e Restore data from backups on the cloud repository or copy backup files from the cloud repository.
e Perform failover and failback tasks with VM replicas on the cloud host.

All current sessions for the tenant are terminated; all tenant VMs become inactive and the equal number of VMs
in the SP license is revoked for other tenants.

To disable a tenant account:
1. Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant account and click Disable Tenant on the ribbon. You can
also right-click the account in the working area and select Disable.
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To enable a disabled account:
1. Open the Cloud Connect view.

2. Inthe inventory pane, click the Tenant node.

3. Inthe working area, select the necessary tenant account and click Disable Tenant on the ribbon once
again. You can also right-click the account in the working area and select Disable.

Tenant

POXEHD
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> 5] Gateway Pools o\ QWE Systemns BB Remote desktop lane 3 2 Byvailable...  Tenant account for.. 33 minutes..  Success Mever
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Renaming Tenant Accounts

The SP can rename a tenant account, for example, if the SP wants to change the user name to a more friendly
one.

When the SP renames a tenant account, it is not enough to simply change the user name in the tenant account
properties. The SP must also rename the folder with tenant backups on the cloud repository and make sure that
the tenant reconnects to the SP under the new name. In this case, Veeam Backup & Replication will be able to
save backups to the backup chain that already exists on the cloud backup repository, and the tenant will be able
to restore data from previously created backups.

To rename a tenant account (performed by the SP on the SP Veeam backup server):

—_

Open the Cloud Connect view.

In the inventory pane, click Tenants.

In the working area, right-click the necessary tenant and select Properties.

At the Tenant step of the Edit Tenant wizard, specify a new name in the Username field.

Click Finish to save the changes.

o vos woN

[For Veeam Cloud Connect Backup] On the cloud repository, rename a subfolder where tenant backups are
stored. For example, if the tenant was named 7enant7, and you changed the user name to 7enant2, you
must find the 7enant7subfolder on the cloud repository and rename it to 7enant2.

7. Inform the tenant about the user name change and make sure that the tenant reconnects to the SP under
this name.

To reconnect to the SP (performed by the tenant on the tenant Veeam backup server):

—_

Open the Backup Infrastructure view.
In the inventory pane, click the Service Providers node.

In the working area, right-click the SP and select Properties.

A owoN

At the Credentials step of the wizard, click Add next to the Credentials field and specify a new user name
and password to connect to the SP. You must specify the password that you used before, unless the SP
has changed the password together with the user name.

5. Follow the next steps of the wizard without changing default settings. At the Summary step of the wizard,
click Finish.
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Changing Password for Tenant Account on SP
Side

The SP can change the password for the tenant account.

NOTE

Consider the following:

The tenant can also change the password for the tenant account using the Veeam backup console on
the tenant backup server. To learn more, see Changing Password for Tenant Account.

You cannot change the password for a vCloud Director tenant account. For such accounts, passwords
are managed in vCloud Director.

To change a password for the tenant account (performed by the SP on the SP Veeam backup server):

1.

AW

Open the Cloud Connect view.
In the inventory pane, click Tenants.
In the working area, right-click the necessary tenant and select Properties.

At the Tenant step of the Edit Tenant wizard, specify a new password in the Password field or click the
Generate new link at the bottom of the field. In the latter case, Veeam Backup & Replication will generate
a safe password. You will be able to get a copy the generated password at the last step of the wizard.

At the Summary step of the Edit Tenant wizard, click the Copy password to clipboard link at the bottom of
the wizard window and click Finish to save the changes.

Inform the tenant about the password change and make sure that the tenant reconnects to the SP using
the new password.

To reconnect to the SP (performed by the tenant on tenant Veeam backup server):

1.

A owoN

U

Open the Backup Infrastructure view.
In the inventory pane, click the Service Providers node.
In the working area, right-click the SP and select Properties.

At the Credentials step of the Service Provider wizard, click the Manage accounts link at the bottom of the
Credentials field.

In the Manage Veeam Cloud Connect Service Provider Credentials window, click Edit.
In the displayed window notifying that the edited credentials are used to connect to the SP, click Yes.

In the Credentials window, enter a new password in the Password field and click OK.
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8. Follow the next steps of the Service Provider wizard without changing default settings. At the Summary
step of the wizard, click Finish.

Service Provider X

A Manage Yeeam Cloud Connect Service Provider Credentials 2

Manage Yeeam Cloud Connect Service Provider Credentials
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Service Pr i
Apply Usernarme: |QWE 3 |
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Ok | | Cancel
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Changing Resource Allocation for Tenant
Account

The SP can change a set of resources provided to a tenant account. For example:
e Enable or disable access to backup and replication resources
e Add or remove storage quotas on the cloud repository
e Subscribe or unsubscribe tenants to/from hardware plans
To edit resources provided to a tenant account (performed by the SP on the SP Veeam backup server):
1. Open the Cloud Connect view.
In the inventory pane, click Tenants.

In the working area, right-click the necessary tenant and select Properties.

AW

At the Tenant step of the Edit Tenant wizard, in the Assigned resources section, select what types of
Veeam Cloud Connect resources you want to provide to the tenant:

o Backup storage — with this option enabled, you can assign a quota on the cloud repository to the
tenant. To learn more, see Allocate Backup Resources.

o Replication resources — with this option enabled, you can subscribe the tenant to a hardware plan. To

learn more, see Allocate Replica Resources.

5. At the Backup Resources and Replica Resources steps of the wizard, edit backup and replication resources

settings as required.
6. At the Summary step of the wizard, click Finish to save the changes.
To start working with a new set of resources, the tenant must perform one of the following operations:

e Rescan the SP. This operation is sufficient in case the SP added resources to the tenant account, for

example, assigned a quota on the cloud repository to the tenant account or assigned replication resources

to the tenant account.

e Reconnect to the SP. This operation is required in case the SP removed resources from the tenant account.

This operation is also required in case the SP assigned replication resources to the tenant, and the tenant
wants to configure and deploy the network extension appliance. Alternatively, the tenant can rescan the
SP. In this case, Veeam Backup & Replication will prompt to deploy the network extension appliance later,

when the tenant performs failover to a VM replica on the cloud host.

After the tenant rescans the SP or reconnects to the SP, Veeam Backup & Replication will retrieve information
about available backup storage and hardware plans and display cloud repositories and cloud hosts in the tenant

Veeam Backup & Replication console.

233 | Veeam Cloud Connect | Administrator Guide



To rescan the SP (performed by the tenant on the tenant Veeam backup server):
1. Open the Backup Infrastructure view.
2. Intheinventory pane, click the Service Providers node.

3. Inthe working area, select the SP and click Rescan on the ribbon or right-click the SP and select Rescan.
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To reconnect to the SP (performed by the tenant on the tenant Veeam backup server):

1. Open the Backup Infrastructure view.
2. Intheinventory pane, click the Service Providers node.

3. Inthe working area, select the SP and click Edit Provider on the ribbon or right-click the SP and select
Properties.

4. Follow the steps of the Service Provider wizard. At the Summary step of the wizard, click Finish. To learn
more, see Connecting to Service Providers.

NOTE

If the SP assigned replication resources to the tenant, the tenant may need to configure and deploy the
network extension appliance at the Network Extension step of the Service Provider wizards. To learn more,
see Configure Network Extension Appliances.
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Redeploying Network Extension Appliance

The SP can redeploy a network extension appliance for a tenant account. This may be necessary when the
network extension appliance becomes inoperative or when the SP changes the password in the network
extension appliance credentials record after one or several appliances are already deployed.

To redeploy the network extension appliance:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Tenants.
3. Inthe working area, right-click the necessary tenant and select Properties.

4. At the Network Extension step of the Edit Tenant wizard, in the Network extension appliances section,
click Edit and edit settings for the network extension appliance (for example, change the name of the
network extension appliance).

5. Click Next to apply new settings. Veeam Backup & Replication will remove a previously deployed network
extension appliance and deploy a new network extension appliance VM with new settings. The extension
appliance will have root password that is specified in the Credentials Manager.

6. At the Summary step of the wizard, click Finish to exit the wizard.
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Viewing Tenant Machine Count

The SP can use the Veeam backup console to view information about the number of tenant machines whose
backups and replicas consume resources in the SP Veeam Cloud Connect infrastructure.

To view the tenant machine count in the SP Veeam backup console:
1. Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, view the number of tenant machines. Veeam Backup & Replication displays this
information in the following columns:

o Backup Count — number of VMs that have backups created by tenant backup jobs.
o Replica Count — number of VMs that have replicas created by tenant replication jobs.

o Server Count — number of servers that have backups created by tenant Veeam Agent backup jobs. A
server is a machine processed with the Serveredition of Veeam Agent.

o Workstation Count — number of workstations that have backups created by tenant Veeam Agent
backup jobs. A workstation is a machine processed with the Workstation edition of Veeam Agent.

The Tenants node displays information about all tenant machines that currently consume resources in the
SP Veeam Cloud Connect infrastructure, including rental machines and new workloads. To learn more, see
Rental Machines Licensing and New Workloads.

The number of machines that consume resources in the SP Veeam Cloud Connect infrastructure may differ
from the number of protected workloads that consume the Veeam Cloud Connect license on the SP
backup server. The SP must not use information displayed in the Tenants node to report license usage to
Veeam.
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NOTE

instances required to process 1 VM.

Veeam Backup and Replication

If the tenant processes the same VM with multiple jobs targeted at different quotas (cloud repositories or
cloud hosts), this VM is counted as multiple VMs in the SP backup console. This lets the SP monitor
consumption of backup and replication resources in the Veeam Cloud Connect infrastructure — the machine
count reflects the number of machines that actually consume tenant quotas. In contrast, in the SP Veeam
Cloud Connect license and license usage reports, such a VM is considered as 1 VM and uses the number of

For example, the tenant processes 1 VM with 2 backup jobs and 3 replication jobs. In the Tenants node of
the Cloud Connect view in the SP backup console, Veeam Backup & Replication will display 2 VMs in the
Backup Count column and 3 VMs in the Replica Count column. In the License Information window, Veeam
Backup & Replication will display the number of used instances required to process 1 Veeam Cloud Connect
Backup VM and 1 Veeam Cloud Connect Replica VM.

Tenant
ot
[}

Add  Edit Download e Report R

Tenant + Tenant

Remote Access

Manage Tenants Details

Cloud Connect Q) Type in an object name to search for

4 (% Cloud Connect Hame T Backup..  Replica.,
>[4 Cloud Gateways /5, ABC Company 3 H
» 7 Gatewsy Pools 7, QWVE Systemns 1 0
e Tenants /) techjohn.srith 0 0
> [Z1 Backup Storage ) techwilliam fox 0 0
> EF Replica Resources /5, TechCompanyOrg 0 0

[ Replica org wDCs
> EF Replicas
> [ Last 24 Hours

A Home
(?E"g Backup Infrastructure

Tape Infrastructure

(8L Cloud Connet

[ History

Type
Standalane
Standalane
Active Directory
Active Directory
Standalane

Server ., Workstation..,
3 0
[ 2
Q Q
Q Q
Q Q

Remote..,
Hailable...
Pwailable...
Unknoan
Unknoan

Unknoan

Description

Tenant account for..,
Tenant account for...
Tenant account for...
Tenant account for...

Tenanc account for..,

Last Active

3 haurs ago

33 rminutes...

Last Result:
Success
Success
Success
Success

Success

Expiration...
Mever
Mewver
Mewver
Mewver

Mewver

238 | Veeam Cloud Connect | Administrator Guide

Connected to: localhost

Build: 11.0.0.825

Enterprise Plus Edition

License expires: 43 days remaining




Resetting Tenant Machine Count

To revoke tenant machines from the license, the SP can reset the tenant machine count. Tenant machine count
reset can be useful in the following situations:

e The tenant re-installs Veeam Backup & Replication or deploys a new Veeam Backup & Replication
database. In this situation, Veeam Backup & Replication does not automatically revoke tenant machines
from the license. If the tenant wants to back up or replicate the same machines with a new Veeam Backup
& Replication instance, these machines will get new IDs and will be considered as new protected
workloads. As a result, the same machines will use instances in the license twice.

e The number of used instances has exceeded the number of instances in the license. The SP can revoke
tenant machines for some time, until the SP gets a new license for a greater number of machines. Tenant
machines are revoked on a temporary basis. When the tenant starts a backup, backup copy or replication
job, machines processed by these jobs become protected workloads and consume the license.

e The tenant has a dynamic virtual infrastructure. For example, if the tenant constantly creates and deletes
VMs, the SP can control the number of instances used by these VMs.

When the tenant machine count is reset, tenant machines whose backups and replicas are stored on the cloud
repository and cloud hosts are "removed” from the license. The SP can provide the cloud service for the equal
number of machines to other tenants or the same tenant.

Machine count reset applies to the license only and does not remove information about tenant machines from
the SP Veeam backup console. This lets the SP monitor tenant quota consumption. After the SP resets the
tenant machine count, they can still view the number of machines processed by the tenant in the Tenants node
of the Cloud Connect view. To learn more, see Viewing Tenant Machine Count.

Machine count reset does not remove tenant backups from the cloud repository. The tenant can restore data
from such backups. Tenant VM replicas also remain on the cloud host when the tenant machine count is reset.
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To reset the tenant machine count:
1. Open the Cloud Connect view.

2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant account.

4. Press and hold the [CTRL] key, right-click the tenant account and select Reset.
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Deleting Tenant Accounts

The SP can delete a tenant account at any time, for example, if the tenant no longer uses resources of the cloud
repository.

When the SP deletes a tenant account, Veeam Backup & Replication disables this account and removes it. The
tenant account is removed permanently. The SP cannot undo this operation.

When the SP deletes a tenant account, Veeam Backup & Replication displays a warning prompting whether to
delete tenant backup data. The SP can choose to delete tenant backups automatically along with the tenant
account. Alternatively, the SP can let tenant backup data remain intact in the cloud repository and delete it later
manually.

In contradiction to backup data, Veeam Backup & Replication processes VM replicas on the cloud host according
to the following rules:

e If a VM replica is powered off at the time when the SP deletes the tenant account, Veeam Backup &
Replication unregisters the VM replica on the cloud host and deletes actual replica files from the datastore
or volume.

e Ifa VM replica was powered on as part of a failover operation before the SP deletes the tenant account,
Veeam Backup & Replication keeps the VM replica intact on the cloud host.

e If a VM replica was powered on manually before the SP deletes the tenant account, Veeam Backup &
Replication powers off the VM replica, unregisters the VM replica on the cloud host and deletes actual
replica files from the datastore or volume.

If the cloud repository and cloud host work using WAN accelerators, when the SP deletes a tenant account,
Veeam Backup & Replication also deletes data for this tenant from the global cache on the target WAN
accelerator.

To delete a tenant account:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant account and click Delete on the ribbon. You can also
right-click the account in the working area and select Delete.

4. If you want to delete tenant backup data along with the tenant account, in the displayed window, select
the Remove backups check box.

5. Click Yes.
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TIP

After you delete a tenant account, the tenant VM count is automatically reset and tenant VMs are revoked
from the license. To learn more, see Resetting Tenant VM Count.
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Managing Subtenant Accounts on SP Side

To provide subtenants with individual storage quotas on the cloud repository, the SP or tenant must register a
subtenant account for each subtenant. The SP can perform the following operations with subtenant accounts:

e Add a subtenant account for a standalone tenant account.
e Add a subtenant account for a vCloud Director tenant account.
e Edit a subtenant account.

e Remove a subtenant account.

NOTE

Veeam Backup & Replication does not offer subtenant functionality for Active Directory tenant accounts.

You can use an Active Directory tenant account itself instead of a subtenant account to back up your data
with Veeam Agent.
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Creating Subtenant Account for Standalone
Tenant

The procedure of subtenant accounts registration can be performed by the SP on the SP Veeam backup server.

When you create a subtenant account for a standalone tenant account, remember to save a user name and

password for the created subtenant account. You must pass this data to the subtenant. When configuring a
backup job targeted at the cloud repository, the subtenant must enter the user name and password for the
subtenant account to connect to the SP backup server.
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Step 1. Launch New Subtenant Wizard

To launch the New subtenant wizard:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant and click Manage Subtenants on the ribbon or right-click
the tenant and select Manage subtenants.

4. In the Subtenant Quotas window, click Add.
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Step 2. Specify Subtenant Settings

At the Account step of the wizard, specify settings for the created subtenant account:

1. In the Username field, specify a name for the created subtenant account. The user name must meet the
following requirements:

o The maximum length of the user name is 128 characters. It is recommended that you create short user
names to avoid problems with long paths to backup files on the cloud repository.

o The user name may contain space characters.

o The user name must not contain the following characters: , \/: *2\"<>|=; @ as well as Unicode
characters.

o The user name must not end with the period character [.].

2. Inthe Password field, provide the password for the subtenant account. You can enter your own password
or click the Generate new link at the bottom of the field. In the latter case, Veeam Backup & Replication
will generate a safe password. To get a copy the generated password, click the Copy to clipboard link at
the bottom of the window.

3. Inthe Description field, specify a description for the created subtenant account.

4. If you want the subtenant account to be created in the disabled state, select the Subtenant is disabled
check box. In this case, Veeam Backup & Replication will create the subtenant account, but the subtenant
will not be able to connect to the SP and create backups on the cloud repository.

Account

e

p ’ Create agent subtenant account and password.
o

[ —)

Usernarne: |I3C User 02 |

Cluatas Passwward: |0"0""" |

Generate new

Surnrmary Description: Ormega PC User

[] Subtenant is disabled

< Previous | | et = | | Finish | | Cancel
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Step 3. Allocate Subtenant Quota

At the Quotas step of the wizard, specify subtenant quota settings for the created account. You can assign to
the subtenant tenant a single quota on a cloud repository assigned to the tenant account.

To assign a subtenant quota:

1.
2.

Click Add on the right of the Available user quotas list.

In the Subtenant Quota window, in the Name field, enter a friendly name for the subtenant quota. The
name you enter will be displayed at the subtenant's side.

In the Repository field, select a cloud repository whose space resources must be allocated to the
subtenant.

By default, Veeam Backup & Replication allows subtenants to use an entire quota on the cloud repository
assigned to the tenant. If you want to limit the amount of storage space that the subtenant can use on the
cloud repository, in the Quota section, select Limit size to and specify the necessary subtenant quota.

When you consider limiting the subtenant quota, remember to allocate the sufficient amount of storage
space for the subtenant. The subtenant quota must comprise the amount of disk space used to store a
chain of backup files plus additional space required for performing the backup chain transform operation.
Generally, to perform the transform operation, Veeam Backup & Replication requires the amount of disk
space equal to the size of a full backup file.

Click OK.

Vs Quotas
\:. Azsign one or rmore backup repositony quotas to the subtenant,
-
f 3

Account Aailable user quotas:

Subtenant Quota - Add
= User quota Edit
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Marne! |Cloud Backup Storage | Rernoee
Repositorgs |Omega Cloud Repository (Tenant's quota) v|
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>
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Ok | | Cancel |
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of subtenant account registration.

1. Click the Copy to clipboard link to copy information about the created subtenant account: user name,
password, cloud repository and quota. You must send the copied information to a user on the tenant side
so that they can use the created subtenant account to configure a backup job targeted at the cloud
repository.

2. Click Finish to exit the wizard.

o Summary
& “ou can copy the configuration information below for future reference,

Account Summary:
PC User 02 was successfully created.

Quotas

Copy to clipboard

< Previous | | et = | | Finish | | Cancel
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Creating Subtenant Account for vCloud Director
Tenant

The procedure of subtenant accounts registration can be performed by the SP on the SP Veeam backup server.

After you create a subtenant account for a vCloud Director tenant account, pass the user name of the created
account to the subtenant. When configuring a backup job targeted at the cloud repository, the subtenant must
enter the user name for the subtenant account to connect to the SP backup server.

Before You Begin

Before you add a new subtenant account for a vCloud Director tenant account, check the following prerequisite:
the vCloud Director user account that you plan use as a subtenant account must be created for the organization
in vCloud Director.
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Step 1. Launch New Subtenant Wizard

To launch the New subtenant wizard:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant and click Manage Subtenants on the ribbon or right-click
the tenant and select Manage subtenants.

4. In the Subtenant Quotas window, click Add.
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Step 2. Select vCloud Director User

At the vCloud User step of the wizard, specify settings for the created subtenant account:

1. Click Add next to the Username field and select a vCloud Director organization user account to which you
want to allocate a quota on the cloud repository. The user account must be created in advance by the SP
in vCloud Director.

2. Inthe Description field, specify a description for the created subtenant account.

3. If you want the subtenant account to be created in the disabled state, select the Subtenant is disabled
check box. In this case, Veeam Backup & Replication will create the subtenant account, but the subtenant
will not be able to connect to the SP and create backups on the cloud repository.

vCloud User

7
\ ], Specify Whiaware wCloud Director user account,

Username: |userl?

Description:

Quotas TechCompamyOrg Subtenant

Surnmary

[] Subtenant is disabled

< Prewious | | Mext = | | Finish | | Cancel
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Step 3. Allocate Subtenant Quota

At the Quotas step of the wizard, specify subtenant quota settings for the created account. You can assign to
the subtenant tenant a single quota on a cloud repository assigned to the tenant account.

To assign a subtenant quota:

1.
2.

Click Add on the right of the Available user quotas list.

In the Subtenant Quota window, in the Name field, enter a friendly name for the subtenant quota. The
name you enter will be displayed at the subtenant's side.

In the Repository field, select a cloud repository whose space resources must be allocated to the
subtenant.

By default, Veeam Backup & Replication allows subtenants to use an entire quota on the cloud repository
assigned to the tenant. If you want to limit the amount of storage space that the subtenant can use on the
cloud repository, in the Quota section, select Limit size to and specify the necessary subtenant quota.

When you consider limiting the subtenant quota, remember to allocate the sufficient amount of storage
space for the subtenant. The subtenant quota must comprise the amount of disk space used to store a
chain of backup files plus additional space required for performing the backup chain transform operation.
Generally, to perform the transform operation, Veeam Backup & Replication requires the amount of disk
space equal to the size of a full backup file.

Click OK.
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of subtenant account registration.
1. Review the information about the added subtenant account.

2. Click Finish to exit the wizard.

o Summary
& “ou can copy the configuration information below for future reference,

wCloud User Summary:
hserUE wvas successfully created,

Quotas

< Previous | | et = | | Finish | | Cancel
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Editing Subtenant Account

You can edit settings of created subtenant accounts. For example, you may want to reallocate storage quota for
the subtenant, change password for the subtenant account of a standalone tenant account, disable or enable

the subtenant account.

NOTE
Consider the following:

e You cannot change a user name for the subtenant account.
e The SP cannot change the password for a managed subtenant account. This operation is available
only for the tenant in the tenant backup console.

To edit settings of a subtenant account:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Cloud Connect view. Click the Tenants node in the inventory pane, select the necessary
tenant in the working area and click Manage Subtenants on the ribbon.

o Open the Cloud Connect view. Click the Tenants node in the inventory pane, right-click the necessary
tenant in the working area and select Manage subtenants.

2. Inthe Subtenant Quotas window, select the necessary subtenant account and click Edit.

To quickly find the necessary subtenant account, use the search field at the bottom of the Subtenant
Quotas window:

a. Enter the user name of the subtenant account or a part of it in the search field.
b. Click the Start search button on the left or press [ENTER].

3. In the Edit subtenant wizard, edit subtenant account settings as required.

Subtenant Quotas -

- Subtenant Quotas
:-'_-‘_, . Use this dialog ko centrally manage quotas for subtenants. By creating subtenants, wou can securely share wour single Veeam Cloud
P Connect subscription between multiple departments aor end users,

=

MNarme Type Cloud repository - Friendly narme Quota Free Description Add
,E,PC User... Standalone Ornega Cloud ... Cloud Backup ...  Unlimited Unlimited Ornega PC User -
Edit: k

E’PCUser... Standalone Ornega Cloud ... Cloud Backup .. Unlimited Unlimited Ornega PC Us..,

Q Tipe in on obfect name to search for

Claose
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Deleting Subtenant Account

You can delete a subtenant account that you created for a standalone or vCloud Director tenant account at any
time, for example, if the subtenant no longer uses resources of the cloud repository.

When you delete a subtenant account, Veeam Backup & Replication disables this account and removes it. The
subtenant account is removed permanently. You cannot undo this operation.

Subtenant's backup data remain intact on the cloud repository. You can delete subtenant backup data manually
later if needed.

NOTE
You cannot delete managed subtenant accounts — subtenant accounts created automatically by Veeam
Backup & Replication in the Veeam Agent management scenario.
To delete a subtenant account:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Cloud Connect view. Click the Tenants node in the inventory pane, select the necessary
tenant in the working area and click Manage Subtenants on the ribbon.

o Open the Cloud Connect view. Click the Tenants node in the inventory pane, right-click the necessary
tenant in the working area and select Manage subtenants.

2. Inthe Subtenant Quotas window, select the necessary subtenant account and click Remove.

To quickly find the necessary subtenant account, use the search field at the bottom of the Subtenant
Quotas window:

a. Enter the user name of the subtenant account or a part of it in the search field.

b. Click the Start search button on the left or press [ENTER].

Subtenant Quotas -

- Subtenant Quotas
:-'_-‘_, . Use this dialog ko centrally manage quotas for subtenants. By creating subtenants, wou can securely share wour single Veeam Cloud
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Managing Tenant Data

The SP can perform the following actions with tenant data:
e Move tenant backups to another cloud repository
e Download tenant data from the capacity tier
e Retrieve tenant data from the archive tier

e Manage tenant VM replicas
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Moving Tenant Backups to Another Cloud
Repository

The SP may need to move tenant data to another cloud repository, for example, if the initial cloud repository is
running out of space.

There are two scenarios of moving tenant data:

e Scenario 1: replacing the cloud repository. The SP may want to replace the initial cloud repository with a
new cloud repository, for example, with a cloud repository that has more storage capacity. This scenario
does not require any actions on the tenant side.

e Scenario 2: adding a new cloud repository. The SP may want to configure a new cloud repository in
addition to the initial cloud repository and move tenant data to it. This scenario requires addition actions
on the tenant side.

NOTE

The procedure of moving tenant data to another cloud repository is intended only for regular backup
repositories exposed as cloud repositories. You cannot use this procedure to move tenant backups to a
cloud repository that has a scale-out backup repository as a back end. If you need to move tenant data to
such repository, contact Veeam Customer Support.

Scenario 1. Replacing Cloud Repository

The SP must complete the following tasks:
1. Configure a new backup repository that you plan to use as a cloud repository.
2. Disable the tenant account:
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.
c¢. Inthe working area, right-click the tenant account and select Disable.
3. Copy a folder with tenant backup files from the initial cloud repository to the new cloud repository.
4. Change resource allocation settings for the tenant on the initial cloud repository:
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.
c. Inthe working area, right-click the tenant account and select Properties.
d. At the Backup Resources step of the wizard, select the initial cloud repository in the list and click Edit.

e. In the Edit Quota window, change the underlying backup repository for the initial cloud repository:
from the Backup repository list, select the newly configured backup repository.

f. If necessary, you can increase or decrease the tenant quota.

g. Save changes.
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5. Enable the tenant account:

a. Open the Cloud Connect view.

b. In the inventory pane, click Tenants.

c. In the working area, right-click the tenant account and select Disable.

D
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Cloud repository name:
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| < Prewious | | et =

Finish | | Cancel |

If the SP moved tenant data between backup repositories based on servers with different operating systems, the
tenant must rescan the cloud repository in the tenant Veeam Backup & Replication console:

1. In the tenant Veeam backup console, open the Backup Infrastructure view.

2. Intheinventory pane, click Backup Repositories.

3. Inthe working area, right-click the cloud repository and select Rescan.

If the SP changed the tenant quota, the new quota becomes visible to the tenant after the tenant performs a
rescan operation for the service provider or cloud repository on their backup server, or after the next job run.
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Scenario 2. Adding New Cloud Repository

The SP must complete the following tasks:

1. Configure a new backup repository that you plan to use as a cloud repository.

2. Onanewly configured cloud repository, allocate resources to the tenant:

a. Open the Cloud Connect view.

b. In the inventory pane, click Tenants.

¢. Inthe working area, right-click the tenant account and select Properties.

d. At the Backup Resources step of the wizard, click Add and allocate resources on the new cloud
repository to the tenant.

e. Save changes.
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3. Disable the tenant account:
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.
c. In the working area, right-click the tenant account and select Disable.

4. Copy a folder with tenant backup files from the initial cloud repository to the new cloud repository.

Source
B Select iterns to be copied with this job,

Marne

File ar folder Server Add..,

|jE:\Backup\ABC Cornpany srvl3tech.local

Destination
Schedule

Surnrmary

< Previous | | Mext = | | Finish | | Cancel

5. Enable the tenant account:
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.

c¢. In the working area, right-click the tenant account and select Disable.
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6. Rescan the new cloud repository:

a. Inthe SP Veeam Backup & Replication console, open the Backup Infrastructure view.

b. In the inventory pane, click Backup Repositories.

c. Inthe working area, right-click the backup repository that is exposed as a new cloud repository and

select Rescan.
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and ensures no data is lost.
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Connected to: localhost

Build: 11.0

Enterprise Plus Edition

License expires: 43 days remaining

Do not delete backup files on the initial cloud repository at this moment. It is strongly recommended that
you delete backup files after the tenant completes the data migration procedure on their backup server



The tenant must complete the following tasks:
1. Rescan the service provider:
a. In the tenant Veeam Backup & Replication console, open the Backup Infrastructure view.
b. In the inventory pane, click Service Providers.

c. In the working area, right-click the service provider and select Rescan.

Veeam Backup and Replication

Cloud Connect
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1 Service Provider selected Connected to: localhost  Build: Enterprise Plus Edition  License expires: 48 days remaining
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2. Enumerate backups on the new cloud repository.

Backups that reside on the new cloud repository will appear in the Home view next to backups that were
created on the initial cloud repository.

Unencrypted backups will be displayed under the Cloud node. Encrypted backups will be displayed under
the Cloud (Encrypted) node. To unlock backups:

a. Select the Backups > Cloud (Encrypted) node, right-click the backup in the working area and select
Specify password.

b. In the Specify Password window, type in the password for the backup.

Unlocked backups will be moved under the Cloud node.

Veeam Backup and Replication
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Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expi remaining
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3. Map backup jobs and backup copy jobs to backups on the new cloud repository:
a. Open the Home view.
b. In the inventory pane, click Jobs.
c¢. In the working area, right-click the job that you want to edit and select Edit.

d. At the Storage (for backup jobs) or Target (for backup copy) step of the wizard, select the new cloud
repository from the Backup repository list.

e. Click Map backup.
f. In the Select Backup window, choose the backup job and click OK.
g. Save the job settings.

h. Repeat steps c-g for all jobs that whose backups have been moved.

[x]
Storage
Specify process) Existing backups: kup files produced by this
= m job and custo

F] E Backup Repositories

P E ABC Compary Cloud Repository 2
Marne 2 Fileserver Backup
ég, Webserser Backup

Wirtual bachines

Guest Processing b backup
Schedule

Wie recammend ta make
ed off-site,
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‘lg_jz,' Tipe (0 20 object name to searoh for Q | *

| | Cancel |

inish | | Cancel |
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4. After the tenant makes sure that backups have been successfully copied and mapped to jobs, the tenant
can delete backup files from the initial cloud repository:

a. Open the Home view.

b. In the inventory pane, click Backups > Cloud.

c. Inthe working area, right-click the backup job whose backups you want to remove and select Delete
from disk.

d. Repeat steps b-c for all jobs whose backups whose backups have been moved.

IMPORTANT

Make sure that you do not delete backup files from the new cloud repository instead of the initial

cloud repository.
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Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 28 days remaining
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Downloading Tenant Data from Capacity Tier

The SP can download tenant data that was offloaded to an object storage repository back to the on-premises
extents of a scale-out backup repository. Veeam Backup & Replication lets the SP download all offloaded tenant
backups at once. Downloaded backups remain in the performance tier and cannot be moved back to the capacity
tier.

To download tenant data from capacity tier to performance tier:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant and click Download on the ribbon or right-click the tenant
and select Download.

4. In the displayed window, select what backup files you want to download from the capacity tier to the the
on-premises extents:

o Click All Backups to download all tenant backup files.

o Click Latest Only to download tenant backup files pertaining to the latest backup chain only.

5. In the SOBR Download window, monitor the progress of the download operation and click OK.
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Retrieving Tenant Data from Archive Tier

The SP can use the archive tier functionality to extend a scale-out backup repository used as a cloud repository
with an additional tier of storage. This can be useful for backup of rarely accessed tenant data: compared to the
capacity tier, it is cheaper to store archived data in the archive tier, but more expensive to restore it from the
archive tier. For more information on the archive tier functionality, see the Archive Tier section in the Veeam
Backup & Replication User Guide.

Archived data must be prepared for restore from the archive tier. To do this, the SP must retrieve the archived
data. In contrast to the regular backup scenario where you can retrieve archived data using the Veeam backup
console, in the Veeam Cloud Connect Backup scenario, this operation is available with Microsoft PowerShell
cmdlets only. To learn more, see the Publish-VBRCloudArchiveRestorePoint section in the Veeam PowerShell
Reference.
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Managing Tenant VM Replicas

The SP can perform the following operations with tenant VM replicas created with replication jobs targeted at
the cloud host:

o View properties
e Remove from configuration
e Delete from disks

e Move tenant replicas to another storage

Viewing Properties

You can view summary information about created tenant VM replicas. The summary information provides the
following data: available restore points, date of restore points creation, data size, restore point size and replica
status.

To view summary information for replicas:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Replicas.

3. Inthe working area, right-click the necessary VM replica and select Properties.

YWirtual machine: Original location:
(filesra04 | [172.175230,

Files:

Date Restore point size Shatus
&Iess than a day ago (12:57 PR We,, 7354 MB 0k
é_l,less than a day ago (10:33 PR Tue... 13.1 GB Ok

Total size: 13.8 GB
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Removing from Configuration

You can use the Remove from configuration operation if you want to remove records about tenant VM replicas
from the Veeam Backup & Replication console and database. Replicated VMs remain on the cloud host and, if
necessary, you can start them manually after Remove from configuration operation is performed.

IMPORTANT

After you perform the Remove from configuration operation, records about tenant VM replicas will be
permanently removed from configuration. You will not be able to reinstate them in the Veeam Backup &
Replication console and database.

The tenant will not be able to use VM replicas that remain on the cloud host. To let the tenant use such VM
replicas, you will have to map VM replicas to a new replication job. To learn more, see this Veeam KB
article.

To remove records about VM replicas from the Veeam Backup & Replication console and database:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Replicas.

3. Inthe working area, right-click the necessary VM replica and select Remove from configuration.
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1 replica selected Connected to: localhost Build: 11 Enterprise Plus Edition License expires: 47 days remaining
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Deleting from Disk

You can use the Delete from disk operation if you want to delete records about tenant VM replicas from the
Veeam Backup & Replication console and database and, additionally, unregister the VM replica on the cloud host
and delete actual replica files from the datastore or volume.

Do not delete tenant VM replicas from the cloud host manually. Use the Delete from disk option instead. If you
delete VM replicas manually, subsequent replication job sessions will fail.

To remove VM replicas from the cloud host:
1. Open the Cloud Connect view.

2. Intheinventory pane, click Replicas.

3. Inthe working area, right-click the necessary VM replica and select Delete from disk.
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Moving Replica Files to Another Location

The SP may need to move tenant VM replica files to another location, for example, if the initial storage is
running out of space. This operation can be performed on the VMware vSphere platform as well as on the

Microsoft Hyper-V platform.

The operation does not require any actions on the tenant side. For the tenant, VM replica files remain on the
same cloud host, in the same cloud storage.

IMPORTANT

It is not recommended that the SP or tenant move tenant VM replicas created in vCloud Director to another
vApp. During this operation, all restore points created for VM replicas except for the latest restore point

will be deleted.

Before you move tenant replica files, check the following prerequisites:

e The new datastore (for VMware vSphere platform) or storage volume (for Microsoft Hyper-V platform)
must be connected to the same host or cluster as the initial datastore/volume.

e All active replication job sessions and failover tasks must be stopped for VM replicas created by tenants
whose replica files are moved to another datastore/volume.

NOTE

When you move tenant replicas to a new location, you must change the storage location in the settings of
the hardware plan that utilized storage resources of the initial location (datastore or volume). As a result,
you can move to a new location only all replicas created by tenants that are subscribed to this hardware

plan at once.

For example, Tenant 7and Tenant 2 are subscribed to the same VMware hardware plan and their VM replica
files are kept on the same datastore. In this case, you cannot move replicas created by 7enant 7to a new
datastore and let replicas created by 7enant 2remain on the initial datastore. Instead, you need to move all
replicas created by 7enant 7and Tenant 2to a new datastore.
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The SP must complete the following tasks:
1. Remove the SP-side network extension appliance(s) used by tenant VM replicas in the initial location.
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.
c. In the working area, right-click the necessary tenant and select Properties.

d. At the Replica Resources step of the wizard, clear the Use built-in network management capabilities
during failover check box.

e. Click Finish.

f. [Optional] If more than one tenant is subscribed to the hardware plan that utilizes storage resources
of the initial VM replica location, repeat steps a-e for each tenant whose replicas you plan to move to
a new location.

Replica Resources

o
th—\] Add one or maore hardware plans for this tenant to use,

Tenant Hardware plans:

Marne CPU Mermory  Storage Metnwarks Rl
Ban dwidth Efvbiware Sil., 10.006G., 1600GE  Clowd R, 2 172,24.30...

Backup Resources

Manage network settings
[[] Use Veeam netuwork extension capabilities during partial and full site failover

The netirark extension appliance will be deployed to the tenant environment, Skip this if you are
already using a 3rd party solution like Vivhware MSX Edge to manage netwaorking during failowver,

< Previous | | Mext = | | Finish | | Cancel
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2. Move tenant data from the initial location to the new location:
o [For VMware vSphere] Use Storage vMotion to move tenant VM replicas to the new datastore.

o [For Microsoft Hyper-V] Use the Move option in Hyper-V Manager (or Failover Cluster Manager) to
move tenant VM replicas to a path on the new storage volume.

3. Change storage allocation settings in the hardware plan settings:
a. Open the Cloud Connect view.
b. In the inventory pane, click Replica Resources.

c. Inthe working area, right-click the hardware plan for which you want to change storage settings and
select Edit Hardware Plan.

d. At the Storage step of the wizard, select the cloud storage that uses quota on the initial storage from
which VM replicas have been moved and click Edit.

e. In the Edit Storage window, change the datastore/path for the cloud storage:

= [For VMware Hardware Plan] In the Datastore section, click Browse and select the datastore to
which VM replicas have been moved.

Edit Hardware Flan [Whware Silwer] Z
Storage
EI Specify storage assigned to this hardware plan,
Marne Storage:
| Friendly narme Datastore Quota Free Add.,
Host . .
Edit Cloud Replicas storage -
Friendly narne:
Metuark |Cloud Replicas |
Datastore:
Lppl
A |datast0re2 | | Browwse.., |
SUAGRELR) £ 22078 free of 1.63 TB
Tenant quota:
3003 | 5B v
Ok | | Cancel
< Previous | | Mext = | | Finish | | Cancel
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= [For Hyper-V Hardware Plan] In the Path section, click Browse and specify a path to the folder to
which VM replicas have been moved.

Edit Hardware Plan [Hyper-Y Bronze] Z
’—‘ Storage
— = Specify storage assigned to this hardware plan,
=
[ D
Marne Storage:
add.,
Host
Friendly narme:
|Cloud Replicas
Metuark
Apply | | Brovwse..,
S = 0245 GB free of M0.7
Hmmary Tenant quota:
< Previous | | Mext = | | Finish | | Cancel
f. Click OK.

g. At the Apply step of the wizard, wait until Veeam Backup & Replication updates the hardware plan
settings. Then click Finish.
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4. Deploy the new SP-side network extension appliance(s) in the new location where you have moved tenant
VM replicas.

d.

b.

Open the Cloud Connect view.
In the inventory pane, click Tenants.
In the working area, right-click the necessary tenant and select Properties.

At the Replica Resources step of the wizard, select the Use built-in network management capabilities
during failover check box.

. At the Network Extension step of the wizard, specify settings for the new SP-side network extension

appliance that will be used by tenant VM replicas in the new location. To learn more, see Specify
Network Extension Settings.

Click Apply. Then click Finish.

[Optional] If more than one tenant is subscribed to the hardware plan that utilizes storage resources
of the new VM replica location, repeat steps a-e for each tenant whose replicas you have moved to
the new location.

Edit ABC Company X
,.ﬁ\_ Metwork Extension
© I f
MY twvark :
pecify network se Network Settings -
Metwark
Tenant
Meturork extension appliance: dress Edit
Bandwidth |Network Extension Appliance ABC Cornpany(es<03) | in automati...

Backup Resources
Replica Resources

_ (2 Use the following 1P address:

Apply IP address:

Summary Subnet mask:

External network:
|\-"N1 MNetwork | | Browese.., |

@ Obtain an [P address autamatically

Default gateway:

>
| OK | | Cancel |
ite failower,  Manage..
| < Previous | | Spply | | Finish | | Cancel |

Veeam Backup & Replication will deploy the new SP-side network extension appliance(s) on the datastore or
storage volume where you have moved tenant VM replicas. Tenants subscribed to the hardware plan will be
able to continue running replication jobs and performing failover tasks targeted at the cloud host.
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Managing Tenant Cloud Failover Plans

A cloud failover plan created by a tenant is stored in the database on the SP's Veeam Backup & Replication
server. The SP can manage tenant cloud failover plans from the Veeam Backup & Replication console on the SP
side. This may be useful in case the tenant Veeam backup server is unavailable along with the production site
after a disaster.

The SP can perform the following operations with a tenant's cloud failover plan:
e Run acloud failover plan.
e Test a cloud failover plan.
e Retry a cloud failover plan.
e Undo failover by a cloud failover plan.
e Edit cloud failover plan settings.

e Perform permanent failover.
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Running Cloud Failover Plan

With a cloud failover plan, the SP can perform full site failover upon tenant request at any time. During full site
failover, tenant VMs fail over to their replicas on the cloud host one by one, as a group. You can fail over to the
most recent VM state or select the necessary restore point for VMs in the cloud failover plan.

The SP can run a tenant's cloud failover plan from the Veeam Backup & Replication console on the SP Veeam
backup server.

To fail over to the VM replicas latest restore point:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Replicas > Failover Plans.

3. Inthe working area, click the necessary cloud failover plan and click Start on the ribbon or right-click the
necessary cloud failover plan and select Start.

To fail over to a certain restore point:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click Replicas > Failover Plans.

3. Inthe working area, click the necessary cloud failover plan and click Start to on the ribbon or right-click
the necessary cloud failover plan and select Start to.

4. In the displayed dialog box, select the backup date and time. Veeam Backup & Replication will find the
closest restore point prior to the entered value for each VM and fail over to it.
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Testing Cloud Failover Plan

The SP can test a tenant's cloud failover plan to ensure replicated tenant VMs on the cloud host successfully
start and can be accessed from external network after failover. When you test a cloud failover plan, Veeam
Backup & Replication does not switch from a production VM to its replica. Instead, it reverts every VM replica in
the cloud failover plan to the latest restore point, boots the replica operation system, waits for the VM replica
to reach a "stabilization point" using the Stabilization by /P algorithm and checks if the VM replica responds to
ping requests.

To test a cloud failover plan:
1. Open the Cloud Connect view.

2. Intheinventory pane, click Replicas > Failover Plans.

3. Inthe working area, right-click the necessary cloud failover plan and select Test.
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Retrying Cloud Failover Plan

The SP can retry failover by a tenant's cloud failover plan in case the full site failover process fails before all
tenant VMs fail over to their replicas on the cloud host.

To retry failover by a cloud failover plan:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Replicas > Failover Plans.

3. Inthe working area, right-click the necessary cloud failover plan and select Retry.
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Undoing Failover by Cloud Failover Plan

The SP can undo failover for all tenant VMs added to the cloud failover plan at once. When you undo failover,
you switch the workload back to original VMs and discard all changes that were made to tenant VM replicas
during failover.

To undo failover by a cloud failover plan:
1. Open the Cloud Connect view.

2. Intheinventory pane, click Replicas > Failover Plans.

3. Inthe working area, click the necessary cloud failover plan and click Undo on the ribbon or right-click the
necessary cloud failover plan and select Undo.
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Editing Cloud Failover Plan Settings

If the SP wants to execute custom scripts before and/or after the tenant's cloud failover plan, the SP must
create those scripts in advance and select them in the cloud failover plan settings before the tenant runs the
cloud failover plan. For example, the SP may want to send an email to backup administrators before the failover
plan is started and/or after the failover operation completes. Veeam Backup & Replication supports script files in
BAT and CMD formats and executable files in the EXE format.

The process of specifying script settings is the same for regular cloud failover plans and cloud failover plans for
VMs that have replicas in vCloud Director.

NOTE

In the cloud failover plan settings, the SP can only specify pre-failover and post-failover scripts. The SP
cannot change other failover plan settings specified by the tenant.

To edit cloud failover plan settings:
1. Launch the Edit Cloud Failover Plan wizard:
a. Open the Cloud Connect view and click Replicas > Failover Plans in the inventory pane.

b. In the working area, click the necessary cloud failover plan and click Edit on the ribbon or right-click
the necessary cloud failover plan and select Edit.

2. At the Failover Plan step of the wizard, select the Pre-failover script and Post-failover script check boxes
and click Browse to choose executable file(s).

mile Failower Plan
(/-\_ Type in a name and description for this failover plan,

Marne:
ABC Comparry Failover Plan

Wirtual hachines o
Description:

Cloud failover plan for ABC Company full site failowver

Surnrmary

[w] Pre-failower script:

| Chscriptsi\pre-failover.bat

[w] Post-failover script:

| Ciscripts\post-failover.bat

% Previous | | Mext = | | Finish | | Cancel
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3. At the Virtual Machines step of the wizard, enumerate virtual machines that the tenant added to the cloud
failover plan.

4. At the Summary step of the wizard, review the information about the edited hardware plan and click Finish
to exit the wizard.
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Performing Permanent Failover

The SP can perform the permanent failover operation if the tenant wants to permanently switch from the
original VM to a VM replica on the cloud host and use this replica as the original VM.

To perform permanent failover, do either of the following:

e Open the Cloud Connect view, in the inventory pane select Replicas. In the working area, select the
necessary VM and click Permanent Failover on the ribbon.

e Open the Cloud Connect view, in the inventory pane select Replicas. In the working area, right-click the
necessary VM and select Permanent failover.

In the displayed window, click Yes to confirm the operation.

After the permanent failover operation completes, the VM replica is put to the Permanent failover state. To
protect the VM replica from corruption after performing permanent failover, Veeam Backup & Replication
reconfigures the replication job and adds the original VM to the list of exclusions. When the replication job that
processes the original VM starts, the VM will be skipped from processing, and no data will be written to the

working VM replica.

Veeam Backup and Replication

Replica
=Y
Failover Planned Undo Permanent | Fa pplication Addto  Properties Remove
low Failover Failover Failover | Pro s E Failover Plan from
Failover Failback Restare Manage Replica
Cloud Connect Q) Type in an object name to search for
4 (# Cloud Connect Mame T Job Mame Status Connectivity Creation Time Restore Points  Original Location  Replica location
> Cloud Gateways 71 apache0z Webserver Replication Ready None 1/13/2021 11:30.. 1 TechCompanyOrg  172.17.52.524e 5.,
* [ Gatewsy Pools 9 filesna03 Servers Replication Failover T — 13:24PM 3 ABC Company 172,17 52.34he5x0..,
£ Tenants i filesnod Servers Replication Failover 21 10:01... 3 £BC Company 1721752350,
=2 Planned failover...
> 21 Backup Storage
> EF Replica Resources E‘ Permanent failover |
[ Replica arg vDCs Add to failover plan »
4 [ Replicas Failback to praduction...
) Ready —
7} Active (2 Restore application items 3
& Failover Plans Rernowe from configuration
> [3 Last 24 Hours Delete from disk
7 Praperties...
& Home

(33 Beckup Infrastructure

Tape Infrastructure

(L Cloud Connect

g Hisory

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 47 days remaining

1 replica selected
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Using Remote Access Console

The SP can remotely access the tenant backup server to manage Veeam Backup & Replication deployed on the
tenant side. The SP can connect to a tenant backup server in one of the following ways:

e Connect to a tenant backup server with the Remote Access Console.
e Connect to a tenant backup server over the Remote Desktop Protocol.

As part of the remote tenant backup server management process, the SP may also need to perform the
following administration tasks:

e Set up Veeam Backup & Replication to accept connections from a remotely deployed Remote Access
Console (over the internet).

e Manage credentials used to connect to SP and tenant backup servers.

e Adjust remote desktop connection settings.
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Connecting to Tenant with Remote Access
Console

To connect to the tenant backup server, the SP must run the Remote Access Console on the SP backup server or
dedicated machine.

Before You Begin

Before you use the Remote Access Console to connect to the tenant backup server, complete the following
prerequisites:

e Connection with the Remote Access Console to the tenant backup server is possible only if the SP and
tenant backup servers have the same build number and the same private fixes of Veeam Backup &
Replication installed. If the build number and/or private fixes differ, remote connection to the tenant
backup server may be established over the Remote Desktop Protocol. To learn more, see Launching
Remote Desktop Session to Tenant.

e The tenant must enable the Allow this Veeam Backup & Replication installation to be managed by the
service provider option in the Service Provider wizard when connecting to the SP. To learn more, see
Specify Cloud Gateway Settings.

e |f the machine on which you plan to use the Remote Access Console does not reside in the SP backup
infrastructure network, you need to set up Veeam Backup & Replication to accept connections from the
Remote Access Console over the internet. To learn more, see Enabling Access to Cloud Gateway.
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Step 1. Open Remote Access Console

To connect to the tenant backup server, the SP must open the Remote Access Console. The Remote Access
Console is available on the SP backup server or dedicated machine on which the Veeam Backup & Replication is
installed.

To open the Remote Access Console, do one of the following:

e Double-click the Veeam Backup & Replication Remote Access Console icon on the desktop (you can use
this option only if you want to open the Remote Access Console on the SP backup server).

e From the Microsoft Windows Start menu, select All Programs > Veeam > Veeam Backup & Replication
Remote Access Console.

e Use the Microsoft Windows search to find the Veeam Backup & Replication Remote Access Console
program on the computer.

On the SP backup server, the SP can also open the Remote Access Console from the locally installed Veeam
Backup & Replication console. In this case, the SP can connect to the backup server of the specific tenant.

To open the Remote Access Console:
1. Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Select the tenant in the working area, click Remote Console on the ribbon and select the backup server to
which you want to connect or right-click the tenant in the working area, select Remote console and select
the backup server to which you want to connect.

Veeam Backup and Replication

Tenant

PPEAXEE®

Add Edit Download Disable Manage Delete Report Remote Remote

Tenant - Tenant Tenant Subtenants Console - Desktop ~
Manage Tenants Details Remote Access
Cloud Connect Q) Type in an object name to search for
4 (® Cloud Connect Narre T Backup.. | Replica..  Type Server..  Workstation..  Rermote. — Description LastActive  LastResult  Expiration..
+ [HE Cloud Batewiays 7, ABC Cornpan 3 = Busilable..  Tenant account for.. 33 rinutes.. Failed Mever
B y A [ [ Remote console v [fE swrztechioca
> [ Gatewsy Pools /5, Omega 0 Unknown  Tenant account for... Success Mever
Y o g Remote desktop »
£ Tenants 2, OWE Systemns 2 6 2 Busilable...  Tenant account for.. 2 hours ago  Success Mever
> [ Backup Storage 5, tech\john.smith 0 Disable 0 0 Unknewn  Tenant account for.. Success Mever
> B Replica Resources 2, techiwilliam fox 0 Delete 0 0 Unknown  Tenant account for.. Success Hever
1 Repl iles L
41 Replica org wDCs
F_‘, plica org 2, TechCompanyOrg 0 e 0 0 Unknewn  Tenanc account for, Success Mever
> EF Replicas

Properties..

> [ Last 24 Hours

@ Home
(33 Beckup Infrastructure

Tape Infrastructure

() Cloud Connect

g Hisory

1 object selected Connected to: localhost 1825  Enterprise PlusEdition  License expires: 48 days remaining
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Step 2. Specify Backup Server Settings

To query information about currently available tenants and access the Cloud network redirector, the Remote
Access Console needs to connect to the SP backup server. You must specify connection settings to access the SP
backup server in the Open Remote Access Console dialog window. The process of specifying SP backup server
settings differs depending on the Remote Access Console deployment scenario:

If the Remote Access Console is deployed in the SP Veeam Cloud Connect infrastructure, you must specify
settings to connect directly to the SP backup server. To learn more, see Settings for Direct Connection.

If the Remote Access Console is deployed on a remote machine in an external network, you must specify
settings to connect to the SP backup server through a cloud gateway. To learn more, see Settings for
Connection through Cloud Gateway.

Settings for Direct Connection

If you open the Remote Access Console on the SP backup server or dedicated machine connected to the SP
backup infrastructure network, you must specify settings to connect directly to the SP backup server. To specify
connection settings:

1.

In the Open Remote Access Console dialog, in the Cloud Connect server field, click the Not set link.

NOTE

If you have already specified settings to connect to the SP backup server, the link in the Cloud
Connect serverfield will contain the name or IP address of the backup server and status of the
connection: Connected or Disconnected.

o If the status is Disconnected, click the link in the Cloud Connect serverfield to pass to the step
2 below.

e If the status is Connected, you can pass to specifying tenant backup server settings. To learn
more, see Log On to Tenant Backup Server.

In the displayed window, in the How should this console connect to the Cloud Connect server field, make
sure that the Direct network connection option is selected.

In the Backup Server field, type the name or IP address of the SP backup server or select it from the list of
recent connections. If you open the Remote Access Console on the SP backup server, by default, the
backup server field contains IP address of this backup server —127.0.0.1 (localhost).

In the Port field, enter the port over which you want to connect to the SP backup server. The port number
is set at the Port Configuration step of the setup wizard for Veeam Backup & Replication. By default, port
9392 is used.

In the Username and Password fields, enter credentials of the user account that you want to use to
connect to the SP backup server. The user account must have the Veeam Backup Administrator role on the
SP backup server.

To save entered credentials, select the Remember my credentials option. Veeam Backup & Replication will
save credentials locally in the Credential Manager of the machine on which you are opening the Remote
Access Console. Every next time you open the Remote Access Console, Veeam Backup & Replication will
automatically connect to the SP backup server using saved credentials.

You can remove saved credentials at any time you need. To learn more, see Managing Credentials.
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7. Click Connect.

Houy should this console connect ta the Cloud Connect serser
@) Direct network connection
() Through the cloud gateway

Type in internal DME name or IP address of the backup serser running your
Cloud Connect infrastructure, and credentials to this server,

Backup Server | 174243167 0392
Usernarme TECHWADministratar
Passuword [TTTTTTITY Y]

Rermember my credentials

Connect Close

Settings for Connection Through Cloud Gateway

If the Remote Access Console is deployed on a remote machine connected to an external network, you must
specify settings to connect to the SP backup server from the internet through a cloud gateway. To specify
connection settings:

1. Inthe Open Remote Access Console dialog, in the Cloud Connect server field, click the Not set link.

NOTE

If you have already specified settings to connect to the SP backup server, the link in the Cloud
Connect serverfield will contain the name or IP address of the backup server and status of the
connection: Connected or Disconnected.

o If the status is Disconnected, click the link in the Cloud Connect serverfield to pass to the step
2 below.

e |f the status is Connected, you can pass to specifying tenant backup server settings, To learn
more, see Log On to Tenant Backup Server.

2. Inthe displayed window, in the How should this console connect to the Cloud Connect server field, select

the Through the cloud gateway option.

3. Inthe Cloud Gateway field, type the name or IP address of the cloud gateway or select it from the list of

recent connections.

4. Inthe Port field, enter the port over which you want to connect to the cloud gateway. The port number is

set at the Name step of the New Cloud Gateway wizard. By default, port 6180 is used.

5. In the Certificate field, Veeam Backup & Replication will display information about the TLS certificate used

to establish a secure connection between Veeam Cloud Connect infrastructure components. To view
information about the certificate, click the link in the Certificate field.

6. In the Username and Password fields, enter credentials of the user account that you want to use to

connect to the SP backup server. The user account must have the Veeam Backup Administrator role on the

SP backup server.
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7. To save entered credentials, select the Remember my credentials option. Veeam Backup & Replication will
save credentials locally in the Credential Manager of the machine on which you are opening the Remote
Access Console. Every next time you open the Remote Access Console, Veeam Backup & Replication will
automatically connect to the SP backup server using saved credentials.

You can remove saved credentials at any time you need. To learn more, see Managing Credentials.

8. Click Connect.

Howy should this console connect to the Cloud Connect server
() Direct netwark connection
@) Through the cloud gateway

Type in external DNS narme or IP address of a cloud gateway of ywour Cloud
Connect infrastructure and credentials to the backup server behind it

Cloud Gatewssy | 174.24.31.67 6150
Certificate s Ch=Veeam Software, O=Veeam Software, OU=Vee..,
Usernarme TECHWAdministratar

Paszaard [TTYTIYTTYY)

Rernember rry credentials

Connect Clase
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Step 3. Log On to Tenant Backup Server

To log on to Veeam Backup & Replication on the tenant side, you must specify connection settings to access the
tenant backup server.

1.

6.

In the Tenant field, select from the list the user name of the tenant account to whose backup server you
want to connect. Tenants who have opened a control connection to the SP and whose backup servers are
available for connection with the Remote Access Console automatically appear in this list.

In the Backup server field, select from the list the name of the tenant backup server to which you want to
connect. The list contains names of backup servers that belong to the selected tenant and are available for
connection with the Remote Access Console.

In the Username and Password fields, enter credentials of the user account that you want to use to
connect to the tenant backup server. The user account must have the Veeam Backup Administrator role on
the tenant backup server (or other role that allows the user to perform required operations in Veeam
Backup & Replication).

To save entered credentials, select the Remember my credentials option. Veeam Backup & Replication will
save credentials locally in the Credential Manager of the machine on which you are opening the Remote
Access Console. Every next time you open the Remote Access Console, Veeam Backup & Replication will
automatically connect to the tenant backup server using saved credentials.

You can remove saved credentials at any time you need. To learn more, see Managing Credentials.
To create a shortcut for the connection, click Save shortcut. You can create as many shortcuts as you need.

Click Connect.

NS Veeam
=[N} Backup & Replication 11

Cloud Connect server: 172.24.31.67 (Connected)

Select the tenant, their backup sercer and credentials to connect to the
backup sercer with,

Tenant ABC Company hd
Backup server | srwl2dech.ocal hd
Usernarme TECHWAdministrator

Paszaard I T

Rernernber my credentials

Sawve shortcut Connect Close
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Launching Remote Desktop Session to Tenant

You can use the Remote Access Console to open a connection to the tenant backup server over the Remote
Desktop Protocol. On the machine where the Remote Access Console is installed, Veeam Backup & Replication
will launch the Remote Desktop Connection client allowing you to log on to the OS running on the tenant
backup server.

Before connecting to the tenant backup server over Remote Desktop Protocol, check the following
prerequisites:

e The OS running on the tenant backup server must be set up to accept remote desktop connections.
e The Remote Access Console must be connected to the SP backup server.

To launch a remote desktop session:
1.  Make sure that the Remote Access Console is connected to the SP backup server:

a. Open the Remote Access Console.

b. In the Open Remote Access Console dialog, check that the link in the Cloud Connect server field
contains the name or IP address of the SP backup server and the status of the connection is
Connected. If the status is Disconnected, specify settings to connect to the backup server. To learn
more, see Connect to the SP backup server.

2. Launch a remote desktop session in one of the following ways:

o Inthe Veeam Backup & Replication console running on the SP backup server, in the Cloud Connect
view, click the Tenants node. Select the necessary tenant in the working area, click Remote Desktop
on the ribbon and select the tenant backup server to which you want to connect.

o Inthe Veeam Backup & Replication console running on the SP backup server, in the Cloud Connect
view, click the Tenants node. Right-click the necessary tenant in the working area, select Remote
Desktop and select the backup server to which you want to connect.

o Inthe Open Remote Access Console window, make sure that the Remote Access Console is connected
to the SP backup server, press and hold the [CTRL] key and click Connect. Instead of connecting to
the tenant backup server with the Remote Access Console, Veeam Backup & Replication will launch
the Remote Desktop Connection client.

3. Inthe Windows Security window, specify credentials to connect to the backup server and click OK. Veeam
Backup & Replication will launch the Remote Desktop Connection client and connect to the backup server.
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TIP

You can also launch the Remote Desktop Connection client from the main menu of the regular Veeam
Backup & Replication console. In this case, Veeam Backup & Replication will open a remote desktop session
to the backup server to which this Veeam backup console is currently connected. To learn more, see
Establishing Remote Desktop Connection to Backup Server.

Veeam Backup and Replication

Tenant

& L DX E B

Add  Edit Download Disable Manage Delete Repert Remote Remote

Tenant - Tenant Tenant Subtenants Console - Desktop ~
Manage Tenants Details Remote Access
Cloud Connect Q) Type in an object name to search for
4 (® Cloud Connect Narre T Backup.. | Replica..  Type Server..  Workstation..  Rermote. — Description LastActive  LastResult  Expiration..
> [ Cloud Gateways 3, -
Eﬂe oua oot Iy £, £6C Company 3 Bl Remote console L 0 Busilable..  Tenant account for.. 33 rinutes.. Failed Mever
s 7 Gateway Pools -, Orega 0 Unknown Tenant account far.. Success Mewver
™y s g Remote desktop »|IFE sn2techiocal
£ Tenants 2, OWE Systemns 2 Busilable...  Tenant account for.. 2 hours ago  Success Mever
> [21 Backup Storage 2, tech\john.stith 0 Disable 0 0 Unknown  Tenant account for.. Success Mever
> B Replica Resources 2, techiwilliam fox 0 P Delete 0 0 Unknown  Tenant account for.. Success Hever
1 Repl e 3
42 Replica org vDCs )
E‘, plica org 2, TechCompanyOrg 0 D Manage subtenants, 0 0 Unknewn  Tenanc account for, Success Mever
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(33 Beckup Infrastructure

Tape Infrastructure

() Cloud Connect

g Hisory

1 object selected Connectedto: localhost  Build: 5 Enterprise Plus Edition License expires: 48 days remaining

292 | Veeam Cloud Connect | Administrator Guide



Establishing Remote Desktop Connection to Backup Server

You can start a remote desktop session not only to the tenant backup sever, but also to any backup server to
which the Veeam Backup & Replication console is currently connected. To connect to a backup server over
Remote Desktop Protocol.

1. In the Veeam Backup & Replication console, make sure that the console is connected to the necessary
backup server. You can check the name or IP address of the backup server in the status bar of the Veeam
backup console window.

2. In the Main Menu, select Console > Remote Desktop.

3. Inthe Windows Security window, specify credentials to connect to the backup server and click OK. Veeam
Backup & Replication will launch the Remote Desktop Connection client and connect to the backup server.

Veeam Backup and Replication

Opens Remote Desktop connection
to the backup server. N

. PowerShell
o Opens PowerShell console.

€ Manage Cloud Credentials
{} Swagger

E‘ Remote Desktop
>

) Manage Passwords Opens the interactive
iy documentation of RESTful APl for 1 3 Veeam Cloud Connect service provider is to specify an SSL certificate for secure communication with your clients.
this backup server. g certificate issued by a trusted authority, or generate a new self-signed certificate.
General Options
$ PuTTY
Runs PuTTy utility.
2 Users and Roles TN ) )
(11 5L certificate, create at least one Cloud Gateway. This component encapsulates network traffic between customer
feeam components to a single port. Create multiple Cloud Gateways for high availability and load balancing.
H  Network Traffic Rules

llone Account | Active Directory User | vCloud Director Account

Ail¢| Configuration Backup X X X

= :nant accounts, You can create standalone accounts and use the built-in authentication, or re-use existing Microsoft
Mware vCloud Director user accounts to have the tenant authentication performed by those systems instead.

Console 3

Color Theme 3
8

License

Help 3

X«

(?E"g Backup Infrastructure
Tape Infrastructure

(1L Cloud Connet
[‘3@ Histarny

o: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: s remaining
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Enabling Access to Cloud Gateway

To query information about tenants whose backup servers are available for remote management, the Remote
Access Console needs to connect to the SP backup server. If the Remote Access Console is installed on a remote
machine connected to an external network (in the internet), the Remote Access Console will communicate with
the SP backup server through the cloud gateway. By default, Veeam Backup & Replication does not accept
connections from a Remote Access Console over the internet. The SP can enable this functionality in the in the
Veeam Backup & Replication settings if necessary.

To enable access to the cloud gateway for the Remote Access Console:

1. On the SP Veeam backup server, open the Veeam Backup & Replication console.

2. From the main menu, select General Options.

3. Open the Security tab.

4. In the Cloud Connect section, select the Accept remote console connection requests originating from the
Internet check box.

5. Click OK.

NOTE

The Cloud Connect section is available in the Security tab on the SP backup server only, that is, a Veeam
backup server on which the Veeam Cloud Connect license is installed.

Options -

If0 Control | Security | E-mail Settings | SNMP Settings | Notifications | History |

Backup sercer
Certificate:

Self-signed

!=Q ChH=\eearm Backup Server Certificate

Linux hosts authentication

Trusted hasts: 0
Trusted hasts list:

Export...

) Add all discovered hosts to the list autornatically

®) Add unknown hosts to the list rnanually (rmore secure)

Cloud Connect
Accept remote console connection requests originating from the Internet
FIPS compliance

[[] Enable FIPS-compliant operation mode

Restricts connections to non-compliant platforms, and enables the real-time
wvalidation of encryption modules’ integrity {may reduce performance),

Audit logs location
Folder:

|C:\ProgramData\Veeam\Backup\Audit | | Browwse..,

Compress older audit logs automatically (saves disk space)
Consider disabling this option when using a WiORM storage for audit logs,

Ok | | Cancel Apply
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Managing Credentials

You can instruct Veeam Backup & Replication to save credentials entered in the Open Remote Access Console
window. Veeam Backup & Replication will save these credentials in the Credential Manager of the machine that
runs the Remote Access Console. Every next time you open the Remote Access Console, Veeam Backup &
Replication will use saved credentials to automatically connect to the SP and/or tenant backup server.

Saved credentials used for connections to Veeam backup servers appear in the list of Windows Credentials, in
the Generic Credentials section. For saved credentials, Veeam Backup & Replication creates credential records of
the following types:

e VeeamBackupServer — credentials used for direct connection to the SP backup server.
e VeeamCloudServer — credentials used for connection to the SP backup server through the cloud gateway.
e VeeamSaveTenant — credentials used for connection to the tenant backup server.

You can remove saved credentials at any time you need, if necessary. To delete a credentials record:

1.  On the machine that runs the Remote Access Console, from the Start menu, select Control Panel >
Credential Manager.

2. In the Credential Manager window, click Windows Credentials.

3. Inthe Generic Credentials section, select the necessary credentials record and click Remove.

- 1 | v Control Panel » Al Control Panel lterms » Credential Manager W O| | Search Contral Panel o |

Control Panel Home .
Manage your credentials

View and delete your saved logon information for websites, connected applications and networks.

ﬁ Web Credentials ﬁ Windows Credentials

Back up Credentials Restore Credentials

Windows Credentials Add a Windows credential

Mo Windows credentials.

Certificate-Based Credentials Add a certificate-based credential

Mo certificates,

Generic Credentials Add a generic credential
YeeamBackupServer:172,17.53. 719392 TECH Administr... Meodified: Today @

Internet or network address:
VeeamBackupServer172.17.53.7:9302: TECH\ Administrator

User name: TECHAdministrator
Password: sswssuss

Persistence: Local computer
Edit Remove
YeeamCloudServer:172.17.53.8:6180: TECH\Administrat... Meodified: Today @

YeeamSaveTenant:172.17.33. iTechCompany:srvD8.tec... Meodified: Today @
See also

User Accounts
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Adjusting Remote Desktop Connection Settings

By default, when Veeam Backup & Replication launches the Remote Desktop Connection client, the client uses
settings defined for the user account under which you are currently logged on to Microsoft Windows. In case
high latency and low bandwidth impacts responsiveness of the Remote Desktop Connection client, you can
adjust connection settings in one of the following ways:

e You can change the Remote Desktop Connection client settings and save them to a configuration file of
the user account that is currently logged on to Microsoft Windows. By default, connection settings for
each user are stored in a hidden file with the name befault. rdp that resides in the user's Documents
folder, for example, C:\Users\Administrator\Documents.

e You can define custom Remote Desktop Connection client settings and save them to a configuration file
with the name vmbpRdpConnection. rdp in the following product folder: C: \Program
Files\Veeam\Backup and Replication\Console. In this case, Veeam Backup & Replication will use
the necessary settings for the Remote Desktop Connection client regardless of the user account under
which the OS is currently running.
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To define custom remote desktop connection settings for Veeam Backup & Replication:
1. Open the Remote Desktop Connection client (mstsc.exe).
2. In the Remote Desktop Connection window, click Show Options.

3. Specify connection settings in accordance with quality of the network connection between the machine on
which you open a remote desktop session and the tenant backup server. For slow connections, it is
recommended that you define the following remote desktop settings:

a. At the Display tab, in the Colors section, select the High Color (16 bit) option. Using this option might
significantly improve performance of the remote desktop client over low bandwidth or high latency
connections.

b. At the Display tab, in the Display configuration section, reduce the size of the remote desktop.
c. At the Experience tab, clear all check boxes in the Allow the following section.

d. At the Local Resources tab, in the Remote audio section, click Settings and disable remote audio
playback and recording.

L Remate Desktop Connection M

| Remote Desktop
»¢) Connection

| Generall Dizplay I Local Resources | F'rograms| Experisnce | Advanced

Performance

- Chooge your connection speed to optimize performance.
— | Low-zpeed broadband (256 kbps - 2 Mbpz) W |

Allow the following:

[ Desktop background

[ Fant smoathing

[] Desktop composition

[ Shows window contents while dragging
[ Menu and window animation

[ Wisual styles

Persistent bitmap caching
Reconnect if the connection iz dropped

[~ Hide Optiors Connect | | Help
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4. At the General tab, click Save as and save the specified settings to the configuration file:

a. In the Save As window, browse to the C:\Program Files\Veeam\Backup and
Replication\Console folder.

b. In the File name field, enter the name for the configuration file: vmbpRdpConnection. rdp.
c. Click Save.
TIP

You can define a custom name for the remote desktop connection configuration file used by Veeam Backup
& Replication. To specify a name for the file, create the registry key
HKEY LOCAL MACHINE\SOFTWARE\Veeam\Veeam Backup and

Replication\VMBPShellRdpTemplateFilename (REG_SZ) and enter the name for the file as the
key value (for example, VeeamRdpConnection). Please note that you can change only the name for the
configuration file, but not the full path to this file. The file must reside in the C: \Program
Files\Veeam\Backup and Replication\Console folder.
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Managing SP Backup Server

Veeam Backup & Replication allows the SP to inform tenants about currently running maintenance of the SP
backup infrastructure. As part of the maintenance scenario, the SP can perform the following operations on the

SP backup server:

Switch the SP backup server to the Maintenance mode.

e Create a custom Maintenance mode notification.
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Switching to Maintenance Mode

The SP can switch the SP backup server to the Maintenance mode. When the SP backup server operates In the
Maintenance mode, Veeam Backup & Replication notifies tenants who perform backup and/or backup copy jobs
that the SP backup server is under maintenance and cloud resources are temporary unavailable.

To switch the SP backup server to the Maintenance mode:

1. Open the Cloud Connect view.

2. Inthe inventory pane, right-click the Cloud Connect node and select Maintenance mode.

3. Inthe displayed window, click Yes.

To bring the SP backup server back to the normal operational mode, right-click the Cloud Connect node and
select Maintenance mode once again.

Vecam Backup and Replication

Cloud Connect

A + =

Add Hardware  Add Cloud  Manage

D P

Manage Manage
VLANs Public IPs

Manage Networking

Add

Tenant~  Plan - Gateway Certificates

Manage Tenants Manage Infrastructure
Cloud Connect
Manage Certificates

4 (%) Cloud Connect
4 Cloud Gateways
= Gateway Pools

£ Tenants

=1 Backup Storage

E" Replica Resources
[ Replica org vDCs
[ Replicas

R First step of

ecoming a Veeam Cloud Connect service provider is to specify an SSL certificate for secure communication with your clients.

Add tenant

Add hardware plan... »
Add cloud gateway...

Manage certificates...

Manage VLANS...

Manage public IP addresses...

n existing certificate issued by a trusted authority, or generate a new self-signed certificate.
ateway
cify an SSL certificate, create at least one Cloud Gateway. This component encapsulates network traffic between customer and

er Veeam components to a single port. Create multiple Cloud Gateways for high availability and load balancing.

Standalone Account | Active Directory User | vCloud Director Account

‘ Maintenance maode [ ‘ more tenant accounts. You can create standalone accounts and use the built-in authentication, or re-use existing Microsoft
Active"Directory and VMware vCloud Director user accounts to have the tenant authentication performed by those systems instead.
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& Home
(33 Beckup Infrastructure

Tape Infrastructure
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Connected to: localhost Build: 11.0.0.825

Enterprise Plus Edition

License expires: 43 days remaining
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When the SP backup server is put to the Maintenance mode, Veeam Backup & Replication changes the status of
the backup server and displays the Maintenance mode icon in the Cloud Connect view of the backup console.

Veeam Backup and Replication

Home View Cloud Connect

Add  AddHardware Add Cloud Manage  Manage Manage
Tensnt~  Plan - Gatewsy Certificates  VLANs Public IPs
Manage Tenants Manage Infrastructure ~ Manage Networking

Cloud Connect
— Manage Certificates
R Airet step of becoming a Veeam Cloud Connect service provider is to specify an SSL certificate for secure communication with your

4 (%] Cloud Connect (in maintenance model v ud Cor ; ; 0
clients. You can use an existing certificate issued by a trusted authority, or generate a new self-signed certificate.

> 8 Cloud Gateways
B y

> = Gateway Pools
Add Cloud Gateway

After you specify an SSL certificate, create at least one Cloud Gateway. This component encapsulates network traffic between customer
and service provider Veeam components to a single port. Create multiple Cloud Gateways for high availability and load balancing.

£ Tenants

=1 Backup Storage

> EF Replica Resources
[ Replica org vDCs
[ Replicas

EY
Last 24 Hours

Add Tenant Standalone Account | Active Directory User | vCloud Director Account

Create one or more tenant accounts, You can create standalone accounts and use the built-in authentication, or re-use existing
Microsoft Active Directory and VMware vCloud Director user accounts to have the tenant authentication performed by those systems
instead.
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301 | Veeam Cloud Connect | Administrator Guide



Creating Custom Maintenance Mode Notification

If a tenant backup or backup copy job is performing at the time when the SP backup server is operating in the
Maintenance mode, the Maintenance mode notification is displayed in the job statistics window. By default,
Veeam Backup & Replication is set up to display the following Maintenance mode notification: Service provider
/s currently undergoing scheduled maintenance. The SP can use the default notification or create a custom
message, if necessary. The created notification will be displayed to all tenants who use cloud resources of the
SP instead of the default one.

To create a custom Maintenance mode notification:
1. On the SP Veeam backup server, launch the Registry Editor.
2. Navigate to the key: HKEY LOCAL MACHINE\SOFTWARE\Veeam\Veeam Backup and Replication\.

3. Create a new String Value with the name CloudMaintenanceModeMessage, and set its data to the
Maintenance mode notification that you want to display on the tenant side.

NOTE
Consider the following:

e Veeam Backup & Replication uses the UTF-8 encoding for the Maintenance mode notification. This
lets you include characters of a large number of languages in your custom Maintenance mode
message.

e Veeam Backup & Replication has no limitations on the maximum length of a custom Maintenance
mode notification. However, it is recommended to create messages that contain 300 to 350 symbols
or less. Longer notifications may be displayed incorrectly in the Veeam Backup & Replication or
Veeam Agent for Microsoft Windows user interface.
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Working with Tapes

The SP can write backups created by a tenant in a cloud repository to a tape media. Within the tenant backup to
tape scenario, the SP can perform the following operations on the SP Veeam backup server:

e Create tenant backup to tape jobs.

e Restore tenant data from tape.
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Creating Tenant Backup to Tape Job

To back up tenant data to tape, you must configure a backup to tape job. One job can be used to process data of
one tenant or several tenants. You can select the following objects as a source for a backup to tape job intended
to process tenant data:

e All tenants
e One or more specific tenants

e One or more cloud repositories of the same tenant or different tenants

NOTE

This section describes only basic steps that you must take to create a backup to tape job intended to back
up tenant data. To get a detailed description of all backup to tape job settings, see the Creating Backup to
Tape Jobs section in the Veeam Backup & Replication User Guide.

Before you configure a backup to tape job, complete the following prerequisites:
1. You must add a tape server in Veeam Backup & Replication on the SP backup server.

2. You must configure one or more GFS media pools with the necessary media set and retention settings. You
can configure media pools in advance, before you launch the Backup to Tape Job wizard. You can also
configure media pools at the Media Pool step of the wizard.

To create a backup to tape job:
1. On the Home tab, click Tape Job and select Backups.

2. At the Name step of the wizard, specify a name and description for the backup to tape job.

Name
Type in a name and description for this tape job,

Marne:

Tenants Backup to Tape

Backups -
Description:

Media Poal Backup job to write tenant hackups to tape|

Incrermental Backup

Options

Schedule

Sumrnaty

< Previous | | Mext = | | Finish | | Cancel
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3. At the Backups step of the wizard, click Add > Tenants and select tenants or cloud repositories whose data
you want to write to tape.

Backups
Specify objects to be processed by this tape job,

Backups:

arme
E\ABC Comparny

. E TechCompanyOrgiTechCompany Clow.., [REfm
tedia Pool

Incrermental Backup
Options
Schedule

Sumrnaty

Full:

16.3 GB
Incrermental:
3.01 GB

| < Previous | | Mext = | | Finish | Cancel

4. At the Media Pool step of the wizard, choose a media pool for tenant backups. You can select only GFS
media pools.
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TIP

Marne

Backups

Options
Schedule

Summary

If you have not previously created a media pool with the required settings, you can click Add New
and create a new GFS media pool without closing the job wizard. For more details, see Creating GFS
Media Pools.

Specify the media pool to perform backup to.

tedia pool:
GF3 Media Paal 1 {HP EML E-Series 1022) v| | Add Meww..

Tapes: 4

Free space: A0.0GE

Daily: 14 days; use any available media; append; do not exporty

e ek duveeks; use any available media; do not append; do not export;
Manthly: 12 maonths; use any available media; do not append; do not export
Quarterly: 3 quarters; use any available media; do not append; do not export;
Weatky 1years; use any available media; do not append; do not export;
Parallel processing: Disabled

Encryption: Dizabled

WORM: False

< Previous | | Mext = | | Finish
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5. At the Options step of the wizard, specify archiving and media automation options.

a. Select the Eject media upon job completion check box if the tape should be automatically ejected
from the tape drive after the job successfully finishes. The ejected tapes are placed into a free tape
device slot. Note that if the job started and failed, the tape will remain in the drive.

This option does not prevent the tape job from appending data to this tape. If not configured
otherwise in media pool settings, this tape will be placed into a drive on the next tape job run.

b. Select the Export the following media sets upon job completion check box if you want to pull out the
tapes with daily, weekly, monthly, quarterly or yearly media sets from the tape device, for example,
to move to a storage location. The tape device will eject the tapes that belong to the selected media
set.

Click Media Sets and select the media sets that you want to export.

Options
Specify tape job options,

Marne tedia automation
[w] Eject media upon job completion

Backups This option rmakes the job autormatically eject tape from drives upon completion, so that tape

does not stay in the drive, which is a best practice,

fedia Pool
[w] Export the following rmedia sets upon job completion

This option rmakes the job automatically close and export selected GFS media sets,

Schedule

Summary

Advanced job settings include compression, notification settings, automated % A d
post-job activity and other settings, o 'vance

< Previous | | Mext = | | Finish | | Cancel |
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6. Click Advanced and specify the necessary settings for the tape job.

7. At the Schedule step of the wizard, click Schedule and select days for each media set. In the Perform GFS
scan daily at field, specify the time when the job must start. By default, the GFS job starts at 12:00 AM on
the selected day.

Schedule
Specify the job scheduling options, You can only set schedule for those media pools which hawve the corresponding media set
enabled in GFS media pool's properties,

Marne Schedule

Thiz Backup to Tape job will synthesize a full backup file to archive to tape using the latest restore
Backups point available in the source backup repository at the specified time,

tdedia Pool Perform GFS scan daily at | 12:00 Ak %
Options Daily backup: Every day Schedule..,

Weekly backup:  Saturday
Maonthly backup:  First Sunday of the month
Quarterly backup:  First Sunday of the quarter

Yeatly backup: First Sunday of the year

< Previous | | Apply | | Finish | | Cancel
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8. At the Summary step of the wizard, select the Run the job when I click Finish check box if you want to
start archiving tenant backups to tape right after you complete working with the wizard.

Summary

Wou can copy the job settings below for future reference,

Marne Surnmang

Marne: Tenants Backup to Tape
Backups tedia pool for full backups: GFS Media Pool 1

Media Poal Comrmand line to start the job on backup sercer

"C\Program Files\WeearntBackup and Replication\BackuptWeearn. Backup.Manager.exe” backup
) 2aleTedd-Ice7-4bfO-beTo-hace 375 3063F
Options

Schedule

[#] Run the job when | click Finish

< Previous | | Mext = | | Finish | | Cancel

9. Click Finish.
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Restoring Tenant Data from Tape

The SP can restore tenant data from tape. The SP can simultaneously restore data of one tenant or multiple
tenants, both to the original location or to a new location. Tenant backups can be recovered to the latest state
or a specific day.

To restore tenant data from tape:
1. Open the Home view.

2. Select the Backups > Tape node in the inventory pane. Expand the backup to tape job in the working area,
right-click the necessary tenant and select Restore backup from tape to repository.

3. Atthe Source step of the wizard, select one or more tenants whose data you want to restore.

To add one or more tenants to the list, click Add and select more tenants. For data restore, you can select
the tenant itself, specific cloud repository or backup job.

¢ Source
E_ Specify tenant, quota or backup job to restore the corresponding backup files from tape,

Ohijects to restore:

|Q Tipe in 2 object name for instant lookup

Destination

Marne Date
|_,r_'~,-\|ABC Carmpany 5 days ago
E ABC CompanyABC Company Cloud Re.. 5 days ago
@ABC Compam\ABC Company Cloud Re., 6 days ago

Surnrary

Total size:
52.4GB

< Previous | | Mext = | | Finish | | Cancel
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4. By default, Veeam Backup & Replication restores tenant data from the latest restore point. If you want to
restore to an earlier state, select the tenant in the list and click Point. In the Restore Points section, select
a restore point from which you want to restore tenant data.

x
Available restore point for ABC Company -

Source
hig) Specify| Restore Paints

i

=LA Job

4 %Tenants Backup to Tape

M | (Fsesens
Gﬁﬁdays ago :I

Gﬁ 14 days ago —

Q—G 27 days ago

St o

Q—G 31 days ago

Gﬁ 38 days ago T

G—G-’-’B days ago

C#M days ago

Destination

Add...
Sumrnaty

Total size:
| | 52.4GB

| Ok | | Cancel |

5. At the Destination step of the wizard, select where tenant data should be restored:

o Restore to the original location. If you select this option, Veeam Backup & Replication will restore
tenant backups to the original cloud repository. The existing backups will be overwritten.

During the restore process, the tenant account will be disabled. After the restore process is
completed, Veeam Backup & Replication will rescan the SP, display restored backups in the tenant
backup console and map tenant backup jobs to the restored backup chains.

TIP

Veeam Backup & Replication automatically rescans the SP once in 15 minutes. The tenant ran
also perform this operation manually in the Veeam backup console.

o Restore to a new location. If you select this option, Veeam Backup & Replication will restore tenant
backups to another cloud repository. Use this option if you do not want to overwrite tenant backups
in the original cloud repository.

After the restore process is completed, Veeam Backup & Replication will rescan the SP and display
restored backups in the tenant backup console.
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o Export backup files to disk. If you select this option, Veeam Backup & Replication will export tenant
backups to a specified folder on a server in the SP Veeam backup infrastructure.

During this process, Veeam Backup & Replication will save full backup files (VBK) and incremental
backup files (VIB) to the specified location. Backup metadata files (VBM) will not be restored from
tape.

After the export process is completed, the SP can perform operations with the backup files upon
request from a tenant. The tenant cannot access this backup files from the tenant Veeam backup
console.

¢ Destination
E:’q Select where to restore backup files to,

Source Specify restore location:

) Restore to the original location

Restores selected backup files and to the original cloud repositony, and maps them to the
temant's quota,

(® Restore to a new location

Restares selected backup files to a different cloud repository, Tenant will hawe to map their
backup jobs to the restored backup files manually,

) Export backup files to disk

Restares selected backup files to a server, This option is useful when you want to provide the
temants their backup files on a removable storage.

£ Previous | | Mext = | | Finish | | Cancel
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6. If you chose to restore tenant data to a new cloud repository, at the Quota step of the wizard, specify the
tenant and cloud repository that you want to use as a new location for the restored data:

a. To create a new tenant and cloud repository without closing the restore wizard, click Add and follow
the steps of the New Tenant wizard. To learn more, see Registering Tenant Accounts.

b. To specify a new cloud repository where tenant data will be restored, click Edit and select the
necessary tenant and cloud repository.

c. If the original cloud repository and a new cloud repository are the same, Veeam Backup & Replication
will prompt you to choose whether you want to overwrite tenant data in the original cloud repository.

= To overwrite original tenant data with data from the backup on tape, in the prompt window,
click Overwrite.

= To save tenant data restored from tape next to original tenant data, in the prompt window, click
Keep.

Quota
Specify the tenant and quota to restore backup files to,

Source Backup locations:

Criginal repositany Mew repository
Destination = ABC Compamy®BBC Compan.. ABCD CompanyABCD Cloud Repa...

< Previous | | Mext = | | Finish | | Cancel
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7. If you chose to restore tenant data to a folder, at the Folder step of the wizard, specify the server and the
folder where you want to restore tenant backup files.

a. Inthe Server field, select the server from the list of servers added to the Veeam backup
infrastructure.

b. In the Path to folder field, specify the folder where you want to place the restored backups.

¢ Folder
E_ Specify server and folder to export backup files to,

Source Server:

|srv'|3.tech.|0ca| v| |

o Details |
Destination

Path to folder:
|E:\ABC Caompany Restored

|| Browse.,, |

S 245 GB free of 249 GB

< Previous | | Mext = | | Finish | | Cancel
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8. At the Summary step of the wizard, review the restore settings.

Summary
Empty description

Surnmany:

Destination: Another repasitory

Ciestination Cloud repasitary mapping:

ABC Company®ABC Company Cloud Repository -» ABCD Compamy\ABCD Cloud Repository
GuEE ABC Company®BBC Company Cloud Repository - = ABCD CormpanyABCD Cloud Repository

Backups to restoret ABC Company
Restore point: 5 days ago

Backups to restore: ABC Company® 2B C Company Cloud Repositany
Restore point: I days ago

Backups to restore: ABC Company2BC Company Cloud RepositoryhFileserver Backup
Restore point: 6 days ago

£ Previous | | Mext = | | Finish | | Cancel

9. Click Finish.
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Reporting

The SP can monitor status of the Veeam Cloud Connect infrastructure and performance of tenant jobs targeted
at cloud resources of the SP:

e To track the Veeam Cloud connect infrastructure status, the SP can view the Veeam Cloud Connect report.
The SP can use the Veeam Backup & Replication console to generate the ad-hoc report at any time the SP
needs. The SP can also set up Veeam Backup & Replication to send the Veeam Cloud Connect report daily
by email. To learn more, see Viewing Veeam Cloud Connect Report.

e To track performance of tenant jobs, the SP can view detailed statistics in the job session window. To learn
more, see Viewing Tenant Job Statistics.
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Viewing Veeam Cloud Connect Report

To track status of the Veeam Cloud Connect infrastructure, the SP can use the Veeam Cloud Connect report. The
report provides information about status of the Veeam Cloud Connect infrastructure and activity of tenants who
consume cloud resources of the SP. The report helps the SP ensure that there are enough resources in the
Veeam Cloud Connect infrastructure to guarantee the flawless performance of tenant jobs.

Information in the Veeam Cloud Connect report reflects the status of the Veeam Cloud Connect infrastructure at
the point in time when the report is generated. The SP can generate the report in one of the following ways:

e The SP can use the Veeam Backup & Replication console to generate the ad-hoc report at any time the SP
needs. The report will open in the web browser. The generated report can contain information about
activity of all tenants who use cloud resources of the SP or a specific tenant. To learn more, see
Generating Report.

e The SP can enable automatic report delivery by email. In this case, Veeam Backup & Replication will
automatically generate and send the report daily to the SP. The report will contain information about
activity of all tenants who use cloud resources of the SP. To learn more, see Enabling Email Reporting.

The report provides the following information:

e The Infrastructure status section shows a message describing the overall status of the Veeam Cloud
Connect infrastructure:

o OK.

o Reaching capacity. Please do not add new tenants into this Veeam Cloud Connect infrastructure. —
Veeam Backup & Replication displays this message if the Veeam Cloud Connect Service requires
longer time to respond to requests from the tenant backup server, that is:

[For ad-hoc report] If the time interval between an incoming request from the tenant backup
server and a response to this request from the Veeam Cloud Connect Service reached the
maximum of 5 to 10 minutes at least once within the 24-hour period. Veeam Backup &
Replication starts the first 24-hour period with the start of the Veeam Cloud Connect Service on
the SP backup server. The moment when the ad-hoc report is generated does not start the new
24-hour period.

[For daily report] If the time interval between an incoming request from the tenant backup
server and a response to this request from the Veeam Cloud Connect Service reached the
maximum of 5 to 10 minutes at least once within the 24-hour period since the previous daily
report.

o Out of capacity. Please migrate some of the existing tenants into a different Veeam Cloud Connect
infrastructure. — Veeam Backup & Replication displays this message if the Veeam Cloud Connect
Service requires very long time to respond to requests from the tenant backup server, that is:

[For ad-hoc report] If the time interval between an incoming request from the tenant backup
server and a response to this request from the Veeam Cloud Connect Service reached the
maximum of 10 minutes or more at least once within the 24-hour period. Veeam Backup &
Replication starts the first 24-hour period with the start of the Veeam Cloud Connect Service on
the SP backup server. The moment when the ad-hoc report is generated does not start the new
24-hour period.

[For daily report] If the time interval between an incoming request from the tenant backup
server and a response to this request from the Veeam Cloud Connect Service reached the
maximum of 10 minutes or more at least once within the 24-hour period since the previous daily
report.

317 | Veeam Cloud Connect | Administrator Guide



e The Backup section shows information about consumption of cloud repository resources by tenant(s): the
user name of the tenant account, the number of VMs in backups stored on the cloud repository, the name
of the cloud repository and the name of the backup repository whose resources the SP exposes as a cloud
repository, storage quota assigned to the tenant, the amount of used and free space on the cloud
repository, the last time when the tenant was active and the date when the tenant account expires.

e The Replication section shows information about consumption of cloud host resources by tenant(s): the
user name of the tenant account, the number of VMs replicated to the cloud host, hardware plan, amount
of provisioned CPU, memory and storage resources, the last time when the tenant was active and the date
when the tenant account expires.

e The Agent section shows information about consumption of cloud repository resources by Veeam Agent
backups created by tenant(s): the user name of the tenant account, the number of workstations and
servers whose backups are stored on the cloud repository, the name of the cloud repository and the name
of the backup repository whose resources the SP exposes as a cloud repository, storage quota assigned to
the tenant, the amount of used and free space on the cloud repository, the last time when the tenant was
active and the date when the tenant account expires.

In the Total field of the Backup, Replicationand Agents sections, Veeam Backup & Replication displays the total
number of processed machines:

e For areport that includes information about all tenants who use cloud resources of the SP, the total
number of backed-up VMs, replicated VMs, backed-up workstations and servers reflects the number of
machines processed by all tenants (including rental machines).

e For areport that includes information about a specific tenant, the total number of backed-up VMs,
replicated VMs, backed-up workstations and servers equals the number of machines processed by this
tenant (including rental machines).

NOTE

The Veeam Cloud Connect report does not include machines for which no restore points were created
during the last 30 days or more.

£ CiUsersAdministratorAppDatatl ocaliTem| O ~ & @ Calsers\Administratorbp.., %

Infrastructure status:

OK

Backup

ABC Company 3 ABC Company Cloud Repository Default Backup Repository 200,00 GB 49,12 GB 150.88 GB 2 hours age never
QWE Systems 1 Cloud repository 1 Default Backup Repository 250.00 GB 161.66 GB 88.34 GB less than minute ago |never
QWE Systems 1 QWE Vol 02 Scale-Out Vol 01 10.00 GB 85.00 MB 9.92 GB less than minute ago |never
TechCompanyOrg 1 TechCompany Cloud Vol Default Backup Repository 100.00 GB 153.00 MB 09.85 GB 22 minutes ago never
TOTAL [

Replication

ABC Company 2 VMware Silver 50 % E:S}US (10.00 25% 13 hours ago never
TechCompanyOrg 1 TechCompanyOrgvVDC 2% é:chus (210 1% 2 hours ago never

TOTAL 3

Agent

ABC Company 0 3 ABC Company Cloud Repository |Default Backup Repository  |200.00 GB 49.12 GB 150.88 GB 2 hours ago never
QWE Systems. 2 3 Cloud repository 1 |Default Backup Repository 250,00 GB |161.66 GB  |B8.34 GB less than minute ago|never |
TOTAL 2 9

Veeam Backup & Replication 11.0.0.789
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Generating Report

To view the Veeam Cloud Connect report that displays information about all tenants of the SP:

1. Open the Cloud Connect view.

2. Inthe inventory pane, click Tenants and click Report on the ribbon.

Tenant

Add 0 Report
Tenant - p
Manage Tenants Data% Remote Access
Cloud Connect Q Tpein e.{ Report
Shows report detailing resource usage by tenants
4 (% Cloud Connect Name T Backup..  Replica.  Type Server..  Workstation..  Remote.  Description LastActive  LastResult  Expiration..
» 3 Cloud Gateways /2, ABC Company 3 2 Standalone 1 0 Busilable...  Tenant accountfor..  1hour ago  Failed Hever
> ] Gatewsy Pools 2, Omega 0 0 Standalone 0 0 Unknown  Tenant account for... Success Hever
s Tenants 3, QWE Systems H 0 Standalone [ 2 Available..  Tenant accountfor..  9hours ago  Failed Mever
> (2 Backup Storage 5, tech\john.smith 0 ] Active Directory 0 ] Unknown  Tenant accaunt for... Success Mever
> BF Replica Resources A, techwilliar.fox 0 0 Active Directory 0 0 Unknown  Tenant account for... Success Mever
[+ Replica org vDCs 2\ TechCompanyQrg 1 1 wCloud Director 0 0 Unknown  wCloud Director ten.., 28 minutes,.. Warming Hever
> [ Replicas

Last 24 Hours

A Home
(33 Beckup Infrastructure

Tape Infrastructure

\i& Cloud Connect

g Hisory

Build
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To view the Veeam Cloud Connect report that displays information about a specific tenant:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Tenants.

3. Inthe working area, select the tenant account and click Report on the ribbon.

Veeam Backup and Replication

0 Y Tenant
A, & &N x Mgl 'é
4l D] O
Add  Edit Download Disable Manage Delete Report Remote Remote
Tenant - Tenant Tenant Subtenants [% Console - Desktop =
Manage Tenants Detai Remote Access
Report
Cloud Connect Q rpein
Shows report detailing resource usage by tenants
4 (% Cloud Connect Mame T Backup..  Feplica.  Type Sever..  Workstation..  Remote.  Description Lasthctive  LastResult  Expiration...
> Cloud Gateways 5 ABE Company 2 Standalone 1 0 Available..  Tenant accountfor..  1hour ago  Failed Mever
> ] Gateway Pucls 5, Omega 0 0 Standalone 0 0 Unknown  Tenant account far.. Success Hever
£ Tenants 5, OMVE Systems H 0 Standalane 6 2 Busilsble..  Tensntaccountfor.. hours ago  Failed Hever
> [Z1 Backup Storage 5, techjohn.smith 0 0 Active Directory 0 0 Unknown  Tenant account for... Success Mever
> EF Replica Resources A, techiwilliam fox 0 0 Active Ditectory 00 0 Unknown  Terant account for... Success Mever
[ Replica org wDCs 2, TechCompanyOrg 1 1 vCloud Director 0 0 Unknown  wCloud Director ten.. 28 minutes.. Warning Hever
> P Replicas

> [ Last 24 Hours

& Home
(?E"g Backup Infrastructure

Tape Infrastructure

(L Cloud Connect

[‘3@ Histarny

1 object selected Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 47 days remaining

Enabling Email Reporting

The SP can set up Veeam Backup & Replication to send the Veeam Cloud Connect report daily by email. To
receive information about the Veeam Cloud Connect infrastructure status in email reports, the SP must enable
and configure global email notification settings in Veeam Backup & Replication. To learn more, see the
Configuring Global Email Notification Settings section in the Veeam Backup & Replication User Guide.

Once email notifications are configured, Veeam Backup & Replication will send the Veeam Cloud Connect report
daily to an email address specified in the global email notification settings. By default, Veeam Backup &
Replication sends the report at the time when global email notification settings were enabled. For example, if
the SP enables email notifications at 12:00 AM, Veeam Backup & Replication will send the report daily at 12:00
AM.
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Viewing Tenant Job Statistics

When a tenant runs a backup, backup copy or replication job targeted at a cloud repository or cloud host, Veeam
Backup & Replication saves the jobs statistics and operation data to the configuration database on the SP
backup server. In contrast to regular job statistics, for tenant jobs, Veeam Backup & Replication saves only such
data that helps the SP monitor performance of the Veeam Cloud Connect infrastructure and determine possible
performance bottlenecks. Sensitive information about tenant backup infrastructure, such as names of processed
VMs, VM disks or backup infrastructure components, is not passed to the SP side.

The SP can view real-time statistics for currently performed tenant jobs and view results of job sessions
performed within last 24 hours.

Veeam Agent Backup Job Statistics

In the SP backup console, the SP can view statistics for Veeam Backup & Replication jobs only: VM backup jobs,
Veeam Agent backup jobs managed by the backup server, backup copy jobs and replication jobs.

For Veeam Agent backup jobs that run on Veeam Agent computers (configured in Veeam Agent operating in the
standalone mode or defined in a backup policy), Veeam Backup & Replication does not display detailed statistics
for security purposes. For such jobs, only basic information about a backup job session is available in the SP
backup console. This information includes the job name, job session status, session start and end time, name of
the tenant or subtenant account under which the job was started and the amount of sent and received data.
Detailed statistics on the job session is available in the Veeam Agent control panel on the Veeam Agent
computer.

Viewing Real-Time Statistics

The SP can view detailed statistics on VM backup, backup copy and replication job sessions performed by
tenants within last 24 hours.

To view real-time statistics for a job, do one of the following:

e Open the Cloud Connect view, in the inventory pane select Last 24 hours or Running. In the working area,
double-click the job.

e Open the Cloud Connect view, in the inventory pane select Last 24 hours or Running. In the working area,
right-click the job and select Statistics.

e Open the Cloud Connect view, in the inventory pane select Last 24 hours or Running. In the working area,
select the job and click Statistics on the ribbon.

NOTE

The Statistics option is unavailable for Veeam Agent backup jobs. To learn more, see Veeam Agent Backup
Job Statistics.

The real-time statistics provides detailed data on job sessions: duration, start and end time, amount of sent and
received data and details of the session performance, for example, warnings and errors that have occurred in the
process of operation.

In addition to overall job statistics, the real-time statistics provides information on each object processed with
the job. To view the processing progress for a specific object, select it in the list on the left.

321| Veeam Cloud Connect | Administrator Guide



TIP

To collapse and expand the real-time statistics window, use Hide Details and Show Details buttons at the
bottom left corner of the window.

E;;. Wiebserer Backup
Oof 1Whs
SUmARAARY DATA, STATUS
Duration: o&1s Data sent: 0B Success 0
Start tirme: 11472027 14:11:42 Akd Data received: 0B Wiarnings: 0
End time: WL Rt/ T [P Errors: 0

Showe Details 0K

Statistics Counters

Veeam Backup & Replication displays jobs statistics for the following counters:

e At the top of the window, Veeam Backup & Replication displays the number of VMs in the job and the
number of processed VMs.

e The Summary box shows general information about the job:
o Duration — time from the job start till the current moment or job end.
o Start time — time of the job start.
o End time — time of the job end.
e The Data box shows information about processed VM data:
o Data sent — amount of data sent from the SP side to the tenant side.
o Data received — amount of data transferred from the tenant side to the SP side.
o Rx/Tx — data transfer speed (displayed for currently running jobs only).

e The Status box shows information about the job results. This box informs how many tasks have completed
with the Success, Warning and Errorstatuses (1 task per 1 VM).

e The pane at the lower left corner shows a list of objects included in the job. For tenant jobs, Veeam
Backup & Replication displays the list according to the following rules:

o The tenant selected the Allow this Veeam Backup & Replication installation to be managed by the
service provider check box at the Service Provider step of the Service Provider wizard when
connecting to the SP. In this case, Veeam Backup & Replication displays in the list names of objects
included in the job.

o The tenant did not select the Allow this Veeam Backup & Replication installation to be managed by
the service provider check box at the Service Provider step of the Service Provider wizard when
connecting to the SP. In this case, Veeam Backup & Replication does not display names of objects
included in the job. Instead, it displays identifiers for the objects that Veeam Backup & Replication
saves in the configuration database.
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e The pane at the lower right corner shows a list of operations performed during the job. To see a list of
operations for a specific object included in the job, click the object in the pane on the left. To see a list of
operations for the whole job, click anywhere on the blank area in the left pane.

erver Backup

0of 1%Whs

SURARARRY DATA, STATUS

Duration: 00:40 Data sent: 0B Success: 0

Start tirme: 11472027 14:71:42 Akd Data recepved: 0B Warnings: 0

End tirme: A, P/ T INF A, Errars: u

Marne Status Action Duration
D'T‘j apache(? In pro... lob started at 11452021 12:17:43 AR 00:00

Weaiting for backup infrastructure resources to becorme available 00:00
Hide Details 0K

Viewing Job Session Results

The SP can view detailed statistics on VM backup, backup copy and replication job sessions performed by
tenants within last 24 hours.

To view statistics for a selected job session, do either of the following:

e Open the Cloud Connect view. In the inventory pane, select Last 24 Hours, Success, Warning or Failed. In
the working area, double-click the necessary job session.

e Open the Cloud Connect view. In the inventory pane select Last 24 Hours, Success, Warning or Failed. In
the working area, right-click the necessary job session and select Statistics.

e Open the Cloud Connect view, in the inventory pane select Last 24 Hours, Success, Warning or Failed. In
the working area, select the job and click Statistics on the ribbon.
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NOTE
The Statistics option is unavailable for Veeam Agent backup jobs. To learn more, see Veeam Agent Backup
Job Statistics.
1 of 1Whds
SUMBALRY DATA, STATLUS
Duration: 0329 Data sent: 16d.6 KB Success 1
Start tirme: 11372027 10:00:14 PR Data received: 1157 KB Wiarnings: 0
End time: 11372027 10:03:43 P Rt/ T 35 KB/s Errors: 0
Marme Status Artion Duration
|'—__'|"_| apache(? Success Job started at 171372021 10:00:20 P 0000
Weaiting for backup infrastructure resources to becorne available 00:00
Full backup file merge completed successfully 00:00
Job finished at 1/13/2021 10:03:43 PM 00:00
Hide Details Ok
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Guide for Tenants

The Veeam Cloud Connect User Guide is intended for tenants who want to store their data in the cloud
repository or replicate their VMs to the cloud host configured with the help of the Veeam Cloud Connect
functionality in Veeam Backup & Replication. The User Guide describes main steps that tenants must take to set
up Veeam Cloud Connect infrastructure components and work with cloud repositories and cloud hosts exposed
by SPs.
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Setting Up Tenant Veeam Cloud Connect
Infrastructure

To be able to use cloud repository and cloud connect replication resources, you must set up Veeam Cloud
Connect infrastructure components on the tenant side.

As part of the configuration process, you must perform the following tasks:

1.

o v wN

Deploy the tenant Veeam backup server.

Connect source virtualization hosts.

Find a service provider.

Connect to a service provider.

[For Veeam Cloud Connect Replication] Specify default gateways.

[Optional] Configure source WAN accelerator.

Once you have performed these tasks, you can configure data protection jobs in Veeam Backup & Replication
and target them at the cloud repository and/or the cloud host.
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Deploying Tenant Veeam Backup Server

To deploy the tenant Veeam backup server, you must install Veeam Backup & Replication on a Microsoft
Windows server on your side.

The installation process of Veeam Backup & Replication in the Veeam Cloud Connect infrastructure is the same
as the installation process in a regular Veeam backup infrastructure. To learn more about system requirements,

required permissions and the installation process workflow, see the Deployment section in the Veeam Backup &
Replication User Guide.

In addition to requirements listed in the product documentation, the tenant Veeam backup server must meet
the following requirements:

1. The tenant Veeam backup server must have any type of paid license installed. The Community edition of
Veeam Backup & Replication does not support the Veeam Cloud Connect functionality.

2. The tenant Veeam backup server must have access to all components that will take part in data protection
and disaster recovery tasks. These include a gateway server configured on the SP side, source
virtualization hosts and source WAN accelerator (optional).
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Connecting Source Virtualization Hosts

You must connect to the Veeam backup server virtualization hosts on which VMs that you plan to back up or
replicate to the cloud are located.

Veeam Backup & Replication lets you connect the following types of hosts:
e VMware vCenter Servers
e Standalone ESXi hosts
e VMware vCloud Director servers
e SCVMM
e Microsoft Hyper-V clusters
e Standalone Microsoft Hyper-V hosts

If a host is managed by VMware vCenter Server, SCVMM or is a part of a cluster, it is recommended that you
connect servers or clusters, not a standalone host. If you move VMs between hosts, you will not have to re-
configure jobs existing in Veeam Backup & Replication. Veeam Backup & Replication will automatically locate
migrated VMs and continue processing them as usual.

NOTE

Veeam Cloud Connect does not support the scenario in which the SP and tenant connect the same host to
Veeam backup servers deployed on the SP and tenant sides. You should not use the same host as a source
host and target host for cloud backup and replication tasks (for example, for evaluation purposes).

The host connection process in the Veeam Cloud Connect infrastructure is the same as the host connection
process in a regular Veeam backup infrastructure. To learn more, see Adding VMware vSphere Servers and
Adding Microsoft Hyper-V Servers sections in the Veeam Backup & Replication User Guide.
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Finding Service Providers

You can look for SPs who offer Backup as a Service and/or Disaster Recovery as a Service using Veeam Backup &

Replication. The list of SPs is published on the Veeam website and constantly updated. You can select the
necessary SP from the list and contact this SP to get the cloud repository service.

NOTE

This operation is unavailable if you have already added at least one SP in the Veeam backup console.

To find an SP:
1. Open the Backup Infrastructure view.
2. Select the Service Providers node in the inventory pane.

3. Click Find Service Provider in the working area. A page of the Veeam website will open in your web

browser. Use the filter on the web page to find the necessary SP by the type of provided cloud services, SP

datacenter location or virtualization platform.

Veeam Backup and Replication

Cloud Connect

Add Edit Remove
Provider Provider Provide

Manage Service Providers Manage Settings
Backup Infrastructure
Add Service Provider

H Backup Proxies Enter the information your service provider gave you to connect to your cloud resources,

Backup Repositories

10 000

Find Service Provider
Search a directory of service providers that offer cloud repositories and cloud hosts for off-site backup and disaster recovery.

jo A

o

= External Repositaries

54 Scale-out Repositories

£ AN Accelerators {

/7 Service Providers

> (4 SureBackup
> (Z1Managed Servers

@ Home
%ﬂ Imeentary
(?E"g Backup Infrastructure

[‘3@ Histarny

Connected to: localhost Build: 11 Enterprise Plus Edition [ remaining
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Connecting to Service Providers

The procedure of SP adding is performed by the tenant on tenant's Veeam backup server.

IMPORTANT

The SP cannot add itself as a SP in the Veeam Backup & Replication console deployed on the SP backup
server.

To use Veeam Cloud Connect resources for data protection and disaster recovery tasks, you must add a SP to
Veeam Backup & Replication. After you add a SP, Veeam Backup & Replication will retrieve information about
backup and replication resources allocated to you, and cloud repositories and cloud hosts will become visible in
your Veeam backup console. After that, you can start working with cloud resources.

Before You Begin

Before you add a SP, complete the following prerequisites:
1. Make sure that the SP has provided you with the following information:

a. You have a user name and password for your tenant account registered at the SP Veeam backup
server.

b. You have a full DNS name or IP address of the cloud gateway over which you will communicate with
the Veeam Cloud Connect infrastructure.

c. [Optional] You have a TLS certificate thumbprint that you can use for TLS certificates verification.

2. [For standalone tenant accounts] It is recommended that you change the password for the root account of
the tenant-side network extension appliance before connecting to the SP. You can change the password in
the service credentials record using the Credentials Manager. This operation is performed in the similar
way as on the SP side. To learn more, see Managing Tenant Network Extension Appliance Credentials.
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Step 1. Launch Service Provider Wizard

To launch the Service Provider wizard, do one of the following:

e Open the Backup Infrastructure view. Select the Service Providers node in the inventory pane and click
Add Provider on the ribbon.

e Open the Backup Infrastructure view. Right-click the Service Providers node in the inventory pane and
select Add service provider.

e Open the Backup Infrastructure view. Select the Service Providers node in the inventory pane and click
Add Service Provider in the working area.

Veeam Backup and Replication

Add
Provider Pro der | Su s s
Manage Service Providers Manage Settings

Backup Infrastructure
/~4 Add Service Provider

Enter the information your service provider gave you to connect to your cloud resources,

H Backup Proxies

£ Backup Repositories
& External Repositories @
53 Seale-out Repasitories
£ WAN Accelerators
/7] Service Providers
> (4 SureBackup
> (Z1Managed Servers

Find Service Provider
Search a directory of service providers that offer cloud repositories and cloud hosts for off-site backup and disaster recovery.

@ Home

E'-
@:! Inventary

1353 Beckup Infrastructure

[‘3@ Histarny

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 47 days remaining

0 Service Providers
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Step 2. Specify Cloud Gateway Settings

At the Service Provider step of the wizard, specify settings for the cloud gateway that the SP has provided to
you.

1. In the DNS name or IP address field, enter a full DNS name or IP address of the cloud gateway.

2. Inthe Port field, specify the port over which the tenant Veeam backup server will communicate with the
cloud gateway. By default, port 6180 is used.

3. Inthe Description field, provide a description for the SP you are adding.

4. Select the Allow this Veeam Backup & Replication installation to be managed by the service provider
check box if the SP should manage the tenant Veeam backup server under the Backup as a Service
agreement.

If you select this option, Veeam Backup & Replication will install the remote management agent on the
tenant Veeam backup server. The SP will be able to manage this backup server with Veeam Service
Provider Console.

If you select this option, Veeam Backup & Replication on the SP side will also display names of objects
included in tenant backup jobs instead of replacing object names with identifiers. To learn more, see
Viewing Real-Time Statistics.

IMPORTANT

If the SP has several cloud gateways, you must specify settings of only one gateway to connect to the SP.
Veeam Backup & Replication will automatically retrieve information about all other cloud gateways and
will use them for transferring data to/from the cloud repository and/or cloud host.

Service Provider -
. Service Provider

AR Type in DNS name or IP address and a port number received from the service provider, If wou are using more than one senvice
provdider, add a custorm description to more easily distinguish between them,

_ DMS name or IP address: Port:
g1a0 -2

|1?2.24.30.120

Credentials

Cescription:
Apply My Service Provider
Surnrmary

Allou this Weearmn Backup & Replication installation to be managed by the service provider

Select this check box if wou have managed backup contractuith the service provider wou are
adding, and want to allows it to rmanage your installation remotely,
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Step 3. Verify TLS Certificate and Specify User Account
Settings

At the Credentials step of the wizard, verify TLS certificate settings and specify settings for the tenant account
that you want to use to connect to the cloud repository.

1. At the top of the wizard window, Veeam Backup & Replication displays information about the TLS
certificate obtained from the SP side. You can view the certificate settings and verify the TLS certificate.

TLS certificate verification is optional. You can use this option to verify self-signed TLS certificates. TLS
certificates signed by the CA do not require additional verification.

o To view the TLS certificate, click the certificate Llink.

o To verify if the TLS certificate with a thumbprint, copy the thumbprint you obtained from the SP to
the Clipboard and enter it to the Fingerprint for certificate verification field. Click Verify. Veeam
Backup & Replication will check if the thumbprint you enter matches the thumbprint of the obtained
TLS certificate.

2. From the Credentials list, select credentials for the tenant account that the SP has provided to you. If you
have not set up credentials beforehand, click the Manage accounts link or click Add on the right to add
necessary credentials.

NOTE

If the SP allocated to you replication resources in VMware vCloud Director, you must provide credentials
for the vCloud Director tenant account in one of the following formats: Organization\Username or
Username@Organization. For example: TechCompanyOrg\Administrator or
Administrator@TechCompanyOrg.

Service Provider -

i ‘_-\] Specify credentials that you have received from the service provider, and walidate the certificate,

Credentials

Service Proveider — . = .
=g This certificate has been validated,

_ Werified byt Ch=Veearn Software, O=\Veearn Software, OU=\eearn Softuare

Add or select credentials issued to you by the service provider

Appl
PP Credentials:

Surnrmary | 4 ABC Company (ABC Company, last edited: less than a day ago) v| | Add..,

IManage accounts

< Previous | | Apply Finish
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Step 4. Enumerate Cloud Repository Resources

At the Resources step of the wizard, Veeam Backup & Replication will automatically enumerate resources
provided to the tenant on the cloud repository and display the results in the wizard window.

Enumeration of storage resources on the cloud repository may take some time. Wait for the processing to
complete and click Next.

Backup 5Storage
Q The following are off-site backup repositories assigned to you by your service provider,

Sendes Predclar Axailable cloud repositories:

Repositary Capacity WAN Acceleration
Credentials ABC Company Cloud Repo..,  100.0 6B Enabled

Replica Resources
Metwark Extension
£pply

Surmary

< Previous | | Text = | | Finish | | Cancel
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Step 5. Enumerate Cloud Replication Resources

At the Replica Resources step of the wizard, Veeam Backup & Replication will automatically enumerate
computing, storage and network resources provided to the tenant for processing tenant VM replicas. Replication
resources can be provided to the tenant in one of the following ways:

e Through hardware plans. If you add the SP using credentials of a standalone tenant account, available
replication resources will be displayed in the Available hardware plans list at the Replica Resources step of
the wizard.

e Through organization VDCs. If you add the SP using credentials of a vCloud Director tenant account,
available replication resources will be displayed in the Available organization vDC list at the Replica
Resources step of the wizard.

Enumeration of replication resources may take some time. Wait for the processing to complete and click Next.

Replica Resources

A

i j The following is the list of harduvare plans assigned to you by your service prowvider,

Serdae Brevdider Auwailable hardware plans:
Marre CPU Mermory  Storage Metnwarks Fublic IPs
Credentials Wibnare Silver 10,00 G, T600GE  Cloud Replicas.. 2 2

Backup Storage

Metwork Extension

Lpply

Surnrmary

< Prewious | | et = | | Finish | | Cancel
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Step 6. Configure Network Extension Appliances

At the Network Extension step of the wizard, Veeam Backup & Replication will display network extension
appliance that will be deployed on the tenant side. This network extension appliance will be used for
establishing and maintaining connection between production VMs and VM replicas on the cloud host after
partial site failover.

In the Network extension appliances section of the Network Extension step of the wizard, you can view default
network extension settings, edit settings for the network extension appliance and add one or several network
extension appliances in case there are multiple IP networks in your production environment. To learn more, see
Network Extension Appliance.

NOTE
Consider the following.

e If you do not plan to perform partial site failover, you can remove the network extension appliance
from the Network extension appliances list and proceed to the next step of the wizard. In this case,
Veeam Backup & Replication will not deploy the network extension appliance on the source
virtualization host.

e If you add the SP using credentials of the vCloud Director tenant account, and the SP uses an NSX
Edge Gateway or IPsec VPN connection to enable network access to your VM replicas after failover,
you do not need to deploy the network extension appliance. Click Remove next to the Network
extension appliances list, and then click Apply to proceed to the next step of the wizard.

The process of configuring the network extension appliance differs depending on the virtualization platform
whose VMs you want to replicate to the cloud: VMware vSphere or Microsoft Hyper-V.

e Configuring Network Extension Appliance for VMware vSphere

e Configuring Network Extension Appliance for Microsoft Hyper-V
Service Provider -
P Metwork Extension

il : '\.] Configure netwark extension appliances to enable partial site failover functionality.

Service Provider Metuork extension appliances:

Marne Host Production netwark  IP address Add...
Credentials [[H172.2430720., esxD3techl.. WM Netwark Obtain auta..,
Edit...
Backup Storage

Replica Resources

Hpply

Surnrmary

Metuvark extension appliances will be used during partial site failowver to preserse
hetwark communication with failed over Whis, You rmust add one netwark extension
appliance per production [P netwark,

« Prewious | | Apply Finish
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Configuring Network Extension Appliance for VMware
vSphere

To configure the network extension appliance that will deployed on the source VMware vSphere host:
1. Open the Network Extension Appliance Configuration window. To do this, do one of the following:
o To configure a new network extension appliance, click Add.

o To edit settings of the extension appliance that is already in the Network extension appliances list,
select that network extension appliance and click Edit.

2. In the Network Extension Appliance Configuration window, in the Host section, click Choose and select
the host on which the network extension appliance must be deployed. That is the source host from which
your production VMs will be replicated to the cloud host.

3. Inthe Resource pool section, click Choose and select the resource pool in which the network extension
appliance VM must be placed.

4. Inthe Datastore section, click Choose and select the datastore on which to keep files of the network
extension appliance VM.

NOTE
You cannot deploy a network extension appliance on the following types of storage:

e VMware Virtual Volumes (VVol)

e Datastore Cluster

5. In the Network section, click Choose and select the virtual switch to which production VMs on the source
host are connected.

6. Specify the IP addressing settings for the appliance:

o To assign an IP address automatically in case there is a DHCP server in your network, keep the Obtain
an IP address automatically option selected.

o To manually assign a specific IP address to the appliance, select the Use the following IP address
option and specify the following network settings:

= |P address
= Subnet mask

= Default gateway
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7. Click OK.

x
MWetwork Extension Appliance Configuration -

. Metwork Extens

I—’f ‘_.\'I Configure netwo Caonfiguration

Specify host, resource pool, datastore and network settings for
nietwark extension appliance WA,

Service Prowvider Hast:
Add...
Eredamils |esx03.tech.|0ca| | | Choose... | .
Resource pool:
Backup Storage |Eackup | | Chomsen. | -
-_emwe
Replica Resources Datastore:
|datastc-re1 | | Choose.. |
CNewerkBension |
Apply |VM Metuark | | FhEEaE.., |

Surnmary
®) Obtain an IP address autornatically

() Use the following IP address:
IP address:

Subnet mask:

Default gateway: arve

wtension

[0]4 | | Cancel

Configuring Network Extension Appliance for Microsoft
Hyper-V

To configure the network extension appliance that will deployed on the source Microsoft Hyper-V host:
1. Open the Network Extension Appliance Configuration window. To do this, do one of the following:
o To configure a new network extension appliance, click Add.

o To edit settings of the extension appliance that is already in the Network extension appliances list,
select that network extension appliance and click Edit.

2. In the Network Extension Appliance Configuration window, in the Host section, click Choose and select
the host on which the network extension appliance must be deployed. That is the source host from which
your production VMs will be replicated to the cloud host.

3. Inthe Folder section, click Choose and specify the path to the folder on the storage to keep files of the
network extension appliance VM.

4. In the Network section, click Choose and select the virtual switch to which production VMs on the source
host are connected.

5. Inthe VLAN ID field, specify the VLAN ID of the network on the selected virtual switch to which VMs that
you plan to replicate are connected.
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6. Specify the IP addressing settings for the appliance:

o Toassign an IP address automatically in case there is a DHCP server in your network, keep the Obtain
an IP address automatically option selected.

o To manually assign the specific IP address to the appliance, select the Use the following IP address
option and specify the following network settings:

= |P address
= Subnet mask

= Default gateway
7. Click OK.

MNetwork Extens|
A

@ :I Canfigure netao Canfiguration

Specify host, folder and network settings for network extension

appliance Wha,
Service Prowvider Hast:
Add...

Credentials |1?2.1?.52.14 | | Choose...
Replica Resources |C:W’eeamCIOudC0nnect\ | | Choose...

Metwork:

|InteI(R) 1350 Gigabit Metwork Connection - Virtual & | Chaoaose...
Apply

WLAN ID:
Surnrmary

® Obtain an IP address automatically
0 Use the following IP address:

IP address:

Subnet mask:

Default gateway:

Finish | | Cancel
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Step 7. Assess Results

At the Apply step of the wizard, Veeam Backup & Replication will save information about resources available
from your SP and deploy the specified number of network extension appliances on your production host. Wait
for the required operations to complete and click Next to continue.

Apply

Q Please wait while settings are being saved to the configuration database,

Log:

Message Duration
Credentials () Saving service provider o027
0 Saving cloud resources

() Saving netwark extension appliances 00025
(2 Deploying appliance 172,24,30,120_wn6cxj oM
(2 Processing netwark settings far 172.24.30.120 wnéicy] 0:00:15

Service Prowider

Backup Storage
Replica Resources

MNetwrork Extension

< Previous | | et = | | Finish | | Cancel
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Step 8. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of SP adding.
1. Review the configuration information on the added SP.

2. Click Finish to exit the wizard.

Summary

Q Rewiew the results, and click Finish to exit the wizard,

Service Provider Surmmary:

[Mew service provider 172.24.30.120 has been added successfully.
Available cloud resources:
Cloud repositaries:
Cloud repository: ABC Company Cloud Repository, Quota: 100,00 GB, WAN Acceleration: Enabled

Credentials

Backup Storage

. Replica resources:

Replica Resources Cloud host: Whiware Sikver, CPU; 10,00 6Hz, Mermory: 16,00 GB, Metwork count: 2, WAN
acceleration: Enabled

Metwark Extenzion Datastores: Cloud Replicas 300.00 GB

Host info: Whiware wCenter Server 6.0

Apply
Public IP addresses: 198.51,100.1, 198.51,100.2

< Previous | | et = | | Finish | | Cancel
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Changing Password for Tenant Account

You can change the password for the tenant account whose credentials you obtained from the SP.

This operation is performed by the tenant in the tenant Veeam Backup & Replication console.

NOTE

You cannot change the password for a vCloud Director tenant account. For such accounts, passwords are
managed by the SP in vCloud Director.

To change a password for the tenant account:

1.

2.

In the tenant Veeam Backup & Replication console, from the main menu, select Manage Cloud Credentials.

In the Manage Cloud Credentials window, select the user name of the tenant account whose password you
want to change and click Edit.

Veeam Backup & Replication will display a notification informing that tenant credentials are currently used
to connect to the SP. In the notification window, click Yes.

In the Credentials window, in the Password field, enter a new password for the tenant account and click
OK.

To view the entered password, you can click and hold the eye icon on the right of the field.
In the Current Password field, enter the current password of the tenant account and click OK.

In the Manage Cloud Credentials window, click OK.

WManage Cloud Credentials 2

- Manage Cloud Credentials
Cerfificate

:Q Use this dialog to centrally manage all public cloud accounts and their passwaords,

Credentials -
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& Password: nunnn| ,-;\| e

Description:
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ak | | Cancel
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Managing Subtenant Accounts on Tenant Side

To provide subtenants with individual storage quotas on the cloud repository, you must register a subtenant
account for each subtenant. Typically, the procedure of subtenant accounts registration is performed by the
tenant on the tenant Veeam backup server. The SP can also manage subtenant accounts for the specific tenant.
To learn more, see Managing Subtenant Accounts on SP Side.

You can perform the following operations with subtenant accounts:
e Add a subtenant account for a standalone tenant account.
e Add a subtenant account for a vCloud Director tenant account.
e Edit a subtenant account.

e Remove a subtenant account.

Creating Subtenant Account for Standalone Tenant

Typically, the procedure of subtenant accounts registration is performed by the tenant on the tenant Veeam
backup server.

When you create a subtenant account, remember to save a user name and password for the created subtenant
account. You must pass this data to the end user who will use the subtenant account. When configuring a
Veeam Agent backup job targeted at the cloud repository, the user must enter the user name and password for
the subtenant account to connect to the SP backup server.

Before You Begin

Before you add a new subtenant account, check the following prerequisites:

e You must be connected to the SP whose cloud repository you want to expose to subtenants. When you
create a subtenant account, you can allocate storage quota only on those cloud repositories that are
provided to your tenant account by the SP.

e You can allocate only one storage quota per subtenant account. To provide a user with multiple quotas on
the same or different cloud repositories, you must create different subtenant accounts for the same user.
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Step 1. Launch New Subtenant Wizard

To launch the New subtenant wizard:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, select
the cloud repository in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, right-
click the cloud repository in the working area and select Manage subtenants.

o Open the Backup Infrastructure view. Click the Service Providers node in the inventory pane, select
the service provider in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Service Providers node in the inventory pane, right-
click the service provider in the working area and select Manage subtenants.

2. In the Subtenant Quotas window, click Add.
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Step 2. Specify Subtenant Settings

At the Account step of the wizard, specify settings for the created subtenant account:

1. In the Username field, specify a name for the created subtenant account. The user name must meet the
following requirements:

o The maximum length of the user name is 128 characters. It is recommended that you create short user
names to avoid problems with long paths to backup files on the cloud repository.

o The user name may contain space characters.

o The user name must not contain the following characters: , \ /: *2\"<>|=; @ as well as Unicode
characters.

o The user name must not end with the period character [ . ].

2. Inthe Password field, provide the password for the subtenant account. You can enter your own password
or click the Generate new link at the bottom of the field. In the latter case, Veeam Backup & Replication
will generate a safe password. To get a copy the generated password, click the Copy to clipboard link at
the bottom of the window.

3. Inthe Description field, specify a description for the created subtenant account.

4. If you want the subtenant account to be created in the disabled state, select the Subtenant is disabled
check box. In this case, Veeam Backup & Replication will create the subtenant account, but the subtenant
will not be able to connect to the SP and create backups on the cloud repository.

vl Account
p Create agent subtenant account and password,

()

Usernarne: |PC User 02 |

Quotas Passward: |.......... |

Generate mew

Surnrmary Description: Ormega PC User

[] Subtenant is disabled

< Previous | | et = | | Finish | | Cancel
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Step 3. Allocate Subtenant Quota

At the Quotas step of the wizard, specify subtenant quota settings for the created account. You can assign to
the subtenant tenant a single quota on a cloud repository assigned to the tenant account.

To assign a subtenant quota:

1.
2.

Click Add on the right of the Available user quotas list.

In the Subtenant Quota window, in the Name field, enter a friendly name for the subtenant quota. The
name you enter will be displayed at the subtenant's side.

In the Repository field, select a cloud repository whose space resources must be allocated to the
subtenant.

By default, Veeam Backup & Replication allows subtenants to use an entire quota on the cloud repository
assigned to the tenant. If you want to limit the amount of storage space that the subtenant can use on the
cloud repository, in the Quota section, select Limit size to and specify the necessary subtenant quota.

When you consider limiting the subtenant quota, remember to allocate the sufficient amount of storage
space for the subtenant. The subtenant quota must comprise the amount of disk space used to store a
chain of backup files plus additional space required for performing the backup chain transform operation.
Generally, to perform the transform operation, Veeam Backup & Replication requires the amount of disk
space equal to the size of a full backup file.

Click OK.
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of subtenant account registration.

1. Click the Copy to clipboard link to copy information about the created subtenant account: user name,
password, cloud repository and quota. You must send the copied information to a user on the tenant side
so that they can use the created subtenant account to configure a backup job targeted at the cloud
repository.

2. Click Finish to exit the wizard.

s Summary
g’ “ou can copy the configuration infarmation below for future reference,

Account Summary:
PC User 02 was successfully created,

Quotas

Copy to clipboard

< Previous | | et = | | Finish | | Cancel
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Creating Subtenant Account for vCloud Director Tenant

Typically, the procedure of subtenant accounts registration is performed by the tenant on the tenant Veeam
backup server.

After you create a subtenant account, pass the user name of the created account to your subtenant. When
configuring a backup job targeted at the cloud repository, the subtenant must enter the user name for the
subtenant account to connect to the SP backup server.

Before You Begin

Before you add a new subtenant account, check the following prerequisites:

e You must be connected to the SP whose cloud repository you want to expose to subtenants. When you
create a subtenant account, you can allocate storage quota only on those cloud repositories that are
provided to your tenant account by the SP.

e You can allocate only one storage quota per subtenant account. To provide a user with multiple quotas on
the same or different cloud repositories, you must create different subtenant accounts for the same user.

e The vCloud Director user account that you plan use as a subtenant account must be created for the
organization in vCloud Director.
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Step 1. Launch New Subtenant Wizard

To launch the New subtenant wizard:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, select
the cloud repository in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, right-
click the cloud repository in the working area and select Manage subtenants.

o Open the Backup Infrastructure view. Click the Service Providers node in the inventory pane, select
the service provider in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Service Providers node in the inventory pane, right-
click the service provider in the working area and select Manage subtenants.

2. In the Subtenant Quotas window, click Add.
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Step 2. Select vCloud Director User

At the vCloud User step of the wizard, specify settings for the created subtenant account:

1. Click Add next to the Username field and select a vCloud Director organization user account to which you
want to allocate a quota on the cloud repository. The user account must be created in advance by the SP
in vCloud Director.

2. Inthe Description field, specify a description for the created subtenant account.

3. If you want the subtenant account to be created in the disabled state, select the Subtenant is disabled
check box. In this case, Veeam Backup & Replication will create the subtenant account, but the subtenant
will not be able to connect to the SP and create backups on the cloud repository.

vCloud User

/
; J, Specify Whhiare wCloud Director user account,

Username: |user(?

Description:

Quotas TechCompanyQrg Subtenant

Surnmary

[] Subtenant iz disabled

< Previous | | Mext = | | Finish | | Cancel
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Step 3. Allocate Subtenant Quota

At the Quotas step of the wizard, specify subtenant quota settings for the created account. You can assign to
the subtenant tenant a single quota on a cloud repository assigned to the tenant account.

To assign a subtenant quota:

1.
2.

Click Add on the right of the Available user quotas list.

In the Subtenant Quota window, in the Name field, enter a friendly name for the subtenant quota. The
name you enter will be displayed at the subtenant's side.

In the Repository field, select a cloud repository whose space resources must be allocated to the
subtenant.

By default, Veeam Backup & Replication allows subtenants to use an entire quota on the cloud repository
assigned to the tenant. If you want to limit the amount of storage space that the subtenant can use on the
cloud repository, in the Quota section, select Limit size to and specify the necessary subtenant quota.

When you consider limiting the subtenant quota, remember to allocate the sufficient amount of storage
space for the subtenant. The subtenant quota must comprise the amount of disk space used to store a
chain of backup files plus additional space required for performing the backup chain transform operation.
Generally, to perform the transform operation, Veeam Backup & Replication requires the amount of disk
space equal to the size of a full backup file.

Click OK.
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of subtenant account registration.
1. Review the information about the added subtenant account.

2. Click Finish to exit the wizard.

v Summary
\ J’ “ou can copy the configuration infarmation below for future reference,

wCloud User Summary:
hserUE weas successfully created,

Quotas

< Previous | | et = | | Finish | | Cancel

Editing Subtenant Account

You can edit settings of created subtenant accounts. For example, you may want to reallocate storage quota for
the subtenant, change password for the subtenant account of a standalone tenant account, disable or enable
the subtenant account.

NOTE
Mind the following:

e You cannot change a user name for the subtenant account.

e If you open the Subtenant Quotas window from the Backup Repositories node, you cannot select a
cloud repository on which to allocate storage quota for the edited subtenant account.
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To edit settings of a subtenant account:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, select
the cloud repository in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, right-
click the cloud repository in the working area and select Manage subtenants.

o Open the Backup Infrastructure view. Click the Service Providers node in the inventory pane, select
the service provider in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Service Providers node in the inventory pane, right-
click the service provider in the working area and select Manage subtenants.

2. Inthe Subtenant Quotas window, select the necessary subtenant account and click Edit.

To quickly find the necessary subtenant account, use the search field at the bottom of the Subtenant
Quotas window:

a. Enter the user name of the subtenant account or a part of it in the search field.
b. Click the Start search button on the left or press [ENTER].

3. Inthe Edit subtenant wizard, edit subtenant account settings as required.
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Deleting Subtenant Account

You can delete a subtenant account that you created at any time, for example, if the subtenant no longer uses
resources of the cloud repository.

When you delete a subtenant account, Veeam Backup & Replication disables this account and removes it. The
subtenant account is removed permanently. You cannot undo this operation.

Subtenant's backup data remain intact on the cloud repository. You can delete subtenant backup data manually
later if needed.

NOTE

You cannot delete managed subtenant accounts — subtenant accounts created automatically by Veeam
Backup & Replication in the Veeam Agent management scenario.

To delete a subtenant account:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, select
the cloud repository in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, right-
click the cloud repository in the working area and select Manage subtenants.

o Open the Backup Infrastructure view. Click the Service Providers node in the inventory pane, select
the service provider in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Service Providers node in the inventory pane, right-
click the service provider in the working area and select Manage subtenants.
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2. Inthe Subtenant Quotas window, select the necessary subtenant account and click Remove.

To quickly find the necessary subtenant account, use the search field at the bottom of the Subtenant
Quotas window:

a. Enter the user name of the subtenant account or a part of it in the search field.

b. Click the Start search button on the left or press [ENTER].

Subtenant Quotas

, UUse this dialog to centrally manage quotas for subkenants. By creating subtenants, vou can securely share your single Yeeam Cloud
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Managing Network Extension Appliance

You can perform the following operations with the tenant-side network extension appliance:
e Manage network extension appliance credentials

e Redeploy a network extension appliance

Managing Credentials

Veeam Backup & Replication connects to the network extension appliance using service credentials —
credentials for the root account on the Linux-based network extension appliance VM. You can use these
credentials to log on to the network extension appliance VM. This may be useful if you need to configure the
network extension appliance manually, for example, for troubleshooting reasons.

It is recommended that you change the password in the service credentials record before connecting to the SP
and deploying network extension appliances. You can change the password using the Credentials Manager.

NOTE

If you change the password after the network extension appliance is deployed, you will need to redeploy
the network extension appliance. To learn more, see Redeploying Network Extension Appliance.

To change a password for the root account of the network extension appliance VM:
1. From the main menu, select Manage Credentials.
2. Select the Tenant-side network extension appliance credentials record and click Edit.

3. Veeam Backup & Replication will display a warning notifying that you will need to redeploy existent
network extension appliances after you change the password. Click Yes to confirm your intention.

4. Inthe Password field, enter a password for the root account. To view the entered password, click and hold
the eye icon on the right of the Password field.

The specified password will be assigned to the root account of every network extension appliance VM that
will be deployed on the source virtualization host.
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5. In the Description field, if necessary, change the default description for the edited credentials record.

6. Click OK to save the specified password.

A

WManage Credentials

Manage Credentials

Use this dialog to centrally manage user accounts used throughout the product, and update their

[x]

passaards,

Account Type Cescription Last edited Add
4 root Standard Tenant-side netwar,, 13 days ago ;
{‘} Foo 1 11.1 (H Edlt

Credentials
e
E Username:  root
Ek Password: |....... I'i"\|
Description:
Tenant-side network extension appliance credentials
| Ok | | Cancel |

0K | | Cancel

Redeploying Network Extension Appliance

You can redeploy the network extension appliance on the source host. This may be necessary when the network
extension appliance becomes inoperative or when you change the password in the network extension appliance
credentials record after one or several appliances are already deployed.

To redeploy the network extension appliance:

1. Open the Backup Infrastructure view.

AW

In the inventory pane, click Service Providers.

In the working area, right-click the necessary service provider and select Properties.

At the Network extension step of the Service Provider wizard, in the Network extension appliances

section, select the network extension appliance and click Remove.

5. If you deployed several network extension appliances on the source host and need to redeploy these
appliances after changing the password, repeat step 3 for every appliance in the Network extension
appliances list.
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6. Click Add and configure the new network extension appliance as required. To learn more,

Network Extension Appliance.

7. Proceed to the Summary step of the wizard and click Finish to exit the wizard.
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Managing Default Gateways

After full site failover, Veeam Backup & Replication uses the network extension appliance on the cloud host as a
default gateway between a VM replica network and external networks. To route traffic that goes to and from
VM replicas, the network extension appliance uses network settings of the default gateway in the production
VM network.

During the first run of the replication job targeted at the cloud host, Veeam Backup & Replication detects
network settings of replicated VMs and automatically saves information about default gateways that are used in
every detected production network. You can check and, if necessary, edit default gateway settings in the Veeam
Backup & Replication console. The specified settings will be used by the network extension appliance after
failover.

When you specify the default gateway, Veeam Backup & Replication saves its settings in the Veeam Backup &
Replication database on the SP side. After full site failover, Veeam Backup & Replication assigns the specified
default gateway settings to the network extension appliance on the cloud host. As a result, VM replicas on the
cloud host communicate to the internet in the same way as VMs in the production site.

Network extension appliance can also route traffic between several networks provided for VM replicas through
the same hardware plan.

To manage default gateways:
1. Open the Backup Infrastructure view.
2. Intheinventory pane, click the Service Providers node.

3. Inthe working area, select the service provider and click Manage Gateways on the ribbon or right-click the
service provider and select Manage default gateways.

4. In the Default Gateways window, select the virtual cloud network provided for your VM replicas through
the hardware plan and click Edit.

Default Gateways -

Default gateways:
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5. In the Default Gateway window, specify the IP address of the default gateway that is used in your
production site and subnet mask of the production network, and click OK.

Default Gateways 25

Default gateways:

Claud netwark IP network Default gateway Edit
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6. Select the Route traffic between these networks option if the SP subscribed you to a hardware plan with
several networks available to your VM replicas and you want Veeam Backup & Replication to route traffic
between these networks. This may be useful if your production site runs multiple interdependent VMs
connected to several networks.

7. Click OK.
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Configuring Source WAN Accelerators

To optimize VM traffic going to the Veeam Cloud Connect infrastructure during the backup copy and replication
jobs, the SP and tenants can configure WAN accelerators on their sides.

WAN accelerators in the Veeam Cloud Connect infrastructure must be configured in the following way:

e The source WAN accelerator is configured on the tenant side. Every tenant who plans to work with the
cloud repository and cloud hosts using WAN accelerators must configure at least one WAN accelerator on
their side.

e The target WAN accelerator is configured on the SP side.

When the SP creates a tenant account, the SP can define if the tenant should be able to utilize a WAN
accelerator deployed on the SP side. As soon as you connect to the SP, Veeam Backup & Replication retrieves
the following information to identify if cloud resources available to you can or cannot use WAN acceleration:

e Information about all quotas on cloud repositories assigned to you by the SP
e Information about all cloud hosts provided to you by the SP through hardware plans

If the cloud repository and/or cloud host can use WAN acceleration, you can configure a source WAN accelerator
on your side and create backup copy and/or replication jobs that will work using WAN accelerators.
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The configuration process for WAN accelerators in the Veeam Cloud Connect infrastructure is the same as the
configuration process in a regular Veeam backup infrastructure. To learn more, see the Adding WAN
Accelerators section in Veeam Backup & Replication User Guide.
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Using Cloud Repositories

After you have set up the Veeam Cloud Connect infrastructure, you can proceed to performing data protection
and disaster recovery tasks using the cloud repository.

You can perform the following tasks targeted at the cloud repository:
e VM backup
e vCD backup (for VMware vSphere platform)
e Veeam Agent backup
e Backup copy (To a cloud repository only. Backup copy from the cloud is not supported.)
e Restore:
o Entire VM restore
o VvCD restore (for VMware vSphere platform)
o VM files restore
o VM disks restore (for VMware vSphere platform)
o VM guest OS files restore (Microsoft Windows FS only. Multi-OS restore is not supported.)
o Application items restore
o Volume restore (for Veeam Agent backups)
o Disk export (for Veeam Agent backups)
o Guest OS files restore (for Veeam Agent backups)
e Backup export
e File copy (manual operations)

Backups created on the cloud repository are displayed under the Backups > Cloud node in the inventory pane of
the Home view.
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Backups created by Veeam Agent operating in the standalone mode are displayed under the Agents node in the
working area of the Backups > Cloud node.

Backup and Replica

oy !
o A rEhd= A N X
v o | ] =
Entire Vittual VM Guest Application A v Export  Delete
VM Disks Files Files~ ltems~ & Backup from Disk
Restore Restore to Cloud Actions
Home Q Type in an sbject name to search for
. Job name * Creation time Restore points Repasitory Platform
4B Backup > &, Fileserver Backup 2/1/2021 11:26 AM ABC Company Cloud Repository YhMware
{;EIl Replication 4 % Webserver Backup 2/1/202111:29 AM ABC Company Cloud Repositary VMware
=
{84 Backup Copy [Siaeachel Instant Recavery ,

Instant disk recovery..

w0+ Last 24 Hours Restore guest files

Microsoft Windo

£ Disk (Copy) [T Restore entire Wh...
*_ Cloud 2 Restore virtual disks...
&5
> EF Replicas éﬂ Restare WM files...
fL5

Linux and othe

Restore to Amazen ECZ..
Restore to Micrasaft Azure...
Export backup...

Delete from disk

# [

Home

5,
@E Inventory

(33 Beckup Infastructure

[0 Fies
(3 History
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Creating VM Backup Jobs

In Veeam Backup & Replication, backup is a job-driven process. To back up VMs, you must configure a backup
job. The backup job defines how, where and when to back up VM data. One job can be used to process one or
several VMs.

Veeam Backup & Replication backs up a VM image as a whole: it copies VM data at a block level unlike
traditional backup tools that process guest OS files separately. Veeam Backup & Replication retrieves VM data
from the source storage, compresses and deduplicates it and writes to the backup repository in Veeam's
proprietary format. You can use the image-level backup for all types of data restore scenarios: restore a full VM,
VM guest OS files and folders, VM files and VM virtual disks (for VMware VMs only) from the backup file.

Veeam Backup & Replication conducts both full and incremental backup. During the first run of a backup job,
Veeam Backup & Replication creates a full VM backup (VBK). All subsequent job cycles produce incremental
backups: VIB if forward incremental backup is used or VRB if reversed incremental backup is used. The number
of increments kept on disk depends on retention policy settings.

NOTE

This section describes only basic steps that you must take to create a VM backup job targeted at a cloud
repository. To get a detailed description of all backup job settings, see the Creating Backup Jobs section in
the Veeam Backup & Replication User Guide.

To create a backup job:

1. On the Home tab, click Backup Job and select Virtual machine > VMware vSphere or Virtual machine
>Microsoft Hyper-V.

2. At the Name step of the wizard, specify a name and description for the backup job.

Mewr Backup Job -

HName
Type in a name and description for this backup job.
—id

|CRM Backup
Wirtual Machines
Description:
Starage Daily job for CRM systern
Guest Processing
Schedule
Sumrnaty
[] High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start tirme, or jobs with strick BPO requirerments,
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3. At the Virtual Machines step of the wizard, click Add and select VMs and VM containers that you want to
back up. To quickly find the necessary object, use the search field at the bottom of the Add Objects
window.

Yirtual Machin
Select wirtual m Select objects: hat autornatically changes
= m a3 you add ne '

4 fé"i Haosts and Clusters

B

P Eﬁ weenter(l.tech.local

Marne
4 [Fg Atlanta Add...
4 E esx01tech.local
i3 G Cloud_Connect_Replication Sl
Storage 4 G CRM
Guest Processing Elr‘? crm_db
[ G Fileservers
Schedule b @ Replicas
b (4 Shell
Sumrnaty
[ G Websersers + Down

[ G Websersices
[ E esx0i tech.lacal
b [Elg Gold Coast

Recalculate

Total size!
‘-*" Tipe in an object nome to seorch for OB

| | Cancel

inish | | Cancel

4. If you want to exclude VMs from the VM container or back up only specific VM disks, click Exclusions and
specify what objects you want to exclude.

5. At the Storage step of the wizard, from the Backup repository list, select the cloud repository to which
you plan to store the backup file.
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6. Inthe Retention policy field, specify how many restore points you want to keep on the cloud repository.
To do this, in the Retention policy field, specify the number of restore points or the number of days for
which you want to store backup files on the cloud repository. If you want to use the GFS (Grandfather-
Father-Son) retention scheme, you can also specify how weekly, monthly and yearly full backups must be
retained.

Meww Backup Job -

Storage
& Specify processing procgy server to be used for source data retrieval, backup repositony to store the backup files produced by this
= m job and customize advanced job settings if required,

Marne Backup prowxy:
|Automatic selection | | Choose..,

Wirtual kachines
Backup repositon:

storage |.*1‘~EC Campany Cloud Repositary (Cloud repositary) V|
Guest Processing § 151 GB free of 200 GB tap backup

Sl Retention policy: |7 - (4]

Surnmary [] Keep certain full backups longer for archival purposes

[] Configure secondary backup destinations for this job

Copy backups produced by this job to another backup repository, or tape, We recommend to make
at least one copy of your backups to a different storage dewice that is located off-site,

Advanced job settings include backup mode, compression and deduplication,
. . : h L ) Advanced
black size, notification settings, automated post-job activity and other settings,

< Previous | | Mext =

7. Click Advanced.

8. On the Backup tab, select what type of the backup chain you want to create: forward incremental or
reverse incremental. You can also choose to periodically create synthetic full backups (for the forward
incremental backup method only) and active full backups.
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NOTE

The reverse incremental backup method is not recommended for backup jobs targeted at the cloud
repository. The process of a full backup file rebuild requires higher 1/0 load. This may impact the
backup job performance, especially in case of low bandwidth or high latency network connection
between the tenant side and SP side. To learn more, see Veeam Backup & Replication Best Practices.

Actvanced Settings - M

Storage Backup | Maintenance I Storage I Motifications | wSphere I Integration I Scripts |
Specify pr files produced by this
~

job and ¢ Backup mode

() Reverse incremental [slower]

Increrments are injected into the full backup file, so that the latest backup
Marme file is always a full backup of the most recent WM state,

Virtual Machines ® Incremental [recom mended) :|

Increrments are saved into e files dependent on previous files in the chain,

_ Best for backup targets with poor random 170 performance,
Create synthetic full backups periodically E‘

Guest Processing Create on: Saturday up
Schedule Active full backup
Create active full backups periodically
SUFRIRFIE) O Monthly on: | First Monday Maonths... o0
® Weekly on selected days:
Saturday

ecommend to make
[f-site,

Sawve As Default [0]8 | | Cancel |
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9. To encrypt the resulting backup file on the cloud repository, on the Storage tab, select the Enable backup
file encryption check box. From the Password field, select a password that you want to use to encrypt the
backup file. If you have not created a password beforehand, click Add or use the Manage passwords link to
specify a new password.

Advanced Settings - IL‘

Storage | Backup I Maintenance| Storage |Notifications | wiphere I Integration I Scripts |
& Specify pr files produced by this
I

joband ¢ Data reduction
Enable inline data deduplication (recomrmended)

Marme Exclude swap file blocks (recommended)

Exclude deleted file blocks {recormmended) :‘

Compression level:

_ |Optima| {recommended) V| EI

Optirnal compression provides for best compression to performance ratio,
and lowest backup promy CPU usage,

Wirtual bachines

Guest Processing up

Schedule Storage optimization:

|L0ca|target v|

Surnmary Configure...

Best performance atthe cost of lower dedupe ratio and larger incremental
backups, Recormmended for backup to local and direct-attached storage,

Encryption
Enable backup file encryption ;f:glmend o make
Passward:
|My password (Last edited: less than a day ago) v| | Add.., |

Loss protection enabled tanage passwaords

o] [omer ]

10. To create a transactionally consistent backup of VMs, at the Guest Processing step of the wizard, select
the Enable application-aware processing check box.
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11. Click Add next to the Guest OS credentials list and specify credentials for a user account with local
administrator privileges on the VM guest OS. By default, Veeam Backup & Replication uses the same
credentials for all VMs added to the job. If some VM requires a different user account, click Credentials
and enter custom credentials for the necessary VM.

Mew Backup Job -

Guest Processing
Choose guest OS processing options available for running Whds,

Marre Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and
Wirtual bachines configures the 0% to perform required application restare steps upon first boot,

% Custormize application handling options for individual machines and applications | Applications...
orage

Enable guest file system indexing

Guest Processing Creates catalog of guest files to enable browsing, searching and 1-click restares of individual files,

Indexing is optional, and is not required to perform instant file lewel recoveries,

Schedule ) . . . . L . :
Custornize advanced guest file systern indexing options for individual machines
surnmary Guest interaction proxy:
|.ﬂ\utomatic selection | | Choose., |
Guest 05 credentials:
| 4, techwilliam fox (techhwilliam fox, last edited: 53 days aga) v| | Add.., |
Manage accounts
Customize quest 05 credentials for individual machines and operating systems

Wetify neturork connectivity and credentials for each machine included in the job Test Mo

| £ Previous | | Mext = | Cancel

12. Click Applications, select the necessary VM and click Edit. On the General tab, in the Applications section,
specify the VSS behavior scenario:

o Select Require successful processing if you want Veeam Backup & Replication to stop the backup
process if any VSS errors occur.

o Select Try application processing, but ignore failures if you want to continue the backup process even
if VSS errors occur. This option is recommended to guarantee completion of the job. The created
backup image will not be transactionally consistent, but crash consistent.

o Select Disable application processing if you do not want to enable quiescence for the VM at all.

13. [For Microsoft SQL and Oracle VMs] In the Transaction logs section, specify how Veeam Backup &
Replication must handle database logs:

o Select Process transaction logs with this job if you want Veeam Backup & Replication to handle
Microsoft SQL Server transaction logs or Oracle archived logs. With this option enabled, Veeam
Backup & Replication will offer a choice of log processing options on SQL and Oracle tabs.

o Select Perform copy only if you use native application means or a third-party tool to process
transaction logs.Veeam Backup & Replication will create a copy-only backup for the selected VM. The
copy-only backup preserves a chain of full/differential backup files and transaction logs. To learn
more, see Microsoft Docs.
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NOTE

If you

1.
2.

You cannot enable log backup options in the properties of a backup job targeted at the cloud
repository. For Microsoft SQL, you can enable transaction log truncation options only. For Oracle,
you can choose whether to delete archived logs.

want to store database log backups in the cloud, you can do the following:

Configure a backup job targeted at a regular backup repository.

Configure a backup copy job targeted at a cloud repository. In the properties of the backup
copy job, select the Immediate copy option, select the job created at the step 1 as a source
backup job and enable the Include database transaction log backups option. For details, see
Creating Backup Copy Jobs.

Processing Settings -

Guest Proce
= Choose gues Applications
m Application-aware processing detects and prepares applications for

consistent backup using application-specific methods, and configures X
MNarme the 05 to perform required application restore steps upon first boot,
Specify af ® Require successful processing {recommended) ing, and
Wirtual bz Object ) Try application processing, but ignare failures bl
[ snelr O Disable application processing o
Storage dit..
Transaction logs
Best B Choose whether this job should process transaction logs upon L fil
successful backup, Logs pruning is supported for Microsoft Exchange, almies.
Microsoft SOL Server and Cracle,
Schedule e -
® Process transaction logs with this job {(recommended) XINg...
Surnrmary () Perform copy only {lets another application use logs)
Persistent quest agent ase.,
By default, application-aware processing is done by a non-persistent
runtime process. Deploying a persistent guest agent rermowes security
and port requirements of the autormatic runtirme process deployment, Hd...
[ Use persistent quest agent (optional)
nitials...
kMo

E

Geheral |SQL I Cracle | Exclusions I Scripts |

[
o
=
o
i

014 | | Cancel
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14. At the Schedule step of the wizard, select the Run the job automatically check box and specify the
necessary scheduling settings for the job. If you do not select this check box, you will have to run the
backup job manually to create a backup file in the cloud.

Schedule
Specify the job scheduling options., If wou do not set the schedule, the job will need to be contralled manually.
L]

Marme [#] Rur the job automatically
®) Daily at this time: |'IU:UU P %| |Ever}fda}f v|

Days..,

Wirtual Machines

|
() Monthly at this tirme: |10:00 PR | |Four‘th ||Saturday | | hanths...
Storage | |

() Perindically every: |'I | |H0urs

Guest Processing

|
|
Schedule... |
|

) After this job: |DB Backup (Backup of M5 S0L Server DB)

Autormatic retry

[W] Retry failed iterns processing: tirmes

Wait before each retry attermpt for Friniutes

Backup window

[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot cormmit during production hours,

| < Previous | | Spply | | Finish | | Cancel |

15. At the Summary step of the wizard, select the Run the job when | click Finish check box if you want to
start the created job right after you complete working with the wizard.

16. Click Finish.
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Creating vCloud Director Backup Jobs

The vCD backup is practically the same as a regular VM backup. The vCD backup job aggregates main settings
for the backup task and defines when, what, how and where to back up.

You can perform the vCD backup job for single VMs and for VM containers, that, in terms of vCloud Director, are
the following:

e VApPp

e Organization VDC

e Organization

e vCloud Director instance

Just like a regular backup job, the vCD backup job can be scheduled or run manually.
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Creating Veeam Agent Backup Jobs

Veeam Backup & Replication lets you create a Veeam Agent backup job targeted at a cloud repository. You can
use the Veeam backup console to create Veeam Agent backup jobs of the following types:

e Veeam Agent backup job managed by the backup server
e Backup policy, or Veeam Agent backup job managed by Veeam Agent

Before you configure a Veeam Agent backup job, you must deploy Veeam Agent on computers whose data you
want to back up. To learn more, see the Working with Protection Groups section in the Veeam Agent
Management Guide.

NOTE
Consider the following:

e This section describes the procedure of creating a backup job for Veeam Agent managed by Veeam
Backup & Replication. For information about how to create a backup job for Veeam Agent operating
in the standalone mode, see the Configuring Backup Job section in the Veeam Agent for Microsoft
Windows User Guide.

e This section describes only basic steps that you must take to create a Veeam Agent backup job
targeted at a cloud repository. To get a detailed description of all Veeam Agent backup job settings,
see the Creating Veeam Agent Backup Jobs section in the Veeam Agent Management Guide.

e The procedure of configuring a Veeam Agent backup job differs depending on the type of machines
that the job will process: Microsoft Windows machines, Linux machines or Mac machines. Backup of
IBM AIX machines and Oracle Solaris machines to a cloud repository is not supported. This section
describes the procedure for a backup job that includes Microsoft Windows machines; however, the
description focuses on the steps that are identical for all supported types of machines.

e For backup to a cloud repository in the Veeam Agent management scenario, Veeam Backup &
Replication uses managed subtenant accounts. For more information, see the Managed Subtenant
Account section in this guide and the Backup to Veeam Cloud Connect Repository section in the
Veeam Agent Management Guide.
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To create a Veeam Agent backup job:
1. On the Home tab, click Backup Job and select Windows computer or Linux computer.
2. At the Job Mode step of the New Agent Backup Job wizard, specify protection settings for the backup job:

a. In the Type field, select the type of protected computers whose data you want to back up with Veeam
Agents: Workstation, Serveror Failover cluster.

NOTE

The Failover cluster option is not available for backup jobs that include Linux computers.

b. If you selected the Server option in the Type field, in the Mode field, select the job mode:

= Managed by backup server — select this option if you want to configure the Veeam Agent
backup job managed by the backup server. The backup job will run on the backup server in the
similar way as a regular job for VM data backup.

= Managed by agent — select this option if you want to configure the backup policy. The backup
policy acts as a saved template that describes configuration of individual Veeam Agent backup
jobs that run on protected computers.

NOTE
The Managed by backup server option is not available for backup jobs that include Mac
computers.
MNew Agent Backup lob -
Job Mode

Specify protected computer type and backup agent management mode,

lob Mode Type:

) Workstation
Marne

® Server
Computers .

() Failowver cluster
Backup Mode

Mode:
Storage .
® Managed by backup server
Weearn backup server schedules and executes backups on the protected cormputers, This mode is
recommended for abways-on workloads with a permanent connection to the backup server, such as
servers or clusters located in the sarme data center,

Guest Processing

Schedule
) Managed by agent
Sumrnaty Weearn backup server deploys the protection policy to all agents, howewver the job is managed by the
agent itself, This mode is recommended forworkstations and servers located in rernote sites with poor
connectivity to the main data center,
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3. At the Name step of the wizard, specify a name and description for the backup job.

Mame
Type in a narme and description for this agent backup job,

Marne:

Windouws Servers Backup

Description:

Computers Backup job for Microsoft Windous sersers
Backup Mode

Storage

Guest Processing

Schedule

Sumrnaty

[] High priority
Backup infrastructure resources are offered to high priority jobs first, Use this option for jobs sensitive to
the start tirme, or jobs with strict RPO requirernents,

< Previous | | et = | | Finish | | Cancel
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4. At the Computers step of the wizard, click Add and select one or more protection groups or individual
computers whose data you want to back up. To quickly find the necessary object, use the search field at
the bottom of the Select Objects window.

4

New Agent Backup Job
Computers
—
- Select protection g bh scope that automatically
updates the list of g
Select ohjects:
Job Mode 4 . Protected computers

; Add
Marme i3 Egﬂ Wifindous Servers

I

Remuowe

Backup Mode

Storage

Guest Processing
Schedule
Surnrary

‘*Y Tvpe in an object nome to seorch for

Finish | Cancel
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5. At the Backup Mode step of the wizard, select the backup mode. You can select one of the following
options:

o Entire computer — select this option if you want to create a backup of the entire computer image.
When you restore data from such backup, you will be able to recover the entire computer image as
well as data on specific computer volumes: files, folders, application data and so on.

o Volume level backup — select this option if you want to create a backup of specific computer volumes,
for example, all volumes except the system one. When you restore data from such backup, you will be
able to recover data on these volumes only: files, folders, application data and so on.

o File level backup — select this option if you want to create a backup of individual folders on your
computer.

Mew Agent Backup lob -

Backup Mode
Choose what data you want to backup from selected computers,

lob Mode ) Entire computer

Back up entire computer image for fast recovery on any level, Deleted, temporany and page files are
Marme autormatically excluded from the image to reduce the backup size,
Computers
Backup Mode ® Yolume level backup

Back up images of specified wolurmes, for example only data wolumes, Deleted, ternporary and page files
Dhjects are automatically excluded from the image to reduce the backup size.
Starage () File level backup (slower)

Back up selected files and directaries only, This mode still produces animage-based backup, but only
Guest Processing with protected file systerm objects included in the image.
Schedule
Surnrmary
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6. If you chose the Volume level backup or File level backup option at the Backup Mode step of the wizard,
at the Objects step of the wizard, specify the backup scope for the Veeam Agent backup job:

o For volume-level backup, specify what volumes you want to include in the backup. You can include in
the backup operating system data or specific volumes. You can also include in the backup all volumes
except for the volume that contains operating system data or selected volumes.

Objects
_—. Specify objects to include in the backup,

Job Mode ® Backup the fallowing valumes anly:

Object Add..
=100 :
I:f-,OSuolume Edit...

MName

Computers

Rermowe
Backup Mode

Storage

Guest Processing Backup all valumes except the fallowing:

Object

Schedule

Summay

< Prewvious | | MNext = | | Finish | | Cancel
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o For file-level backup, specify what folders with files or entire volumes you want to include in the
backup. You can include in the backup operating system data, personal files or specific folders or

volumes.

New Agent Backup Job 2
—P Objects
=—. Specify objects you would like to include in the backup,
Job Made Choose directories to backup:

[] Operating systern

Marne [ Personal files
Computers |Inc|ude: Desktop, Documents, Pictures, YWideo, Music, Favorites, Downloads, Other files ar| | Choaose.., |

[#] The fallowing file system objects:
Backup Mode J Y !

Add...
CObew |
Walurne narne or path to a directorg
Storage |D:\Reports| |
Guest Processing Evarmple: Cllsers
Schedule | | Cancel |
Surmrmary

T specify file exclusion settings, click Advanced

| < Prewvious | | MNext = | | Finish | | Cancel |

7. [For a backup policy] If you selected the Managed by agent option at the Job Mode step of the wizard, at
the Destination step of the wizard, select the Veeam Cloud Connect repository option.
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NOTE

If you selected the Managed by backup server option at the Job Mode step of the wizard, this step
will not be displayed. You will immediately proceed to the Storage step of the wizard.

Mew Agent Backup lob -

Destination
Choose where you want to backup data to,

lob Mode ) Local storage
Choose this option to back up to a locally attached storage dewvice such as USE, Firewire ar e SATA

Marme external hard drive, Backing up to internal hard drives is not recormmended,

© t -

FHFEE () Shared folder

Backup Mode Choose th.is option to back up to an SMB (CIFS) share on a Network Attached Storage (M&5) device, or on
a reqular file server.

Ohjects

() Yeeam backup repository

Destination Chioose this option to back up to a backup repository managed by Weeam Backup & Replication 10 or
later server,

Storage

) .
Bl Coclie ® Yeeam Cloud Connect repository

Choose this option to back up to a cloud repository managed by WVeeam Cloud Connect service provider,
Guest Processing

Schedule

Surnrmary

] et

8. At the Storage step of the wizard, from the Backup repository list, select the cloud repository to which
you plan to store backup files.
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9. Specify how many restore points you want to keep on the cloud repository. To do this, in the Retention
policy field, specify the number of restore points or the number of days for which you want to store
backup files on the cloud repository. If you want to use the GFS (Grandfather-Father-Son) retention
scheme, you can also specify how weekly, monthly and yearly full backups must be retained.

o For a backup job managed by the backup server:

Storage

_—. Specify backup repository to store the backup files produced by this job and customize advanced job settings if required,

lob Mode Backup repositony:

ABC Company Cloud Repository (Cloud repositony W

Marne =
= 150 GE free of 200 GEB Map backup

Computers

Backup Mode Retention palicy: ’W‘
[] Keep certain full backups longer for archival purposes

GFS retention policy is not configured

Ohjects
[] Canfigure secandary backup destinations far this job

) Copy backups produced by this job to another backup repository, or tape, We recommend to make at
Buest Processing least one copy of wour backups to a different storage dewvice that is located off-site,

Schedule

Surmrmary

Advanced job settings include backup mode, compression and deduplication, block size,
notification settings, automated post-job activity and other settings, @Aduanced

< Prewvious | | MNext = | | Finish | | Cancel |
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o For a backup policy:

Storage
= Specify backup repository to store the backup files produced by this job and custornize advanced job settings if required,

Job Mode Backup repository:

ABC Cormpany Cloud Repository (Cloud repositond

MHarne =
= 150 0GB free of 200 GB

Computers

Backup Mode Retention palicy: |7 . restore points v
[ Keep certain full backups longer for archival purposes

GF% retention policy is not configured

Objects

Destination

Backup Cache
Guest Frocessing
Schedule

Surmrmary

Advanced job settings include backup mode, compression and deduplication, block size, {@}Ad a4
notification settings, automated post-job activity and other settings, vance

£ Previous | | Mext = | | Finish | | Cancel |

10. Click Advanced.
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11. To encrypt the resulting backup file on the cloud repository, on the Storage tab, select the Enable backup
file encryption check box. From the Password field, select a password that you want to use to encrypt the
backup file. If you have not created a password beforehand, click Add or use the Manage passwords link to
specify a new password.

Advanced Settings - \il

5 Storage
. Specify backu | Backup I Maintenance| storage |Notifications | Scripts | if required.
. Data reduction
Caompression level:
Iob Mode a
|Optima| {recommended) V| v
Mame Optirnal compression provides for best compression to performance ratio,
and lowest backup presy CPU usage. Map backup
© t T
BrTpuEErs Storage optimization:
Backup Mode |L0ca|target v|
Best performance at the cost of lower dedupe ratio and larger incrermental Configure...
Objects backups. Recommended for backup to local and direct-attached storage,

Enable backup file encreption SR o melka &

Guest Processing Password: -
|My password (Last edited: 37 days aga) v| | Add..,
Schedule
Loss protection enabled tanage passwards
Surnrmary

Sawve Az Default | QK || Cancel | il

12. [For a backup policy] If you want to enable the backup cache for the backup policy, at the Backup Cache
step of the wizard, specify backup cache settings.
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NOTE

If you selected the Managed by backup server option at the Job Mode step of the wizard, this step
will not be displayed. You will immediately proceed to the next step of the wizard.

Backup Cache

_—. Local backup cache allows backups to continue on schedule even if rermote backup target is termpaorarily unavailable,

lob Made [w] Enable backup cache

Whenever a connection to the backup target cannot be established, the cache folder will be wsed instead,
Marme Cached backups are uploaded to the target as soon as it becomes reachable,

Computers Masimurn size:

Location:

Backup Made ®) Automatic selection (recommended)
Wi'e will pick a suitable volume with mast free disk space available on every protected rmachine,

Object . - . .
IRt () Manual selection (specified walurne rust exist on every machine)

Destination |F0|d€r:

Storage

Guest Processing
Schedule

Surnrmary

< Previous | | Mext = | | Finish | | Cancel
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13. If you selected the Server or Failover cluster option at the Job Mode step of the wizard, you can enable
application-aware processing settings at the Guest Processing step of the wizard. Available guest 0OS
processing settings differ for backup jobs that process Microsoft Windows machines and backup jobs for
Linux machines.

MNew Agent Backup lob -

Guest Processing
Choose application processing options,

lob Mode Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and
Matre configures the OF to perform required application restore steps upaon first boot,

Custornize application handling options for individual machines and applications Applications..,

Enable guest file system indexing

Computers

Backup Mode Creates catalog of quest files to enable browising, searching and 1-click restores of individual files.

Indexing is optional, and is not required to perform instant file lewel recoveries,

Objects
! Custornize advanced gquest file system indexing options for individual machines

Destination
Storage

Guest Processing
Schedule

Surnrary

< Previous | | et =
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14. At the Schedule step of the wizard, specify the schedule according to which you want to perform backup:

o For a backup job managed by the backup server, select the Run the job automatically check box and
specify the necessary scheduling settings for the job. If you do not select this check box, you will have
to run the backup job manually to create a backup file in the cloud.

Schedule

_—. Specify the scheduling options to distribute to backup agents on hosts under this policy.

lob Mode [#] Run the job automatically
(®) Daily at this time: |1U:UUF‘M %| |Ever}fday V| | Days..,

Marne

) Monthly at this tirme: |10:00F’M |Fourth v| |Saturday v| | hanths...

Caomputers

Backup Mode

|
|
O Periodically every |'I v| |H0urs v| | Schedule... |
|

() After this jobe |DE Backup (Backup of M35 SOL Server DB) v

Ohjects Autornatic retry

[w] Retry failed iterns processing: tirmes

Wait before each retry atternpt for rminutes

Backup window

[] Terrninate job if it exceeds allowed backup window

If the job does not complete within allocated backup windows, itwill be terminated to
prevent snapshot commit during production hours,

Storage

Guest Processing

< Previous | | Apply | | Finish | | Cancel
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o For a backup policy, you can specify time and days when the backup job must start, as well as settings
for events that trigger the backup job launch.

Schedule

—— Specify the scheduling options, If you do not set the schedule, the job will need to be contralled manually,

Job Mode Periodically
W il wiake your computers frorm sleep to take a backup unless the connected standby power model is
Mame enabled, Marmally, this model is only enabled on mobile desices, such as tablets,

[ Daily at 10:00PM 5| | Everyday

Computers

If computer is povered off at this time |Skip backup
Backup Mode

Cnce backup is taken, computer should |I<eep runhing

Ohjects
Destination

Storage At the following events

Backup Cache L] Lock
[ Log off
[] When backup targetis connected

[] Eject rernowable storage once backup is cornpleted (ransormware protection)

Back up no more often than every |h0urs v

| < Previous | | Apply | | Finish | | Cancel |

15. [For a backup job managed by the backup server] At the Summary step of the wizard, select the Run the
job when I click Finish check box if you want to start the created job right after you complete working with
the wizard.

16. Click Finish.
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Creating Backup Copy Jobs

To follow the 3-2-1 backup best practice, you can configure a backup copy job and target it at the cloud
repository. Backup copy jobs allow you to create several instances of the same backup file in different locations,
onsite or offsite. For example, you can configure a backup job to create a VM backup on the local backup
repository, and use the backup copy job to copy the created VM backup from the local backup repository to the
cloud repository. Copied backup files have the same format as those created by backup jobs, and you can use
any data recovery option for them.

During the backup copying process, Veeam Backup & Replication does not simply copy a backup file from one
backup repository to another. Instead, Veeam Backup & Replication retrieves data blocks necessary to create a
restore point as of the latest point in time and copies this data to the cloud repository. The backup chain
produced on the target backup repository is forever-incremental: the first file in the chain is a full backup while
all subsequent restore points are incremental.

The backup copy process is job-driven. When you create a backup copy job, you define what backup file you
want to copy, the target repository for storing the copy, retention policy and other settings for the copying
process. The backup copy job supports the GFS retention scheme, allowing you to design a long-term archiving
plan.

The backup copy process differs depending on the backup copy mode: immediate copy or periodic copy.

e In the immediate copy mode, once a new restore point has been added to the primary backup chain, the
backup copy job immediately copies it to the target backup repository. After that, the backup copy job
stops until a new restore point appears on the source backup repository. You can specify the backup copy
window to allow the job to copy restore points during specific time periods only.

e In the periodic copy mode, the backup copy job runs continuously, in cycles. A new backup copy cycle
begins every day; however, you can specify any time interval needed. At the beginning of every backup
copy interval, Veeam Backup & Replication checks the source backup repository: if a new restore point has
been added to the primary backup chain, Veeam Backup & Replication automatically copies it to the target
backup repository. After that, the backup copy job is put on hold until a new backup copy interval begins,
and a new point appears on the source backup repository.

NOTE

This section describes only basic steps that you must take to create a backup copy job. To get a detailed
description of all backup copy job settings, see the Creating Backup Copy Jobs section in the Veeam
Backup & Replication User Guide.

To create a backup copy job:

1. On the Home tab, click Backup Copy and select one of the following options depending on the type and
0S of machines whose backup data you want to copy:

o Virtual machine > VMware vSphere backup

o Virtual machine > VMware vCloud director backup
o Virtual machine > Microsoft Hyper-V backup

o Windows computer backup

o Linux computer backup

o Veeam Agent for Mac backup

o IBM AIX computer backup
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o Solaris SPARC computer backup

o Solaris x86 computer backup

2. At the Job step of the wizard, specify a name and description for the backup copy job and select the
backup copy mode:

o Select Immediate copy to copy new restore points and, if required, database log backups as soon as

they

appear in the source backup repository. In this mode, Veeam Backup & Replication copies data of

all machines that source backup jobs process.

o Select Periodic copy to copy the most recent restore points once per backup copy interval. In this
mode, you can copy data of individual machines.

3. [For the periodic copy mode] In the Copy every field, specify the time interval according to which the
synchronization process must start. Veeam Backup & Replication will check if new restore points are

available

in the source backup repository. If a new restore point is found, it will be copied to the target

backup repository within the backup copy interval.

__w_

loh
Ohjects

Target

Schedule

Surnrary

Data Transfer

Mew Backup Copy lob -
Job

Backup copy job efficiently creates local and rernote copies of wour backups, making it easy to maintain multiple copies of your
data, Type in a narme and description for the job, and specify backup copy interval,

Marre!
CRA Backup Copy

Description:

Daily backup copy job for TR backup

Copy mode:
O Imrediate copy (mirraring)

Copies every restore point as soon as it appears in the primary backup repositony, This mode will
copy all backups created by selected backup jobs, including transaction log backups,

®) Periodic copy (pruning)

Periodically copies the latest available restore point anly, This mode also allows for selecting which
backups to process, enabling you to further reduce bandwidth usage.

Copy every:

1 - starting at [12:008M -5
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4. At the Objects step of the wizard, click Add and select what data Veeam Backup & Replication will copy to
the cloud repository:

o [For the immediate copy mode] Select backup jobs that contain VMs or physical machines whose
restore points you want to copy from the local backup repository to the cloud repository. To quickly
find the necessary object, use the search field at the bottom of the Add Objects window.

Objects
-w Add backup jobs which backups should be mirrored to the target repositony, Backup Copy job will process image-level backups

I:I and transaction log backups,

Job Ohjects to process:

MNarne Type Add..,

@Oracle Backup Backup lob
Rernowve
Target

Data Transfer Exclusions..,

Schedule

Surmrmary

Recalculate

Total size:
52.5GB

[w] Include database transaction log backups (increases bandwidth usage)

% Previous | | Mext = | |
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o [For the periodic copy mode] Select VMs or physical machines whose restore points you want to copy
from the local backup repository to the cloud repository. To quickly find the necessary object, use the
search field at the bottom of the Add Objects window.

Objects

-w Add objects to the job, Consider using containers (such as backup jobs, or infrastructure folders) for dynamic selection scope,
I:I Mo matter how you choose to select objects, the job will always get object data from the existing backups files,

Job Ohjects to process:

Marre Type
D’T‘jSNm Wirtual Machine

¥ dbn Yirtual Machine
Target

Data Transfer Exclusions..,

Source..
Schedule

Sumrmary + LUp

Recalculate

Total size:
60.4 GB

| £ Previous | | Mext = | | Finish | Cancel

5. [For the immediate copy mode] If you enabled database log backup for the source backup jobs and want
to copy log backups to the cloud repository, select the Include database transaction log backups check
box.

6. If you want to exclude VMs from a VM container added to the job, click Exclusions and specify what
objects you want to exclude.

7. At the Target step of the wizard, from the Backup repository list, select the cloud repository to which you
want to copy the backup.

8. To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups longer
for archival purposes check box and click Configure. In the Configure GFS window, define when to create
full backups for archival purposes and how long to keep these backups.

It is recommended that you enable GFS retention settings for the backup copy job if the SP has enabled
the deleted backups protection option in the properties of your tenant account. This way, Veeam Backup
& Replication will be able to protect backups created by the job against an attack when a hacker reduces
the job's retention policy and creates a few incremental backups to remove backed-up data from the
backup chain.
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If you do not enable GFS retention settings for the backup copy job, the job will complete with a warning.
In the job statistics window, Veeam Backup & Replication will display a notification advising to use the GFS
retention scheme for the job.

Target
-w Specify the target backup repository, number of recent restare points to keep, and the retention policy for full backups, You can
I:l use map backup functionality to seed backup files,

lob Backup repository:

Default Backup Repository (Created by Veean Backup) w
§ 100 GE free of 100 GB Map backup

Retention paolicy: |7 E restore points v
[w] Keep certain full backups longer for archival purposes

Schedule GF5 retention policy is not configured

Ohjects

Data Transfer

[[] Read the entire restore point from source backup instead of synthesizing it from increrments
Sumrnaty

Advanced settings include health check and compact schedule, notifications settings
- o . ! ’ -gﬂ;
and automated post-job activity options, - HeEnced

< Prewvious | | MNext = | | Finish | | Cancel |
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9. To encrypt the resulting backup file on the cloud repository, click Advanced. On the Storage tab, select
the Enable backup file encryption check box. From the Password field, select a password that you want to
use to encrypt the backup file. If you have not created a password beforehand, click Add or use the
Manage passwords link to specify a new password.

[x]

\ l ) Target |Maintenance| Storage | Motifications | Scripts |
- Specify th pr full backups. ¥ou
= Can use m Data reduction

[w] Enable inline data deduplication (recormrmended)
lob Commpressian lewvel:

|.ﬂ\uto {recormmended) _
Ohjects i i i ;

Use this option to keep the existing compression level, e sl

Encreption
Data Transfer [#] Emable backup file encryption
Passward:

el |My paszarord (Last edited: 10 days aga) v| | Schedule..,

Surnrary Q Loss protection enabled Manage passuords

torn increments

0 Advanced

o | /o]

10. At the Data Transfer step of the wizard, specify a data transfer path for the backup copy job:

o If the cloud repository does not use WAN accelerators, select Direct.
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o If the cloud repository uses WAN accelerators, select Through built-in WAN accelerators. In the
Source WAN accelerator field, select the WAN accelerator that you have configured on your side.

New Backup Copy Job -

\ l g Data Transfer
- Choose how object data should be transferred frorm source to target backup repositary,

lob ) Direct

Ohject data will be sent directly from source to target repository, This mode is recommended for

Objects copying backups on-site, and off-site over a fast connection,
gl (® Through built-in WAN accelerators
Dt Traimstar Ohiject data will be sent to target repository through WAN laccelerators .that Pt be deployed in
bioth source and target sites, This mode provides for sighificant bandwidth savings,
Schedule Source WAN accelerator:
172.24.30116 (ABC Company Wan Accelerator) v
Sumrnaty

Target WAN accelerator
Service Prowider's WAN Seceleratar (Awvailable)

o] [t

11. At the Schedule step of the wizard, define the time span in which the backup copy job must not transport
data over the network. You can use this option, for example, to disable the backup copy job during
production hours to avoid producing workload on the production environment.

Mew Backup Copy lob -

Schedule
_-w_ Specify when this job is allowwed to transfer data over the network, Backup copy jobs run continuously, starting data transfers
= according to copy interval and/for as the new object restore points appear,

lob This job can transfer data:
) Ary time (continuoushy)

Objects ® During the following tirme periods only:
Target [

12-2-4-6-8-10-12-2-4-6-8-10-12
Data Transfer Al
Schadl sancey [ HNNRNRRNRRRRNNRNRRRRNR
— ] 1

III I':::' Enable
III |:|L§:'

Disable

taonday through Friday from 5:00 264 to 7:53 PhA

< Previous | | Apply
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12. At the Summary step of the wizard, select the Enable the job when I click Finish check box if you want to
start the created job right after you complete working with the wizard.

13. Click Finish.
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Performing Entire VM Restore

You can restore one VM or several VMs from the backup, both to the original location or to a hew location. A VM
can be recovered to the latest state or any good to know point in time.

NOTE

This section describes only basic steps that you must take to restore the VM. To get a detailed description
of all settings of the restore process, see the Restoring Entire VM section in the Veeam Backup &
Replication User Guide.

To restore one or several VMs from the backup:
1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM in the backup job and select Restore entire VM.

3. At the Virtual Machines step of the wizard, select the VM in the list, click Point on the right and select the
necessary restore point.

VYirtual Machines
Select virtual machines to be restored, You can add individual wirkual machines from backup files, or containers from live
enviranment (containers will be automatically expanded into plain Wi list),

Wirtual machines to restaore:

|Q Tvpe ina VM name for instant fookup |

Marme Size  Restore point Add W

ez i | i filesrv0d 202 GB 2 days age (607 AM Sunday 1. | _
Paint...

Restore Mode

Reazon
Remuowe

Surnrary

| < Previous | | Mext = | | Finizsh | | Cancel

4. At the Restore Mode step of the wizard, choose to restore the VM to its original location or to a new
location.
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5. [For VM restore to the original location] Select the Quick rollback check box if you want to use
incremental restore for the VM. Veeam Backup & Replication will query CBT to get data blocks that are
necessary to revert the VM to an earlier point in time, and will restore only these data blocks from the
backup. Incremental restore significantly reduces the restore time and has little impact on the production
environment.

Restore Mode
Specify whether selected Whis should be restored back to the original location, orto a new location or with different settings,

Wirtual bachines ) Restore to the original location

Quickly initiate the restore of selected WM to its original location, with the original name and
settings, This option minimizes the chance of user input error,

Hast (®) Restore to a new location, or with different settings
Customize the restored Wi location, and change its settings, The wizard will automatically populate

Prsaues Pl all controls with the original Wk settings as the defaults,

Datastore Pick prowy to use
Falder

Metnark

Secure Restore

Reason

Sumrnaty
[ Qwick rallback (restare changed hlocks only)

Allows for quick WhA recovery in case of guest OF softweare problern, or user error, Do not use this
option when recovering from disaster caused by hardware or storage issue, or pouwer loss,

< Previous | | Mext = | | Finish | | Cancel
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6. If you have selected to restore the VM to another location, at the next steps of the wizard, define the
host, resource pool, datastore and folder to which the VM must be restored and specify to which
network(s) the VM must be connected.

7. If you want to scan VM data with antivirus software before restoring the VM to the production
environment, at the Secure Restore step of the wizard, specify secure restore settings.

Full ¥M Restore -
Secure Restore

Scan the selected backup for makaare, such as computer viruses or ransormare, prior to performing the restare, This requires a
cornpatible antivirus installed on the mount server specified forthe corresponding backup repository,

Wirtual Machines Scan the restored machine for malware prior to performing the recovery

The machine you are about to restore will be scanned by antivirus softuare installed on the mount
Restore Mode sepver to prevent a tisk of bringing malware into your ervironment.
Host If rmakiwvare i found:

®) Proceed with recovery but disable network adapters
Resource Pool ) Abort Wi recowvery
Datastare O Scan.the entire |_mage - _

Continue scanning rermaining files after the first rmalware has been found,

Folder
Metwark

Secure Restore
Feasan

Surnrary

< Previous | | Mext =
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8. At the Reason step of the wizard, specify the reason for restoring the VM.

Reason

Type in the reazon for performing this restore operation, This information will be logged in the restore sessions history for later
reference,

Yirtual Machines Restore reason:

Restoring a failed file server|

Restore Mode

Huost

Resource Pool

Datastore

Folder

Metwork

Secure Restore

[] Do not show me this page again

| £ Previous | | Mext = | | Finish | | Cancel |

9. At the Summary step of the wizard, select the Power on target VM after restoring check box if necessary.

10. Click Finish.

399 | Veeam Cloud Connect | Administrator Guide



Performing Restore of vCloud Director VMs

The vCD restore is practically the same as a regular VM restore. You can restore separate VMs to vApps, as well
as VM data.

For restore, Veeam Backup & Replication uses VM metadata saved to a backup file and restores specific VM
attributes. As a result, you get a fully-functioning VM in vCloud Director, do not need to import the restored VM
to vCloud Director and adjust the settings manually.

Backed up objects can be restored to the same vCloud Director hierarchy or to a different vCloud Director
environment. For restore or vCloud Director objects from the cloud repository, the following options are
supported:

e Full restore for vApps and VMs
e Restore of VM disks
e Restore of VM files

e Guest OS file-level restore for VMs (Microsoft Windows FS only. Multi-OS restore is not supported.)
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Restoring VM Files

You can restore specific VM files from the backup: VMDK, VMX and others (for VMware VMs) and VHD/VHDX,
XML and others for Microsoft Hyper-V VMs. This scenario can be used, for example, if one of your VM files is

missing or is corrupted and you need to bring it back.

VM files can be recovered to the latest state or to any good to know point in time. You can restore them to the

original location or to a new location.

NOTE

User Guide.

To restore VM files:

1. Open the Home view.

This section describes only basic steps that you must take to restore VM files. To get a detailed description
of all settings of the restore process, see the Restoring VM Files section in the Veeam Backup & Replication

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM in the backup job and select Restore VM files.

3. At the Restore Point step of the wizard, select the necessary restore point.

Wirtual Machine Files Restore

Restore Point
Select the restore point to restore Wh from,

Wirtual Machine Whi name:  filesrw0d

Fusailable restore points:

Original host:  172.17.52.34

Destination Created
Reazon

Surnrary

Q—F‘dl days ago (6:01 &AM Friday 1,/24/2020)

Q—T less than a day ago (B:07 28 Tuesday..,
(55 1 day ago (601 A Manday 1/27/202...
Q—EE days ago (6:01 AM Sunday 1/26/202..,
653 days ago (6:01 Ak Saturday 1/25/2...

Type

Increrm.,
Increrm...
Increrm..,
Increrm...

Full

Location

ABC Company Cloud Repository
ABC Company Cloud Repository
ABC Company Cloud Repository
ABC Company Cloud Repository
ABC Company Cloud Repository

| < Prewvious | | MNext = | Finish

4. At the Destination step of the wizard, select the server to which you want to restore the VM files.

5. Specify a path to a folder on the selected host where VM files must be restored, for example:

C:\backup\restored.
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6. Inthe VM files to restore section, select a check box next to the necessary VM files.

Destination
ﬁ Choose server and folder where WA files should be restored, and pick files to restore,

Wirtual Machine Server:

|5N12.tech.local

V| | Details |

Restare Point
Fath to folder:

|C:\ | Browse... |

Reasan WA files to restore:

Surnmary Mame Select All

[ filesre0darm:
- Clear All
[ filesreQd st
[w] filesre0d.nvram

[#] filesreQdwmdk
[w] filesre0d-flatwmdk

| £ Previous | | Mext = | | Finish | | Cancel |

7. At the Reason step of the wizard, specify the reason for future reference and click Next.

8. At the Summary step of the wizard, click Finish to restore the VM files.
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Restoring VM Disks

You can restore virtual hard disks of VMware VMs from the backup. The restored disks can be attached to the
original VM (for example, if you need to replace a corrupted disk) or mapped to any other VM.

NOTE

Backup & Replication User Guide.

To restore virtual hard disks:

1. Open the Home view.

This section describes only basic steps that you must take to restore virtual disks of a VM. To get a detailed
description of all settings of the restore process, see the Restoring Virtual Disks section in the Veeam

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM in the backup job and select Restore virtual disks.

3. At the Restore Point step of the wizard, select the necessary restore point.

Wirtual Disk Restore

¢ Restore Point
Select the desired restore point,

Wirtual bachine

CRetoepane Vo BAOE

WhA name: filesryDd4

Original host 172.17.52.34

Auwailable restare points:

Disk Mapping Created

Secure Restore

Reazon

Type

Q—ﬁ less than a day ago (6:01 & Wednesd.., Increment
('_Lﬁ'l day ago (&:01 &M Tuesday 1/28/2020)  Increment
Q—EE days ago (6:01 AM Monday 1/27/202... Increment
('_@3 days ago (6:01 &AM Sunday 1/26/2020)  Increment
summary Q—Tdday: ago (B:01 AM Saturday 1/25/20.,  Full

Location

ABC Cormpany Cloud Repo..,
ABC Compary Cloud Repo..,
ABC Company Cloud Repo..,
ABC Compary Cloud Repo..,
ABC Company Cloud Repo..,

| < Previous | | Mext =

4. At the Disk Mapping step of the wizard, click Browse and select the VM to which the restored hard disks

must be attached.

5. Select check boxes next to the virtual hard disks that you want to restore.

6. To change the disk format, select the required option from the Restore disks list: same as on the original

VM, force thin or force thick.
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7. Select the VM disk in the list and click Change. In the Virtual Disk Properties section, select a datastore
where the restored hard disk must be located and select a virtual device node.

o If you want to replace an existing virtual disk, select an occupied virtual node.

o If you want to attach the restored disk to the VM as a new drive, select a node that is not yet
occupied.

8. [For hard disk restore to the original location and with original format] Select the Quick rollback check box
if you want to use incremental restore for the VM disk. Veeam Backup & Replication will query CBT to get
data blocks that are necessary to revert the VM disk to an earlier point in time, and will restore only these
data blocks from the backup. Incremental restore significantly reduces the restore time and has little
impact on the production environment.

¢ Disk Mapping
Map wirtual disks from backup to wirtual device nodes on target Wi,

Yirtual Machine Wirtual rmachine name:
[filesrv04

Restare Point
Disk mapping:

Wirtual disk Wirtual Dewice N,  Datastore
v filesreldamdk SCENQ0 datastorel

Secure Restore
Reason

Surnrmary

Restored disk type:

|Same as 50UFCE

[ Quick rollback frestare changed blocks only

Allos for quick Wha recovery in case of guest OF software problerm, or user error, Do not use this
option when recovering from disaster caused by hardware or storage issue, or pouer [o3s,

Pick prowy to use

£ Previous | | Mext = | | Finish | | Cancel
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9. If you want to scan VM disk data with antivirus software before restoring VM disks to the production
environment, at the Secure Restore step of the wizard, specify secure restore settings.

¢ Secure Restore
3can the selected backup for malware, such as computer wiruses or ransormaare, prior to performing the restare, This requires a
_l compatible antivirus installed on the mount server specified for the corresponding backup repositary.

Wirtual bachine [w] Scan the restored disk for malware prior to perfarming the recovery
The disk you are about to restore will be scanned by antivirus softweare installed on the mount sercer
Restore Point to prevent a risk of bringing rmalware into your ervironment,
If malware is found:
®) Proceed with recovery but do not attach infected disks to the target Wi
O Abort disk recovery

Disk Mapping

[] Scan the entire image

Reasaon
Caontinue scanning remaining files after the first makhware has been found,

Surnrary

| < Previous | | Mext = | | Finish | | Cancel

10. At the Reason step of the wizard, specify the reason for future reference.
11. At the Summary step of the wizard, select the Power on target VM after restoring check box if necessary.

12. Click Finish.
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Restoring VM Guest OS Files

You can restore individual Microsoft Windows guest OS files from backups of Microsoft Windows VMs.

During file-level recovery, Veeam Backup & Replication does not extract the VM image from the backup file.
Virtual disks files from the backup are published directly into the Veeam backup server file system with the help
of Veeam's proprietary driver. After VM disks are mounted, you can use the Veeam Backup Browser or Microsoft
Windows Explorer to copy necessary files and folders to the local machine drive, save them in a network shared
folder or point any applications to restored files and work with them as usual.

NOTE

This section describes only basic steps that you must take to restore VM guest OS files. To get a detailed
description of all settings of the restore process, see the Guest OS File Recovery section in the Veeam

Backup & Replication User Guide.

To restore VM guest OS files of a Microsoft Windows VM from the backup:

1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM in the backup job and select Restore guest files > Microsoft Windows.

3. At the Restore Point step of the wizard, select the necessary restore point.

File Level Restore -

Restore Point
Select the restore point to restore guest 0% files from,

_ Y name:  filesrvid Original hostt 172.17.52.34

WhA size: 19.4 GB

Reason
Auwailable restare points:

SUFAIAEIE Created Type Backup Location
CLE less than a day ago (6:01 &bd We.. Increment ABC Compan..  ABC Compan..
('_LE'I day ago (&:07 &M Tuesday 1/2..  Increment ABC Compan.,  ABC Compan..,
CLEE days ago (6:01 Ak Monday 1/, Increment ABC Compan..  ABC Compan..
(}53 days ago (6:01 AM Sunday 1/2..  Increment ABC Compan.,  ABC Compan..,
l:#dl days ago (6:01 &M Saturday 1/ Full ABC Cormpan..  ABC Compan..,

4. At the Reason step of the wizard, specify the reason for future reference.

5. Click Next and then click Browse to finish working with the File Level Restore wizard. Veeam Backup &
Replication will mount VM disks from the backup to the backup server file system, and display the Veeam

Backup Browser.
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6. Inthe Veeam Backup Browser, Veeam Backup & Replication will display the file system tree of the VM.
Right-click the necessary file or folder and select one of the following options:

o To overwrite the original file or folder on the VM guest OS with the file or folder restored from the
backup, select Restore > Overwrite.

o To save a file or folder restored from the backup next to the original file or folder, select Restore >
Keep. Veeam Backup & Replication will add the RESTORED- prefix to the original file or folder name
and save the restored file or folder in the same location where the original file or folder resides.

o To save a file or folder on the local machine or in a network shared folder, select Copy To and specify
a path to the destination location.

7. Click OK to restore selected files and folders.

)

Type Size
Restore v
Copy To.., 108

2 KB
i~ Explorer..
3 KB
Propetties...
5 KB

Horme
2 [
Restore Copy
- to
Action
‘ ‘EEI;ES(I’:V\()"‘ |Q Tipe in an object name to search for
$Recycle Bin Mame
4 SeivE | Applied Solutions, pdf
Hlg (] ATMpf
Ak | Modulepdf
A | $-Company.pdf
a At [ Tri-M.pdf
Contacts
Irwnices
Puolicies
b Taxes
Backups
Documents and Settings
inetpub
Program Files
Program Files {x86)
PragramData
System Volurne Information
Users
WBRCatalog
WeearnFLR
Weearmiian
Windowrs
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Restoring Volumes from Veeam Agent Backups

You can use Veeam Backup & Replication to restore a specific computer volume or all volumes from a volume-
level backup created with Veeam Agent for Microsoft Windows.

A volume can be restored to its original location or a new location. If you restore the volume to its original
location, Veeam Backup & Replication overwrites data on the original volume. If you restore the volume to a
new location, and the target disk contains any data, Veeam Backup & Replication overwrites data in the target
location with data retrieved from the backup.

NOTE

This section describes only basic steps that you must take to restore volumes from a Veeam Agent backup.
To get a detailed description of all settings of the volume restore process, see the Restoring Volumes
section in the Veeam Agent Management Guide.

To restore volumes from a Veeam Agent backup:
1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the Agents node in the working area, right-click
the necessary Veeam Agent backup and select Volume restore.

3. At the Restore Point step of the wizard, select the necessary restore point.

Restore Point
Select the desired restore point,

Computer name: FILESRY01
Data size 27.6 GB

Ausailable restore points:

Disk Mapping Created Type Location

|l:Lﬁ less than a day ago (1:13 Ph Wednesd... Increment Claud repositony 1
l:'_Lﬁ less than a day ago (0:53 PM Tuesday .. Full Cloud repositany 1

Secure Restore
Reason

Surnrmary

£ Previous | | | | Finish | | Cancel
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4. At the Disk Mapping step of the wizard, select what volumes you want to restore and map volumes from
the backup to volumes on the target computer:

a. Click Choose next to the Destination hosts field and select the target machine where you want to
restore volumes. You can restore volumes only to machines that are added to the Veeam Backup &
Replication inventory and run Veeam Agent for Microsoft Windows operating in the managed mode.
To learn more, see the Creating Protection Groups section in the Veeam Agent Management Guide.

b. In the Disk mapping section, select check boxes next to volumes that you want to restore from the
backup. By default, Veeam Backup & Replication restores volumes to their initial location and maps
the restored volumes automatically. If the initial location is unavailable, Veeam Backup & Replication
offers to map volumes manually. You can also map volumes manually, for example, if you want to
map the restored volume to another computer disk. To do this, at the bottom of the window click the
Customize disk mapping link.

c. In the Disk Mapping window, specify how volumes must be restored. To do this, right-click the target
disk on the left and select the necessary disk layout:

= Apply Backup Layout — select this option if you want to apply to disk the settings that were
used on your computer at the moment when you performed backup.

= Apply Disk Layout — select this option if you want to apply to the current disk settings of
another disk.

= Erase — select this option if you want to discard the current disk settings.

Alternatively, you can right-click unallocated disk space in the disk area on the right and select what
volume from the backup you want to place on this computer disk.

If you want to change disk layout configured by Veeam Backup & Replication, right-click an
automatically mapped volume and select Remove. You will be able to use the released space for
mapping volumes in your own order.

Volume Restore 2
n Disk Mapping
Disk Mapping
Map volumes from the backup to available disks, You can manage disk layout, volumes or unallocated space by right-clicking the corresponding
object and selecting a required aperation from the shorkcut menuw. If you don™t see same of your disks, you may heed to load a driver for your
hardware RAID controller,
Disks:
=1 Disk @
50 GE System Reserved 1C:)
Besic 350 ME MTFS 40,7 GE NTFS
Healthy (Systern, Active, Prit| | Healthy (Boot, Primary Partition, PageFile)
= oisk 1 |
S0 GE Apply Backup Layout
Basic | Apply Disk Layout » | Disk 0
Erase Disk 1 /
. : . L
Dizk 2 m
W Existing volume Restared volume [l Unallocated
W Extended volume B Unknown partition Extended volume free space | QK | | Cancel |

< Previaus | | Mext = |
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5. At the Disk Mapping step of the wizard, you can set the necessary size for the restored volumes. To do
this, right-click the volume in the Disk Mapping window and select Resize. In the Volume Resize window,
select the volume size unit and specify the desired size for the restored volume.

Wolume Restore z

n Disk Mapping

Disk Mapping >

Map volurnes fram the backup to available disks. You can manage disk layout, volumes or unallocated space by right-clicking the corresponding
object and selecting a required operation fromthe shodcut meny W vou don't <es come of mﬁyou may need to load a driver for your
hardware RAID contraller. Volume Resize

Drisks:
= Disk 0 ve ] | —
50 GE System Reserved
Besie 250 MB MTFS Current waolume size: 30717
Healthy (Systern, Active KMaximurm volume size:
Minimurm wolume size; 3122
= Disk 1 |

2 ’:’ . Desired wolume size: A0717 o
50 GE IR =
Basic - 30GB MTFS
ﬂ You cannot shrink avolume beyond the

" Healthy (Primary Partiti
7////////}//// pointwhere any unmovable blocks are
located

ok |

Cancel

W E:isting wolume Restored wolume B Unallocated
W Extended volume M Unknown partition [ Extended volume free space | OK | | Cancel |

C<rm] [t ]

6. If you want to scan restored volume data with antivirus software before restoring volumes to the
production environment, at the Secure Restore step of the wizard, specify secure restore settings.

Yolume Restore -

Secure Restore
' Scan the selected backup for makware, such as computer viruses or ransormweare, prior to performing the restore, This requires a

- \ cornpatible antivirus installed on the rount server specified for the corresponding backup repository,

Backup Scan the restored disk for rmalware prior to performing the recovery
The disk wou are about to restore will be scanned by antivirus software installed on the mount serser
Restare Paint to prevent a risk of bringing rmalware into your environment,

Disk Mapping ) Disk recovery will be aborted autormatically if a makware is found,

[] Scan the entire irmage

secure Restore Continue scanning rermaining files after the first rmalware has been found,

Reason

Surnrmary

£ Previous | | Mext =
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7. At the Reason step of the wizard, enter a reason for restoring computer volumes.

8. At the Summary step of the wizard, click Finish.
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Exporting Disks from Veeam Agent Backups

You can export computer disks included in volume-level Veeam Agent backups as virtual disks. The resulting
virtual disks can be attached to a virtual machine. Thus, you can recover subtenant data that was originally
stored on a physical device to the virtual environment.

NOTE

This section describes only basic steps that you must take to export disks contained in a Veeam Agent
backup. To get a detailed description of all settings of the export process, see the Exporting Disks section
in the Veeam Agent for Microsoft Windows User Guide.

To export disks included in a Veeam Agent backup:
1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the Agents node in the working area, right-click
the necessary Veeam Agent backup and select Export disk content as virtual disks.

3. At the Restore Point step of the wizard, select the necessary restore point.

Restore Point
V Select the restore point to export disks from,
AN

Backup Computer name: FILESRY01
Data size: 21.6GB

Hosailable restore points:

Dl Created Type Lacation

('_Lﬁ less than a day ago (1013 PR Wednesd... Increrment Cloud repositany 1

Target = ;
() less than a day ago (6:53 P Tuesday ... Full Claud repositany 1

Secure Restore
Reason

Surnrmary

< Previous | | | | Finizsh | | Cancel
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4. At the Disks step of the wizard, select check boxes next to the disks that you want to export.

Disks
Select one of more physical disks to export,

Physical disks:

Dizk name Wolumes Select Al

Restore Point [w] Disk 0 Systern Reserved; .
[w] Disk 1 (£ Clear All

[w] Disk 2 {1

Backup

Target
Secure Restore
Reazon

Surnrary

| £ Previous | | Mext = | | Finish | | Cancel |

5. At the Target step of the wizard, select the destination for disk export and format in which you want to
save the resulting virtual disk:

a. From the Server list, select a server on which the resulting virtual disks must be saved. If you plan to
save the disks in the VMDK format on a datastore, select an ESXi host to which this datastore is
connected.

b. In the Path to folder field, specify a folder on the server or datastore where the virtual disks must be
placed.

c. Select the export format for disks:

= VMDK — select this option if you want to save the resulting virtual disk in the VMware VMDK
format.

= VHD — select this option if you want to save the resulting virtual disk in the Microsoft Hyper-V
VHD format.

= VHDX — select this option if you want to save the resulting virtual disk in the Microsoft Hyper-V
VHDX format (supported by Microsoft Windows Server 2012 and later).
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d. [For export of a VMDK disk to an ESXi host] Click the Pick proxy to use link to select backup proxies
over which backup data must be transported to the target datastore.

e. [For export of a VMDK disk to an ESXi host] From the Disk Type drop-down list, select how the
resulting disk must be saved: in the thin provisioned or thick provisioned format.

Target
V Specify the destination server and folder, and a virtual disk format to export physical disk content to,
‘JIL.

Backup Server:

|esx01.tech.|0ca| v|

Restore Point
Path ta folder

Disks |[esx01—das1] || Browvse.., |

Export format:
® ¥YMDK

Secure Restore This wirtual disk type is used by Whiwaare products such as Whiware Workstation, or Whlware wSphere,
Maxirnumm WMDK disk size is 62TB,
Reasaon Pick prosy to use

C ¥HD
This wirtual disk type is used by Microsoft products such as Microsoft Hyper-W or Microsoft Szure,
Maxirnur WHD disk size is 2TB.

) ¥YHDX
This wirtual disk type is used by more recent versions of Microsoft products such as Microsoft
Hyper-i, Maximurm WHDX disk size is 64TE,

Disk type: | Thick {lazy) k4

Summary

< Previous | | Mext = | | Finish | | Cancel
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6. If you want to scan restored disk data with antivirus software before exporting disks, at the Secure
Restore step of the wizard, specify secure restore settings.

Secure Restore
V 3can the selected backup for malware, such as computer wiruses or ransormaare, prior to performing the restare, This requires a
E@ cormpatible antivirus installed on the mount server specified for the corresponding backup repository

Backup [w] Scan the restored disk for malware prior to perfarming the recovery
The disk you are about to restore will be scanned by antivirus softweare installed on the mount sercer
Restore Point to prevent a risk of bringing rmalware into your ervironment,

Disks If rmalware is found:

() Proceed with recovery
Target ® Abort disk recovery
[] Scan the entire image
Caontinue scanning remaining files after the first makhware has been found,

| < Previous | | Mext = | | Finish | | Cancel

7. At the Reason step of the wizard, specify the reason for future reference.

8. At the Summary step of the wizard, click Finish.

415 | Veeam Cloud Connect | Administrator Guide



Restoring Guest OS Files from Veeam Agent
Backups

You can restore individual Microsoft Windows guest OS files from backups of machines created with Veeam
Agent for Microsoft Windows.

File-level restore from Veeam Agent backups is performed in the same way as for VM backups. Veeam Backup &
Replication publishes computer disks from the backup directly into the Veeam backup server file system. After
disks are mounted, you can use the Veeam Backup Browser or Microsoft Windows Explorer to copy necessary
files and folders to the local machine drive, save them in a network shared folder or point any application to
restored files and work with them as usual.

NOTE

This section describes only basic steps that you must take to restore guest OS files from a Veeam Agent
backup. To get a detailed description of all settings of the restore process, see the Restoring VM Guest 0OS
Files (FAT, NTFS or ReFS) section in the Veeam Backup & Replication User Guide.

To restore Microsoft Windows guest OS files from a Veeam Agent backup:

1. Open the Home view.
2. Click the Backups > Cloud node in the inventory pane and do either of the following:

o If you want to restore files from a backup created with a standalone version of Veeam Agent, expand
the Agents node in the working area, right-click the necessary backup and select Restore guest files >
Microsoft Windows.

o If you want to restore files from a backup created with Veeam Agent managed by Veeam Backup &
Replication, expand the Veeam Agent backup job in the working area, right-click the necessary
machine in the job and select Restore guest files > Microsoft Windows.
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3. At the Restore Point step of the wizard, select the necessary restore point.

File Level Restore -

Restore Point
Select the restore point to restore guest O files fram,

_ VM name: FILESRY04 Original host:  srv16.tech.local

WhA size: 18.6 GB

Reason
Ausailable restore points:

SUFAIAEIL) Created Type Backup Location
CLE less than a day ago (6:42 PR We.. Increment Systern Backup  Cloud reposit.,
Q—T 20 days ago (7123 PM Wednesda., Full Systern Backup  Cloud reposit.,

4. At the Reason step of the wizard, specify the reason for future reference.

5. Click Next and then click Browse to finish working with the File Level Restore wizard. Veeam Backup &
Replication will mount computer disks from the backup to the backup server file system, and display the
Veeam Backup Browser.

6. Inthe Veeam Backup Browser, Veeam Backup & Replication will display the file system tree of the backed-
up computer. Right-click the necessary file or folder and select one of the following options:

o To overwrite the original file or folder on the VM guest OS with the file or folder restored from the
backup, select Restore > Overwrite.

o To save a file or folder restored from the backup next to the original file or folder, select Restore >
Keep. Veeam Backup & Replication will add the RESTORED- prefix to the original file or folder name
and save the restored file or folder in the same location where the original file or folder resides.

o To save a file or folder on the local machine or in a network shared folder, select Copy To and specify
a path to the target location.

7. [For restore to the original location] If you restore a file or folder from a backup created with a standalone
version of Veeam Agent, Veeam Backup & Replication will prompt you to specify an account to connect to
the Veeam Agent machine. In the Credentials window, select a user account that has administrative
permissions on the target machine. If you have not set up credentials beforehand, click the Manage
accounts link or click Add on the right to add credentials. For more information, see the Credentials
Manager section in the Veeam Backup & Replication User Guide.

If you restore a file or folder from a backup created with Veeam Agent managed by Veeam Backup &
Replication,Veeam Backup & Replication will connect to the Veeam Agent machine using credentials of
the account specified for the machine in the protection group settings.
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8. Click OK to restore selected files and folders.

)

i - Backup B

Horne

2 [7

Restore Copy

to
Action
4§ FILESRv4
0 = |q Tips in an object name to search for
$Recycle.Bin Marme Type Size Creation Date Modified Date
“ Rt || Applied Solutions.pdf — , | 3355 KB 12/27/201811:38 AM  1/21/2020 12:08 PM
221; [} ATM pdf g 3201 KB 12/27/2018 1138 AM  1/8/2020 441 PM
oto ] Module.pdf \—[}\—‘n Exqlorer., 305.2 KB 12/27/2018 11:38 AM 1782020438 PM
: || S-Company.pdf 3173 KB 12/27/2018 11:38 AM 17872020439 PM
a g2t (] Tri-M.pef Properties.. 3125 KB 12/27/2018 1138 AM 1/5/2020 4:40 P
Contacts
Inwvoices
Palicies
Taxes
Backups

Documents and Settings
inetpub

Program Files

Program Files {x86)
PrograrmData

System Wolume Information
Users

WBRCatalog

WeearnFLR

Weearnian

Windowes
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Exporting Backups

You can export data related to a specific restore point in the backup and save it to a standalone full backup
(VBK) file. A standalone full backup is not associated with the existing backup chain and subsequent incremental
backups. You can use a standalone full backup as an independent restore point for data recovery.

You can export data to a standalone full backup from VM backups and Veeam Agent backups created in a cloud
repository. When you export a backup that resides in a cloud repository, the resulting VBK file is saved to the
same cloud repository. The backup is saved in a separate subfolder of the folder that contains tenant backups.

After you export a restore point to a full backup, the resulting full backup becomes available in the tenant
Veeam backup console. The tenant can perform the same operations with the standalone full backup as with a
regular backup created in a cloud repository.

NOTE

This section describes only basic steps that you must take to export a restore point to a full backup file. To
get a detailed description of all settings of the export process, see the Exporting Backups section in the
Veeam Backup & Replication User Guide.

To export a restore point to a full backup file:
1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM or Veeam Agent computer in the backup job and select Export backup.

3. At the Restore Point step of the wizard, click Point and select the necessary restore point.

Export Backup £
™ Restore Points -
& ng
E Lyailable restore points for filesnld
lob Type Location
- 4 %ABC Caormpany Fileserser Backup
Reasd I’:_LT less than a day ago (3:08 PM Thursday 12/27/2018)  Incrernent  ABC Company ClL.,
) less than a day ago (2 ursda u ampary Cl..
5 h day ago (2:42 PM Thursday 12/27/2018  Full ABC Company Cl
A P %Sewer Backup '
o
| [6]4 | | Cancel |
< Previous et = Finish Cancel
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4. If you want to specify the retention policy for the exported backup, select the Delete exported backup file
automatically check box and select the desired time period from the drop-down list. After the specified
time period expires, Veeam Backup & Replication will automatically delete the exported backup from the

cloud repository.

5. At the Reason step of the wizard, specify the reason for future reference.

6. At the Summary step of the wizard, click Finish.
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Copying Backups from Cloud Repositories

You can manually copy backup files from the cloud repository to any host or server in your backup
infrastructure.

Before you begin the copying operation, make sure that the target host or server is added to the backup
infrastructure.

To copy backup files:

1. Open the Files view.
In the inventory pane, expand the file tree of the cloud repository under the Service Providers node.
Right-click backup files that you want to copy and select Copy.

In the inventory pane, expand the file tree of the target server or host.

oo W

Right-click a destination folder and select Paste.
You can also use a drag-n-drop operation to copy backup files from the cloud repository.

NOTE

You cannot copy backup files from a cloud repository that uses a scale-out backup repository as a back end.
To learn more, see Limitations for Cloud Repository.

Veeam Backup and Replication

[ X

Copy Paste | Rename Delete | Open Edit

Clipboard File Edit
Files

Marme T Type Size  Modified

> [ Whware uSphere ] ABC Company Fileserver Back Open vbm 562 KB 3/2/2020 6:07:56 AW
» 88 Microsoft Hyper-Y {11 2BC Company Fileserver Bac . bk vbk 163 GB  3/2/2020 6:07:36 AM
[l Microsaft Windows B Fileserver BackupD2020-02-1 vib 903.2MB  2/10/2020 6:05:03 A
> [ File shares B Fileserver BackupD2020-02-11[%  Copy Ctrl+C vib T50.5MB  2/11/2020 6:04:31 AM
R I Fileserver BackupD2020-02-12 S Delete  Del - vib TRME  2/12/2020 G:04:21 AM

. E 172.2431.67 I Fileserver BackupD2020-02-13 I vib 1.5GB  3/2/2020 6:05:41 &M

4[] ABC Company Cloud Repesitory
© [ ABC Company Fileserver Backup
ABC Company Webservers Backup
Users

A Home
E@ Inventary
(T vackup infrestructure

@ Files
g Hisory

6 objects selected Connected to: localhost 1825 Enterprise PlusEdition  License expires: 47 days remaining
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Managing Backups

You can perform the following operations with backups created with backup and backup copy jobs on the cloud
repository:

o View properties

e Delete from disk

Viewing Properties

You can view summary information about created backups. The summary information provides the following
data: available restore points, date of restore points creation, data size and backup size. For VM backups and
backups created by Veeam Agent in the managed mode, Veeam Backup & Replication also displays compression
and deduplication ratios.

To view summary information for backups:
1. Open the Home view.
2. Intheinventory pane, click Cloud under the Backups node.
3. Do either of the following:

o To view summary information for a VM backup, in the working area, right-click the necessary backup
job and select Properties.

o To view summary information for an entire backup related to a Veeam Agent backup job configured in
Veeam Backup & Replication (parent backup), in the working area, right-click the necessary backup
job and select Properties.

o To view summary information for a backup related to a specific machine in a Veeam Agent backup job
configured in Veeam Backup & Replication (child backup), in the working area, expand the necessary
backup job, right-click the machine and select Properties.

o To view summary information for a backup created by Veeam Agent operating in the standalone
mode, in the working area, right-click the necessary backup under the Agents node and select
Properties.
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For VM backups and parent backups created by Veeam Agent in the managed mode, summary information looks
in the following way:

Backup Properti
Objects: Restore points:
Marme Original Size Date Type Status
[ filesro0d 21.06GB
Total size: 21.0 GE Restore points: 0
Files:
Marne Data Size Backup Size Deduplication Cormpression Date
C=) Fileserver BackupD2020-02-13T0600... 269 GE 1.47 GB 1.0 1.8% 2/13/2020 £:00:25 AhA
=} Fileserver BackupD2020-02-12T0600... 1.84 GE 793 ME 1.0x 2.3x M1272020 E00A7 AbA
Gzl Fileserver BackupD2020-02-11T0600.,., 1.74 GB T30 ME 1.0x 23w AM2020 @:00:39 Ak
= Fileserver BackupD2020-02-10T0600... .03 GB 903 ME 1.0x 22w 2052080 60025 Akd
B ABC Compary Fileserver Backup_d.. 50068 16.3 GB 1.9x TEx /942020 G:00:31 Ak
Backup size: 20,2 GB
[ Copy path

For backups created by Veeam Agent in the standalone mode and child backups created by Veeam Agent in the
managed mode, summary information looks in the following way:

ent Backup Properties Fileserver Backup

Object: Repositane:
| FILESRW( Fileserver Backup | | ABC Compary Cloud Repository |
Duvrer: Falder:

| | | Fileserver Backup |

Files:

Marme Data Size Backup Size Date

C=l Fileserver Backup2013-01-10T133234 vib 002 MEB 568 MB 1072019 1:32:34 PM
,s_h, Fileserver Backup2019-01-09T220036:vbk 50,0 GB 218 GB /972N 10:00:36 P

Backup size: 9.73 6B
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Deleting from Disk

You can use the Delete from disk operation if you want to delete records about backups from the Veeam Backup
& Replication console and database and, additionally, delete actual backup files from the cloud repository.

Do not delete backup files from the cloud repository manually. Use the Delete from disk option instead. If you
delete backup files manually, subsequent backup job sessions will be failing.

To remove backup files from the cloud repository:
1. Open the Home view.
2. Intheinventory pane, click Cloud under the Backups node.

3. Inthe working area, right-click the necessary backup job (or necessary Veeam Agent backup under the
Agents node) and select Delete from disk.

Veeam Backup and Replication

Properties Remove

from =
Backup
Home Q Tupe in an object name to search for
> lobs lob narme Creation time Restore points Repuository Plstfarrm
e
4 B Backups o % ABC Company Filesenver Backup @ Delete fom disk ., £BC Company Cloud Repository Yware
T v pisk b 2 ABC Company Webservers Backup SBC Company Cloud Repository Yiware
== b [T Agent 7] Properties..
2] Disk (Copy) Wl Agents
/% Cloud
> P Replicas

> [3 Last 24 Hours

& Home
E'I
@:! Imeentary

(?E"g Backup Infrastructure

(51 Fites
[‘3@ Histarny

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 47 days remaining

1 backup selected
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Using Cloud Hosts

After you have set up the Veeam Cloud Connect infrastructure, you can proceed to performing data protection
and disaster recovery tasks using the cloud host provided to you by the SP through the hardware plan.

You can perform the following tasks targeted at the cloud host:

e Replication

o Failover:
o Full site failover
o Partial site failover

e Failback

e Restore:
o VM guest OS files restore (Microsoft Windows file system only. Multi-OS restore is not supported.)
o Application items restore

VM replicas created on the cloud host are displayed under the Replicas node in the inventory pane of the Home
view along with regular VM replicas.

Veeam Backup and Replication

L B B M L@ L

Backup Replication Backup Copy SureBackup Restore Failover  Import Export

Job+r  Jobr  Copy~ Job+ Job+ ~  Plan~  Backup Backup
Primary Jobs Auxiliary Jobs Restore Actions
Home Q Tupe in an object name to search for
Name * Job Name Type Status Connectivity  Creation Time Restore Points  Original Location  ReplicaLocation  Platform
E]ﬁlsswﬂ} Servers Replication Cloud Ready None 1/31/2021 10:01 PM 3 172.17.52.340 172.24.31.6MWM...  VMware
4 E’] Replicas E] filesnv04 Servers Replication Cloud Ready None 1/31/2021 10:01 PM 3 172.17.52.340 172.24.31.6MWM...  VMware
[l Ready

&I Failover Plans
>[4 Lest 24 Hours

A Home
5@ Inventory
(3 8eckup Infrastructure

@ Files
[‘3@ History

2 objects Connected to: localhost Build: 11 Enterprise Plus Edition License s remaining
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Creating Replication Jobs

In Veeam Backup & Replication, replication is a job-driven process. To create VM replicas, you must configure a
replication job. The replication job defines how, where and when to replicate VM data. One job can be used to
process one VM or several VMs.

NOTE

To create a replication job:

This section describes only basic steps that you must take to create a replication job targeted at the cloud
host. To get a detailed description of all replication job settings, see the Creating Replication Jobs section
in the Veeam Backup & Replication User Guide.

1. On the Home tab, click Replication Job and select Virtual machine > VMware vSphere or Virtual machine

>Microsoft Hyper-V.

2. At the Name step of the wizard, specify a name and description for the replication job.

3. If you want to use advanced settings for the job:

o Select the Replica seeding check box to enable the Seeding step in the wizard.

o Select the Network remapping check box to enable the Network step in the wizard. Veeam Backup &
Replication does not currently support automatic connection of a Linux-based VM replica to the
network on the cloud host. You must use the Network step of the wizard to manually select source
and target networks for such replicas.

o Veeam Backup & Replication does not support re-IP rules for VM replicas on the cloud host. Do not
select the Replica re-IP check box for the replication job targeted at the cloud host. If you select the
Replica re-IP option, this option will be disabled when you select the cloud host at the Destination

step of the wizard.

MNew Replication Job -

Mame

Wirtual Machines
Destination
Metweark

lob Settings
Data Transfer
Seeding

Guest Processing
Schedule

Surnrmary

% Specify the narne and description for this job, and provide information on your DR site,

|ABC Company Servers Replication

Description:

Job for ABC Company servers replication to the cloud

Show adwvanced controls:

Replica seeding (for low bandwidth DR sites)

Metwork remapping for DR sites with different wirtual netuorks)
O Replica re-IP (for DR sites with different IP addressing scherne)

[] High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start tirme, or jobs with strick BPO requirerments,
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4. At the Virtual Machines step of the wizard, click Add and select VMs and VM containers that you want to
replicate. To quickly find the necessary object, use the search field at the bottom of the Add Objects
window.

B

Yirtual Machin

% Select one or

otn replication,

Select objects:

4 (1 Hosts and Clusters |~
Marme a 172175234
b [Ez Atlanta Add...
b [E7 Gold Coast
Destination i Preg
P E esxl3tech.local
=
lob Settings D"‘? desktop03
[ =
filesra0
Data Transfer ,D_? I B
iy filesre02
Seeding 5 filesn03 ||

(5 filesraDd

Guest Processing
Schedule

Surnrmary Recalculate

Total size:
OB

Everything
Folder
Cluster
Huost

E

Resource pool
€ P
£
=

o [ %

Add || Cancel inish || Cancel

Wirtualfpp
1 Wirtual machine % |

[R5

5. If you want to specify the source from which VM data must be read, click Source and select one of the
following options:

o From production storage. In this case, Veeam Backup & Replication will retrieve VM data from the
production storage connected to the source virtualization host.

o From backup files. In this case, Veeam Backup & Replication will read VM data from a backup chain
already existing in the regular backup repository or cloud repository.

6. If you want to exclude VMs from the VM container or replicate only specific VM disks, click Exclusions and
specify what objects you want to exclude.

7. If you want to define the order in which the replication job must process VMs, select a VM or VM container
added to the job and use the Up and Down buttons on the right to move the VM or VM container up or
down in the list.
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8. At the Destination step of the wizard, in the Host or cluster section, click Choose and select Cloud host.
Then select the cloud host allocated to you by the SP:

o If the SP allocated to you replication resources on a VMware vSphere or Microsoft Hyper-V host,
select the cloud host provided to you through a hardware plan.

Destination
% Specify where ¥ Select host:

4 egl Service Providers
A (75 1722430120 (ABC Cormpanyd

E@' Whtwvare Sikver | | Choose... |

[x]

MNarne

Wirtual Machines

[Netwark || B0z |

lob Settings
Data Transfer
Seeding

Guest Frocessing
Schedule

Surmrmary

‘ﬁg' Tipe in an object nome to search for

o If the SP allocated to you replication resources in VMware vCloud Director, select the cloud host
provided to you through an organization VDC.

428 | Veeam Cloud Connect | Administrator Guide



NOTE

After you select an organization VDC, the name of the Host or cluster section will change to
Organization vDC.

Destination
% Specify where rl gajact host

P fﬁ! Service Providers
4 (7 1722430120 (TechCompanyOrgiadministrator)

B‘TechCDmpanyOrgVDC || Choose... |

[x]

MName

Wirtual Machines

MNetwork || Choose.., |

lob Settings
Data Transfer
Seeding

Guest Processing
Schedule

Sumrmnary

‘B{ Tipe in an object name to search for Q |

oK | | Cancel |

inish | | Cancel |

Note that after the replication job is performed for the first time, you will not be able to change the target
host for the job.
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9. At the Destination step of the wizard, select storage resources allocated to you by the SP:

o [For a VMware replication job] If you want to specify a datastore on which to store VM replicas, in the
Datastore section, click Choose and select the necessary datastore.

Destination
% Specify where replicas should be created in the DR site,

Marne Host or cluster:

|VMwareSiIver || Choose.., |

Wirtual Machines

Datastore:

[Cloud Replicas [300 GB free] || choose.. |

MNetwork

lob Settings
Data Transfer
Seeding

Guest Processing
Schedule

Sumrmnary

| < Previaus | | Mext = | | Finish | | Cancel |

o [For a Hyper-V replication job] If you want to specify a path to the storage on which to store VM
replicas, in the Path section, click Choose and select the necessary storage.

Destination
Specify where replicas should be created in the DR site,

Host or cluster:

|Hyper—\f’Br0nze || Choose.., |
Wirtual hachines

Path:
(Cloud Replicas [100 GB free] || choose.. |

lob Settings

Data Transfer
Guest Processing
Schedule

Sumrmnary

% Previous | | Mext = | | Finish | | Cancel

430 | Veeam Cloud Connect | Administrator Guide



o [For areplication job targeted at vCloud Director] If you want to specify a vApp or storage policy for
VM replicas, do the following:

i. Inthe vApp section, click Choose and select the necessary vApp.

ii. In the Storage policy section, click Choose and select the necessary storage policy.

Destination
% Specify where replicas should be created in the DR site,

MNarme Organization wDC:

|TechCompanyOrg\f’DC

Wirtual Machines

wipp
|Cloud Connect 1 (Default)

MNetwork

lob Settings .
Storage policy:

Data Transfer *(ryd (1637 GB free]

Seeding
Guest Processing
Schedule

Sumrmnary

| < Previaus | | Mewt = | | Finish | | Cancel

10. At the Network step of the wizard, in the Network mapping section, click Add and select the production
network to which VMs in the job are connected and network on the cloud host to which VM replicas must
be connected. Repeat this step for every network to which Linux-based VM replicas must be connected —
automatic network mapping for non-Windows VMs is not currently supported in Veeam Cloud Connect
Replication.

NOTE

[For a replication job targeted at vCloud Director] You cannot map a production network to an
isolated vApp network in vCloud Director.

TIP

Because of this limitation, during the job performance, in the list of operations for a non-Windows
VM included in the job, Veeam Backup & Replication will display a warning that no static IP addresses
are detected for a VM. If in fact a VM has a static IP address and network mapping settings are
specified for a VM, this warning can be ignored.

You can instruct Veeam Backup & Replication to suppress the warning. To remove the warning from

the job session statistics, on the tenant Veeam backup server, create the registry value
HKEY LOCAL MACHINE\SOFTWARE\Veeam\Veeam Backup and

Replication\CloudReplicaNoStaticIpSDetectedWarning = 0 (DWORD) and restart
Veeam Backup Service.
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Mew Replication Job 2

Network
% Select howe virtual networks map to each other between production and DR, sites,

Marme Metneark mapping:

Source network Target netavork Add..,
Wirtual bachines
Edit...

Destination

Remuowe

lab Settings Source network: |VM Metwrork

Dt Thaaiar Target network: |\u"f\-’1ware Silver network 1

Seeding

Guest Processing
Schedule

Surnrary

| £ Previous | | Mext = | | Finish | | Cancel |

11. At the Job Settings step of the wizard, from the Repository for replica metadata list, select a regular
backup repository that is configured in your backup infrastructure. Veeam Backup & Replication will store
in the selected backup repository metadata for VM replicas — checksums of read data blocks required to
streamline incremental runs of the replication job.

Job Settings
Specify backup repository located in the source site to host metadata in, replica suffiz and retention policy, and customize
advanced job settings if required,

Matre Repository for replica metadata:

Default Backup Repository (Created by Weearn Backup)
£ 4.3 GB frez of 49.6 GB

Wirtual bachines

Destination
Replica settings

Metwark ) ) -
Replica narne suffix
Restare points to keep:

Data Transfer
Seeding

Guest Processing
Schedule

Surnrary

Advanced job settings include traffic compression, block size, notification settings
autommated post-job activity and other options. - AESITEE

£ Previous | | Mext = | | Finish | | Cancel |
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12. In the Replica name suffix field, enter a suffix for the name of VM replicas. To register a VM replica on the
target host in the SP site, Veeam Backup & Replication appends the specified suffix to the name of the
source VMs.

13. In the Restore points to keep field, specify the number of restore points that should be maintained by the
replication job. If this number is exceeded, the earliest restore point will be deleted.

14. At the Data Transfer step of the wizard, select backup infrastructure components that must be used for
the replication process and choose a path for VM data transfer:

o Click Choose next to the Source proxy field to select a source backup proxy for the job. In the Backup
Proxy section, you can choose automatic backup proxy selection or assign the source backup proxy
explicitly.

You cannot specify a target backup proxy for the replication job targeted at the cloud host. During the
replication job run, Veeam Backup & Replication will automatically select the target backup proxy
configured by the SP in the SP Veeam Backup & Replication infrastructure.

o To transport VM data directly through one or more backup proxies to the cloud host, select Direct.

o To transport VM data through WAN accelerators, select Through built-in WAN accelerators. In the
Source WAN accelerator field, select the WAN accelerator that you have configured on your side.

New Replication Job -

Data Transfer
% Choose how Wk data should be transferred to the target site,

Wihen replicating between rermote sites, wee highly recommended that you deploy at least one backup

Name prosy server locally in both sites to allowe for direct access to storage,

Wirtual Machines Source progy:

Destination Autamatic selection | | Choase...
Target proxy:

Metwark Service provider's prosy Choose...

lob Settings ) Direct

_ Best for local and off-site replication ower fast links,

; (®) Through built-in WAN accelerators
Seeding Best for off-site replication over slow links due to significant bandwidth savings.

. Source WAN accelerator:
Guest Processing

|1?2.24.30.116(ABC Compary Wan Accelerator) v
Schedule

Target WAN accelerator:
Sumrnaty Service Provider's WAk Accelerator (Svailable)

< Previous | | Mext = Finish
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15. At the Seeding step of the wizard, configurereplica seeding and mapping for the replication job.

o In the Initial seeding section, select the Get seed from the following backup repository check box.
From the list of backup repositories, select the regular backup repository or cloud repository where
the seed (the full backup) resides. When you start the replication job, Veeam Backup & Replication
will attempt to restore all VMs added to the job from the seed that you have specified. If a VM is not
found in the seed, the VM will be skipped from replication.

o In the Replica mapping section, select the Map replicas to existing VMs check box, select a production
VM from the list, click Edit and choose an existing VM replica. Replica mapping will reduce the
amount of VM data transferred over the network during the first session of the replication job.

Seeding
% Specify the backup repository with backup files of production WhAs, The backup repository must be located in the DR site,

Matre Initial seeding

[#] Get seed from the following backup repository:
Wirtual bachines ? pIER i

|Default Backup Repository (Created by Weearn Backup)

Destination -
= 7.51 0GB free of 49.6 GB

Metwork

lob Settings Replica mapping
[] Map replicas to existing Whis

Original Wk Replica Whi Edit...
D'T‘Fﬁlesn.fUE Mo mapping
Eiﬁlesrvﬂdl Mo mapping

Data Transfer

Guest Processing
Schedule

Surnrary
Detect

If wou already hawve replicas in the target site, replication job can reuse them, This way, only
differences will be transferred owver WAMN by the first job run,

£ Previous | | Mext = | | Finish | | Cancel
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16. At the Guest Processing step of the wizard, select the Enable application-aware processing check box to
create transactionally consistent VM replicas. With application-aware processing enabled, Veeam Backup
& Replication can detect network settings of replicated VMs in the most efficient way and use the
detected settings for configuring network extension appliances. To learn more, see Network Mapping for
Cloud Replicas.

MNew Replication Job -

Guest Processing
% Choose guest 0% processing options available for running Whis,

Matre Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and
Wirtual kachines configures the 0% to perform required application restore steps upon first boot,

o Custornize application handling options for individual machines and applications | Applications..,
Destination

Guest interaction proxy:

MNetwork

|Automatic selection | | Choose.., |
lob Settings Guest OS5 credentials:
| & techvadmin (techhadmin, last edited: less than a day aga) v| | Add.., |

Data Transfer

Manage accounts

Custornize quest 05 credentials for individual machines and operating systems Credentials...
St PGl Werify neturork connectivity and credentials for each machine included in the job

Schedule

Seeding

Sumrnaty

| < Previous | | Mext =

17. Click Add next to the Credentials list and specify credentials for a user account with local administrator
privileges on the VM guest 0OS. By default, Veeam Backup & Replication uses the same credentials for all
VMs added to the job. If some VM requires a different user account, click Credentials and enter custom
credentials for the necessary VM.

18. Click Applications, select the necessary VM and click Edit. On the General tab, in the Applications section,
specify the VSS behavior scenario:

o Select Require successful processing if you want Veeam Backup & Replication to stop the backup
process if any VSS errors occur.

o Select Try application processing, but ignore failures if you want to continue the backup process even
if VSS errors occur. This option is recommended to guarantee completion of the job. The created
backup image will not be transactionally consistent, but crash consistent.

o Select Disable application processing if you do not want to enable quiescence for the VM at all.
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19. [For Microsoft SQL and Oracle VMs] In the Transaction logs section, specify how Veeam Backup &
Replication must handle transaction logs.

o Select Process transaction logs with this job if you want Veeam Backup & Replication to handle
transaction logs. With this option enabled, Veeam Backup & Replication will offer a choice of
transaction log processing options on the SQL and Oracle tabs.

o Select Perform copy only if you use native application means or a third-party tool to process
transaction logs. Veeam Backup & Replication will create a copy-only backup for the selected VM. The
copy-only backup preserves a chain of full/differential backup files and transaction logs. To learn
more, see Microsoft Docs.

Processing Settings -

E

General i i
Guest Proce |SQL I Oracle | Exclusians I Scripts |
Choose gue Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific methods, and configures X
N the 05 to perform required application restore steps upon first boot,
arme =t . .
. C
Specify 2 L:,' Require successful processing (recommended) g, e
Yirtual b3 Object () Try application processing, but ignare failures o dd
E?ﬁles ) Disable application processing E
Destinatid =, ) E
¥ files Transaction logs
Metwork Choose whether this job should process transaction logs upon
successful backup, Logs pruning is supported for Microsoft Exchange, Q3.
. Microsoft SQOL Server and Cracle,
lob Settin -
(® Process transaction logs with this job (recarmmended)
Diata Tran () Perform copy only {lets another application use logs) D
. Persistent quest agent
Seeding By default, application-aware processing is done by a non-persistent ntials...
runtime process, Deploying a persistent guest agent rermowes security
GuestPro and port requirernents of the autormatic runtirme process deployrnent. b Mo
Schedule [ Use persistent quest agent (optional)
Surmrmnary
Cancel

Cancel

Ok | | Cancel
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20. At the Schedule step of the wizard, select the Run the job automatically check box and specify the
necessary scheduling settings for the job. If you do not select this check box, you will have to run the

replication job manually to create restore points for VM replicas in the cloud.

Schedule

% Specify the job scheduling options., If wou do not set the schedule, the job will need to be contralled manually.

Marme

Wirtual Machines
Destination
Metweark

lob Settings
Diata Transfer
Seeding

Guest Processing

[#] Rur the job automatically

® Dailyatthistime:  [1000PM | 5] |Everyday

V| Days..,

) Monthly at this time: |10:00 PR | |Four‘th | |Saturday

) Perindically every: |'I | |H0urs

|
| kdanths...
| Schedule..,

O After this job: |

Autormatic retry

[#] Retry failed items processing: tirmes

Wait before each retry atternpt for: Frirutes

Backup window

[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, itwill be

terminated to prevent snapshot cormmit during production hours,

| < Previous | | Spply | |

| | Cancel |

21. At the Summary step of the wizard, select the Run the job when | click Finish check box if you want to
start the created job right after you complete working with the wizard.

22. Click Finish.
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Performing Full Site Failover

You can preset scenarios for one-click failover for a group of interdependent production VMs to the cloud host
— full site failover. To do this, you must create a cloud failover plan. You must create the cloud failover plan in
advance, for example, right after you created VM replicas on a cloud host. In case the whole production site
goes offline for any reason, you can run the cloud failover plan to perform full site failover.

Creating Cloud Failover Plans

If you have a number of VMs running interdependent applications, you need to fail over them one by one, as a
group. To do this automatically, you can prepare a cloud failover plan.

Before You Begin

Before you create a cloud failover plan, complete the following prerequisites:
e VMs that you plan to include in the failover plan must be successfully replicated at least once.

e You cannot select to use pre-failover and/or post-failover scripts for the cloud failover plan. As tenant
cloud failover plans and VM replicas are stored on the SP side, the responsibility to create and manage
scripts lays on the SP. To use pre-failover and/or post-failover scripts, the SP must create those scripts in
advance and select them in the cloud failover plan settings before you run the cloud failover plan. Veeam
Backup & Replication supports script files in BAT and CMD formats and executable files in the EXE format.
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Step 1. Launch Cloud Failover Plan Wizard

To launch the Cloud Failover Plan wizard, do one of the following:
e On the Home tab, click Failover Plan and select Cloud Connect (vSphere) or Cloud Connect (Hyper-V).

e Open the Home view, click the Replicas node in the inventory pane, right-click the Failover Plans node and
click Failover plan > Cloud Connect (vSphere) or Cloud Connect (Hyper-V). This option is available if you
have already configured at least one failover plan.

e Open the Home view, click the Replicas node in the inventory pane, select one or several VMs in the
working area, click Add to Failover Plan > New cloud failover plan on the ribbon or right-click one or
several VMs in the working area and select Add to failover plan > New cloud failover plan. In this case, the
selected VMs will be automatically included into the failover plan. You can add other VMs to the failover
plan when passing through the wizard steps.

Veeam Backup and Replication

Home

L 3 Bk AlE 2D

Backup Replication Backup Copy SureBackup Restore Failover  Import Export
Job~  Job-  Copy- Job-  Job~ = Plan~ | Backup Backup

Frimary Jobs Auniliary Jobs RES = Vivhware vSphere...

C = Microsoft Hyper-V...

Home
‘m Cloud Connect (vSphere)...

g Jobs T —— M;rcrl-w‘mih;v;m“ Connectiit,  (reation Tim Eesiore Points Original Location  Replica Location Platform

s Backups o T | dds new Viviware failower plan for Cloud Cannect replication, 1T 1TLIAILEM... - VMware

> £ Replicas 7 filesna Servers Replication 172175230 17224367, Yhware

> [3 Last 24 Hours

B Home
E@ Inventary

(T Backup nfrestructure

@ Files
g Hisory

2 objects Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 47 days remaining
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Step 2. Specify Failover Plan Name and Description

At the Failover Plan step of the wizard, specify a name and description for the failover plan.
1. In the Name field, enter a name for the failover plan.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who created a failover plan, date and time when the plan was created.

o Failover Plan
(\_ Type in a name and description for this failowver plan,

Marne:

ABC Company Failover Plan

Virtual Machines o
Description:

Cloud failaver plan far 8BC Corapary full site failoved

Default Gatewsays

Public IP Addresses

Surnmary

< Previous | | et =
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Step 3. Select Virtual Machines

At the Virtual Machines step of the wizard, select VMs that you want to add to the cloud failover plan. You can
add separate VMs from the list of VMs that are added to the replication jobs targeted at the cloud host.

To add VMs:
1. Click Add VM.

2. Browse existing replication jobs targeted at the cloud host and select all VMs or specific VMs from
replication jobs:

To quickly find VMs, you can use the search field at the bottom of the Select Replica window. Enter a VM
name or a part of it in the search field and click Start search or press [ENTER].

o Yirtual Machines

(\ Bdd wirtual rmachines to be failed ower as a part of this plan, Use WV arder and delays to ensure all application dependencies are
m met,

“Wirtual machines:

Marre Delay  Replica state Add Whd

E]fiIESNUB 60sec  less than a day ago (23,
D'T‘:Ifilesrvﬂil 60sec  less than a day ago (33, ReTmesE

Default Gatewsays
Set Delay..,

Public IP Addresses

Failower Plan

Surnmary

+ Up

¥ Down

< Previaus | | et = | | Finish | | Cancel |
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Step 4. Specify Default Gateways

At the Default Gateways step of the wizard, check and, if necessary, specify default gateways in every IP
network in the production site that are used by VMs added to the cloud failover plan. The network extension
appliance on the cloud host will use network settings of specified gateways to route traffic between VM replica
networks and external networks after full site failover.

Veeam Backup & Replication automatically specifies default gateways in detected production networks during
the first run of the replication job targeted at the cloud host. If, for some reason, the list of default gateways at
the Default Gateways step of the wizard is empty, you should specify default gateways manually.

To specify default gateways, click Manage default gateways at the bottom of the Cloud Failover Plan wizard
window. Then use the Default Gateways window to specify default gateway settings. To learn more, see
Managing Default Gateways.

o Default Gateways

6\_ Specify default gateways for all production IP netwarks, This information is used by netoeark extension appliance during the full
m site failower,

Failower Plan Default gatenvays:

Cloud netwark IP netwark Default gateway
Virtual Machines T hhware Sikver netwark 1
EVMware Sibver netweork 1., 172,17.52.0/23 172.17.521

Public IP Addresses

Surnmary

Manage default gateways

< Previaus | | et = | | Finish | | Cancel
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Step 5. Specify Public IP Addressing Rules

At the Public IP Addresses step of the wizard, specify IP addressing settings for VM replicas. You can create one
or several public IP addressing rules to make a VM replica accessible over the internet by a public IP address that
the SP has provided to you through the hardware plan.

When your production VM fails over to its replica during full site failover, Veeam Backup & Replication assigns
the public IP address that is specified in the rule to the network extension appliance on the cloud host. The
network extension appliance redirects traffic from this public IP address to the IP address of a VM replica in the
internal VM replica network. As a result, a VM replica for which you have created the public IP addressing rule
can be accessed over the internet like a production VM without interrupting the production site operation.

To create a public IP address mapping rule:
1. Select the Assign public IP addresses to use during full site failover option and click Add.

2. In the Public IP Address Mapping Rule window, in the Replica VM field, click Add VM and select a VM
replica that you want to make accessible over the internet.

3. Inthe Public IP address field, select a public IP address from the list of IP addresses allocated to you by
the SP. In the Port field, specify the number of the port on the SP network extension appliance from which
Veeam Backup & Replication will redirect traffic to the VM replica.

You cannot specify port 22 as a port for the public IP address that is assigned to the network extension
appliance. Veeam Backup & Replication uses this port for communication with the network extension
appliance.

4. In the Internal IP address of replica VM field, select the IP address of the VM replica in the internal
network. In the Port field, specify the number of the network port on the VM replica to which Veeam
Backup & Replication will redirect traffic from the network extension appliance.

For Linux-based VM replicas, you must specify the internal IP address manually, because Veeam Backup &
Replication cannot detect an IP address of a Linux-based VM in the tenant's production network.
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5. In the Description field, provide a description for future reference.

6. Click OK.
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Step 6. Review Summary and Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of a cloud failover plan creation.
1. Review the configuration information on the created cloud failover plan.

2. Click Finish to exit the wizard.

Cloud Failover Plan -

nle Summary

. Review and copy user settings, and click Finish to exit the wizard,

.

|

Failower Plan Surnmary:
[ame: ABC Company Failover Plan

Wirkual bMachines Cescription: Cloud failowver plan for ABC Compary full site failower
M5 to failowver:
- filesre03 60 sec

Default Gateways — File O 60 ser
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< Previous et = Cancel

Creating Cloud Failover Plans for vCloud Director Replicas

If you have a number of VMs running interdependent applications, you need to fail over them one by one, as a
group. To do this automatically, you can prepare a cloud failover plan.

The process of creating a cloud failover plan for VMs whose replicas reside in vCloud Director differs from the
regular one. The difference is that you do not need to specify default gateway settings and public IP addressing
rules for such VMs. Network resources required to provide access to VM replicas from the internet after full site
failover are managed by the SP in vCloud Director.

Before You Begin

Before you create a cloud failover plan, complete the following prerequisites:
e VMs that you plan to include in the failover plan must be successfully replicated at least once.

e You cannot select to use pre-failover and/or post-failover scripts for the cloud failover plan. As tenant
cloud failover plans and VM replicas are stored on the SP side, the responsibility to create and manage
scripts lays on the SP. To use pre-failover and/or post-failover scripts, the SP must create those scripts in
advance and select them in the cloud failover plan settings before you run the cloud failover plan. Veeam
Backup & Replication supports script files in BAT and CMD formats and executable files in the EXE format.
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Step 1. Launch Cloud Failover Plan Wizard

To launch the Cloud Failover Plan wizard, do one of the following:

e On the Home tab, click Failover Plan and select Cloud Connect (vCloud).

e Open the Home view, click the Replicas node in the inventory pane, right-click the Failover Plans node and
click Failover plan > Cloud Connect (vCloud). This option is available if you have already configured at

least one failover plan.

e Open the Home view, click the Replicas node in the inventory pane, select one or several VMs in the

working area, click Add to Failover Plan > New vCloud Director failover plan on the ribbon or right-click
one or several VMs in the working area and select Add to failover plan > New vCloud Director failover
plan. In this case, the selected VMs will be automatically included into the failover plan. You can add other

VMs to the failover plan when passing through the wizard steps.
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Step 2. Specify Failover Plan Name and Description

At the Failover Plan step of the wizard, specify a name and description for the cloud failover plan.
1. In the Name field, enter a name for the cloud failover plan.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who created a failover plan, date and time when the plan was created.

o Failover Plan
/_—\ _ Typeinaname and description for this failover plan,

Marne:

TechCompany Failowver Plan

Virtual Machines o
Description:

Cloud failaver plan far TechCorapary full site failover to wCloud Directad

Surnrmary

< Previous | | et = | | Finish | | Cancel
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Step 3. Select Virtual Machines

At the Virtual Machines step of the wizard, select VMs that you want to add to the cloud failover plan. You can
add to a cloud failover plan separate VMs for which a replication job created at least one restore point on a
cloud host.

To add VMs:
1. Click Add VM.

2. Browse existing replication jobs targeted at the cloud host and select all VMs or specific VMs from
replication jobs:

To quickly find VMs, you can use the search field at the bottom of the Select Replica window. Enter a VM
name or a part of it in the search field and click Start search or press [ENTER].

nis Yirtual Machines
 Addirtual machines to be failed ower as a part of this plan. Use VM order and delays to ensure all application dependencies are
( rmet.

“irtual machines:

Marne Delay  Replica state Add Wk
E]filesn.fﬂB G0sec  less thana day ago (175,
D'T‘:Iﬁlesn.fﬂél 60sec  less than a day ago (17:.,

Set Delay..,

Failower Plan
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Step 4. Review Summary and Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of a cloud failover plan creation.
1. Review the configuration information on the created cloud failover plan.

2. Click Finish to exit the wizard.

nle Summary
/_—\  Rewiew and copy user settings, and click Finish to exit the wizard.

Failower Plan Summary:

[arme: TechCompany Failover Plan

Wirkual bMachines Cescription: Cloud failowver plan for TechCompary full site failower to wCloud Director
"WhAs to failover:

- filesre03 60 sec

- filesre0d 60 sec
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Running Cloud Failover Plan

With a cloud failover plan, you can perform full site failover at any time. During full site failover, tenant VMs fail
over to their replicas on the cloud host one by one, as a group. You can fail over to the most recent VM state or
select the necessary restore point for VMs in the cloud failover plan.

To fail over to the VM replicas latest restore point:

—_

Open the Home view.

2. Expand the Replicas node.
3. Select Failover Plans.
4

In the working area, right-click the necessary cloud failover plan and select Start.
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To fail over to a certain restore point:
1. Open the Home view.

Expand the Replicas node.

Select Failover Plans.

In the working area, right-click the necessary cloud failover plan and select Start to.

oo W

In the displayed dialog box, select the backup date and time. Veeam Backup & Replication will find the
closest restore point prior to the entered value for each VM and fail over to it.

i3 Veeam Backup and Replication
=- Failover Plan
e, e, e e,
T T B = x
B b Ei B
Start Start Test Retry Undo | Statistics  Edit Delete
to...
Actions Details Manage Plan
Home Q) Tupe in an object name to search for
Marme T Platform Status Murnber of s
ckups 2 REC Company Failover Plan 5 et Ready 2
4 [ Replicas =
D Ready 5 Serto. |
& Failover Plans Bn Test
> [% Last 24 Hours Retry
Unda
Statistics
9 Delete
B Edit.

& Home

E'I
@:! Imeentary

(?E"g Backup Infrastructure

(51 Fites
[‘3@ Histarny

1 object selected Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 47 days remaining

450 | Veeam Cloud Connect | Administrator Guide



Testing Cloud Failover Plan

You can test a cloud failover plan to ensure replicated VMs on the cloud host successfully start and can be
accessed from external network after failover. When you test a cloud failover plan, Veeam Backup & Replication
does not switch from a production VM to its replica. Instead, it reverts every VM replica in the cloud failover
plan to the latest restore point, boots the replica operation system, waits for the VM replica to reach a
"stabilization point" using the Stabilization by IPalgorithm and checks if the VM replica responds to ping
requests.

When the test operation is started by the tenant, Veeam Backup & Replication running on the tenant backup
server does not communicate with VM replicas on the cloud host directly. Instead, Veeam Backup & Replication
passes the command to start the test to the SP backup server, and performs operations with tenant VM replicas
from the SP backup server.

To test a cloud failover plan:

1. Open the Home view.

2. Expand the Replicas node.
3. Select Failover Plans.
4

In the working area, right-click the necessary cloud failover plan and select Test.
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Retrying Cloud Failover Plan

You can retry a cloud failover plan if one or several VMs fail to failover properly. Veeam Backup & Replication
retries the failover operation only for those VMs that do not succeed to failover to their replicas on the cloud
host.

To retry a cloud failover plan:
1. Open the Home view.
2. Expand the Replicas node.
3. Select Failover Plans.

4. In the working area, right-click the necessary cloud failover plan and select Retry.
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Undoing Failover by Cloud Failover Plan

You can undo failover for all VMs added to the cloud failover plan at once. When you undo failover, you switch
the workload back to original VMs and discard all changes that were made to VM replicas during failover.

To undo failover by a cloud failover plan:
1. Open the Home view.
Expand the Replicas node.

Select Failover Plans.

A owoN

In the working area, right-click the necessary cloud failover plan and select Undo.
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Performing Permanent Failover

To finalize the full site failover process, you can perform permanent failover. With permanent failover, you can
permanently switch from the original VM to a VM replica and use the VM replica on the cloud host as the
original VM.

To perform permanent failover, do either of the following:

e Open the Home view, in the inventory pane select Replicas. In the working area, select the necessary VM
and click Permanent Failover on the ribbon.

e Open the Home view, in the inventory pane select Replicas. In the working area, right-click the necessary
VM and select Permanent failover.

In the displayed window, click Yes to confirm the operation.

After the permanent failover operation completes, the VM replica is put to the Permanent failover state. To
protect the VM replica from corruption after performing permanent failover, Veeam Backup & Replication
reconfigures the replication job and adds the original VM to the list of exclusions. When the replication job that
processes the original VM starts, the VM will be skipped from processing, and no data will be written to the
working VM replica.
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Editing Cloud Failover Plan Settings

You can edit settings of cloud failover plans that you configured.

To edit cloud failover plan settings:
1. Launch the Edit Cloud Failover Plan wizard:
a. Open the Home view and click Replicas > Failover Plans in the inventory pane.

b. In the working area, click the necessary cloud failover plan and click Edit on the ribbon or right-click
the necessary cloud failover plan and select Edit.

2. Edit cloud failover plan settings as required.
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Performing Partial Site Failover

You can quickly recover one or several corrupted VMs by failing over to their replicas on the cloud host.
Performing partial site failover is similar to performing regular failover for off-site replication scenario. To learn
more, see the Performing Failover section in the Veeam Backup & Replication User Guide.

In This Section

e Performing Failover
e Reestablishing VPN Tunnel

e Undoing Partial Site Failover

Performing Failover

If one or several production VMs become corrupted, but the rest of production site, including the most critical
VMs and Veeam Backup & Replication infrastructure, remain operative, you can perform partial site failover.
With partial site failover, you can quickly recover a corrupted VM by failing over to its replica on the cloud host.

IMPORTANT

You can perform partial site failover only for those VMs that have a static IP address. If a VM receives an IP
address from DHCP, the failover operation will succeed but the VM replica will not be accessible over the
network.

To launch the Failover wizard, do one of the following:

e Open the Home view and select the Replicas node. In the working area, select the necessary VM and click
Failover Now on the ribbon.

e Open the Home view and select the Replicas node. In the working area, right-click the necessary VM and
select Failover now.

e Open the Home view and select Ready under the Replicas node. In the working area, select the necessary
replica and click Failover Now on the ribbon or right-click the replica and select Failover now.
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NOTE

If you have not deployed the network extension appliance for the network to which the corrupted VM is
connected, Veeam Backup & Replication will display a warning. You can proceed to the Network Extension
step of the Service Provider wizard to configure and deploy the missing network extension appliance. To
learn more, see Configure Network Extension Appliances.

After the network extension appliance is deployed, you can launch the Failover wizard to start the partial
site failover operation.
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Re-establishing VPN Tunnel

When you perform partial site failover, production VMs and VM replicas on the cloud host communicate through
the secure VPN tunnel that is set between the pair of network extension appliances. You can monitor the VPN
connection state and re-establish the VPN tunnel in case the VPN connection breaks.

To view the VPN connection state:

1. Open the Home view.

2. Inthe inventory pane, click the Replicas node. VPN connection state will be displayed in the Connectivity
column of the working area.
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To re-establish a VPN tunnel:
1. Open the Home view.
2. Intheinventory pane, click the Replicas node.

3. Inthe working area, right-click the necessary VM replica in the Failed connectivity state and select
Reconnect. Veeam Backup & Replication will restart the VPN daemon on the network extension appliances
that are used for connecting production VMs and VM replicas on the cloud host.
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Undoing Partial Site Failover

To switch back to a production VM and revert a VM replica on the cloud host to its pre-failover state, you can
undo partial site failover. When you undo the failover operation, Veeam Backup & Replication powers off a
running VM replica on the cloud host and rolls back to initial state of a VM replica.

To undo partial site failover, do either of the following:

e Open the Home view and select the Replicas node. In the working area, select the necessary VM and click
Undo Failover on the ribbon.

e Open the Home view and select the Replicas node. In the working area, right-click the necessary VM and
select Undo failover.

e Open the Home view and select Active under the Replicas node. In the working area, select the necessary
replica and click Undo Failover on the ribbon or right-click the replica and select Undo failover.
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In the displayed dialog box, click Yes to confirm the operation.
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Performing Failback

You can resume operation of a production VM by failing back to it from a VM replica on the cloud host.
Performing failback for VM replicas on the cloud host is similar to performing failback for regular VM replicas.
To learn more, see the Performing Failback section in the Veeam Backup & Replication User Guide.

To start the Failback wizard, do one of the following:

e Open the Home view and select the Replicas node. In the working area, select the necessary VM and click
Failback to Production on the ribbon.

e Open the Home view and select the Replicas node. In the working area, right-click the necessary VM and
select Failback to production.
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Committing Failback

The Commit failback operation finalizes failback from the VM replica to the original VM.

To commit failback, do one of the following:

e Open the Home view, in the inventory pane select Replicas. In the working area, select the necessary
replica and click Commit Failback on the ribbon.

e Open the Home view, in the inventory pane select Replicas. In the working area, right-click the necessary
replica and select Commit failback.

e On the Home tab, click Restore. In the Restore from replica section, select Commit failback.

In the displayed window, click Yes to confirm the operation.
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Restoring VM Guest OS Files

You can restore individual Microsoft Windows guest OS files from replicas of Microsoft Windows VMs on the
cloud host.

During file-level recovery, Veeam Backup & Replication publishes VM replica virtual disk files directly into the
Veeam backup server file system with the help of Veeam's proprietary driver. After VM disks are mounted, you
can use the Veeam Backup Browser or Microsoft Windows Explorer to copy necessary files and folders to the
local machine drive, save them in a network shared folder or point any applications to restored files and work
with them as usual.

NOTE

This section describes only basic steps that you must take to restore VM guest OS files. To get a detailed
description of all settings of the restore process, see the Guest OS File Recovery section in the Veeam
Backup & Replication User Guide.

To restore VM guest OS files of a Microsoft Windows VM replica:

1. Open the Home view.

2. Click the Replicas node in the inventory pane. Right-click the necessary VM replica and select Restore
guest files > Microsoft Windows.

3. At the Restore Point step of the wizard, select the necessary restore point.

Restore Point
Select the restore point to restore guest O3 files from,

Wh namer  filesry04 Original host: 172,17.52.34
Wh size: 755.4 MB

Hosailable restore points:

Created Type
|Q—§ less than a day ago (12:57 Pk YWednes.,  Snapshot
@ less than a day ago (10:33 PM Tuesday.. Shapshot

| < Previous | | Mext = | | Browse | | Cancel

4. At the Reason step of the wizard, specify the reason for future reference.

5. Click Next. Then click Finish.
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6. Veeam Backup & Replication will display a file browser with the file system tree of the VM. Right-click the
necessary file or folder and select one of the following options:

o To overwrite the original file or folder on the VM guest OS with the file or folder restored from the
backup, select Restore > Overwrite.

o To save a file or folder restored from the backup next to the original file or folder, select Restore >
Keep. Veeam Backup & Replication will add the RESTORED- prefix to the original file or folder name
and save the restored file or folder in the same location where the original file or folder resides.

o To save a file or folder on the local machine or in a network shared folder, select Copy To and specify
a path to the destination location.

7. Click OK to restore selected files and folders.
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Viewing Replicas and Failover Plans

After replication job targeted at the cloud host or a cloud failover operation completes, it takes some time for
Veeam Backup & Replication to retrieve changes from the database and display those changes in the Veeam
Backup & Replication console on the tenant side. For example, when you perform a failover operation, VM
replicas and cloud failover plans may be not displayed or displayed with a wrong status.

To refresh the view in the Veeam Backup & Replication console:
1. Open the Home view.

2. Expand the Replicas node and press F5 to refresh the view.

Veeam Backup and Replication

Home
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5 E]ﬁlesNOE Servers Replication Cloud Ready None 141272021 10, 1 17217.52.349, 172283167, Whluware
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[l Ready
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& Home
E'I
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(?E"g Backup Infrastructure

(51 Fites
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Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 47 days remaining
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Managing Replicas
A tenant can perform the following operations with VM replicas created with replication jobs targeted at the
cloud host:

o View properties

e Delete from disk

NOTE

A tenant cannot perform the Remove from configuration operation with VM replicas on the cloud host.
Such VM replicas are actually stored on the remote DR site in the SP virtualization environment. As a result,
they would become permanently inaccessible for a tenant. The tenant would also be unable to delete
replica files from the cloud host.

The Remove from configuration operation is available only for the SP in the SP Veeam Backup & Replication
console. To learn more, see Removing from Configuration.

Viewing Properties

You can view summary information about created VM replicas. The summary information provides the following
data: available restore points, date of restore points creation, data size, restore point size and replica status.
To view summary information for replicas:

1. Open the Home view.

2. Intheinventory pane, click the Replicas node.

3. Right-click the necessary VM replica in the working area and select Properties.

YWirtual machine: Original lacation:

|fi|esrv04 | |1?2.1?.52.34\

Files:

Date Restore point size
&Iess than a day ago (12:57 PR We,, 7354 MB
é‘*_h,Iess than a day ago (10:33 PR Tue,., 131 GB

Total size: 13.8 GB
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Deleting from Disk

You can use the Delete from disk operation if you want to delete records about VM replicas from the Veeam
Backup & Replication console and database and, additionally, delete actual replica files from the cloud host.

NOTE

The Delete from disk option is the only way for a tenant to delete replica files from the cloud host. The
Remove from configuration operation is not available in the tenant Veeam Backup & Replication console.

To delete replica files from the cloud host:
1. Open the Home view.

2. Intheinventory pane, click the Replicas node.

3. Right-click the necessary VM replica and select Delete from disk.
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Using Veeam Cloud Connect Portal

In case of a disaster in the production site when all critical VMs go offline and Veeam backup server becomes
inaccessible, you can perform full site failover using Veeam Cloud Connect Portal. Veeam Cloud Connect Portal
is a standalone web tool that allows a tenant to run a cloud failover plan remotely from a web browser on a

desktop computer or a portable device.
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Before You Begin

You can access Veeam Cloud Connect Portal with a web browser on a desktop computer or a portable device. To
ensure successful usage of Veeam Cloud Connect Portal, consider using the following supported web browsers:

e For desktop computers:
o Microsoft Internet Explorer 11 or later
o Microsoft Edge
o Latest versions of Mozilla Firefox and Google Chrome

e For portable devices (tablets): latest versions of Apple Safari for iOS and Google Chrome for Android
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Accessing Veeam Cloud Connect Portal

You can access Veeam Cloud Connect Portal with a web browser using URL address and credentials of the
tenant account provided to you by the SP.

To access Veeam Cloud Connect Portal, open your web browser and enter the following address to the address
bar:

https://hostname: 6443

where hostname is a DNS name or IP address of Veeam Cloud Connect Portal provided to you by the SP.

For example:
https://sp01:6443

After the Veeam Cloud Connect Portal has loaded, you will be prompted to log in. For that, enter credentials of
the tenant account that was provided to you by the SP. To learn more, see Logging In To Veeam Cloud Connect
Portal.
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Logging In to Veeam Cloud Connect Portal

To perform full site failover by remotely starting a cloud failover plan, you need to log in to Veeam Cloud
Connect Portal.

To log in to Veeam Cloud Connect Portal:

1. Access Veeam Cloud Connect Portal.

2. Inthe User field, type the user name of the tenant account provided to you by the SP.
3. Inthe Password field, type the password of the tenant account provided to you by the SP.

4. Select the Remember me option to save the specified credentials in the browser cookie. With this option
enabled, you will not need to type the username and password every time you access Veeam Cloud

Connect Portal.

5. Click Login.

Veeam”

Cloud Connect Portal

Type in your credentials:
User | ABC Company

Password | esessese

Remember me
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Running Cloud Failover Plan

With a cloud failover plan, you can perform full site failover at any time. During the full site failover process the
group of critical production VMs fail over to their replicas on the cloud host. You can fail over to the most recent
VM state or select the necessary restore point for VMs in the cloud failover plan.

To fail over to the VM replicas latest restore point:
1. Loginto Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2. Inthe working area, select the necessary cloud failover plan and click Start.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the
working area.

3. Inthe displayed dialog box, select the Start now option and click Start.
4. Monitor the cloud failover process and view results.
To fail over to a certain restore point:
1. Login to Veeam Cloud Connect Portal. The Failover plans view will automatically open.

2. Inthe working area, select the necessary cloud failover plan and click Start.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the
working area.

3. Inthe displayed dialog box, select the Start to most recent replica prior to option, select the replication
date and time and click Start. Veeam Backup & Replication will find the closest restore point prior to the
entered value for each VM and fail over to it.

4. Monitor the cloud failover process and view results.

Veeam

ABC Company Sign out

Cloud Connect Portal

(») Start =3 Unde ‘ Type in a failover plan name Q‘
FAILOVER PLANS
LTSS ABC COMPANY CLOUD FAILOVER PLAN (0 &t ‘ STATE
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(®) start now

C) Start to most recent replica prior to:

sy
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Retrying Failover by Cloud Failover Plan

You can retry a cloud failover plan if one or several VMs fail to failover properly. Veeam Backup & Replication
retries the failover operation only for those VMs that do not succeed to failover to their replicas on the cloud
host.

To retry a cloud failover plan:
1. Loginto Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2. Inthe working area, select the necessary cloud failover plan and click Retry.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the
working area.

3. Monitor the cloud failover process and view results.

Veeam"”
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Undoing Failover by Cloud Failover Plan

You can undo failover for all VMs added to the cloud failover plan at once. When you undo failover, you switch
the workload back to original VMs and discard all changes that were made to VM replicas during failover.

To undo failover by a cloud failover plan:
1. Loginto Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2. Inthe working area, select the necessary cloud failover plan and click Undo.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the
working area.

3. Monitor the undo failover process and view results.
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Monitoring Failover Process and Results

With Veeam Cloud Connect Portal, you can monitor the failover plan execution process as well as view results
for finished failover tasks. Every run of a cloud failover operation and VM processing initiates a new session.
When you start or undo a cloud failover plan, the Sessions History section automatically opens. You can also
access the Sessions History section manually at any time.

The summary information in the Sessions History section provides the following data: cloud failover plan and
VM replica status, date of failover task start and finish. You can also view detailed information on every VM
processing and cloud failover plan session.

To view details on sessions:
1. Loginto Veeam Cloud Connect Portal and open the Sessions History view.

2. Inthe working area, double-click the necessary cloud failover plan and/or VM processing session.

To quickly find the necessary session, you can sort sessions by name, status, creation or finish date. To
sort sessions, click the necessary column heading at the top of the working area.

Veeam"”

Cloud Connect Portal
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